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About the YAKSHA Project
The project «YAKSHA - Cybersecurity Awareness and Knowledge Systemic High-level
Application», funded under the European Union´s Horizon 2020 R&I programme, will reinforce
cooperation between the European Union (EU) and Association of South East Asian
Nations (ASEAN) and build partnerships in the cybersecurity domain by developing an
innovative software for malware detection, collection and analysis, tailored to specific users
and national needs, leveraging EU Know-How and expertise. The concept of honeypots-as-aservice will greatly enhance the process of gathering threat intelligence.

Start Date : 1st January 2018
End Date : 31st December 2020
Duration

: 36 months

YAKSHA will enhance cybersecurity readiness levels for its end users, help better prevent
cyber-attacks, reduce cyber risks and better govern the whole cybersecurity process. The
project is ideally positioned to help secure the global manufacturing supply chains, given its
focus on IoT Security.
A sustainable business model developed during the project will allow partners and other
interested actors to adopt the technology, generate value, and foster cooperation even beyond
the duration of the project.
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YAKSHA main objectives

YAKSHA main objectives

1. Assessment of the cybersecurity state of the art in the ASEAN area and future
developments

▪

Detailed description of the cybersecurity ecosystem in the ASEAN region

▪

Identification of future trends and opportunities in EU-ASEAN cybersecurity

2. Development and validation of a distributed, flexible, cybersecurity solution

▪

Development of innovative methods for malware detection, collection and analysis

▪

Design, development and integration of the YAKSHA software components

▪

The YAKSHA software solution will be validated in real-world pilot projects in both EU
and ASEAN, initially focusing on Greece, Vietnam and Malaysia with plans to expand the
deployments to other countries.

3. Enable the sustainable uptake of scientific, technical and economic results and foster
cooperation and partnerships between EU-ASEAN

▪

Dissemination of scientific results and publications

▪

Development of business models and exploitation models, including IP management

▪

Enhancement of cybersecurity collaboration and knowledge sharing between EU and
ASEAN and inside ASEAN
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YAKSHA technology
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YAKSHA technology
In cybersecurity, the defenders always suffer from insufficient and often untimely information
about threats and novel attack patterns and vectors.
The YAKSHA technology helps alleviate this disadvantage leveraging a classic tool in an
innovative way. Honeypots (exposed systems acting as false targets for attackers) have long been
part of the arsenal of security professionals, but their deployment requires time and effort, as each
one had to be set up and maintained individually.
The distributed architecture of YAKSHA will allow automated deployment and decommissioning
of a large number of honeypots, as well as the collating and analysis of data from all the single
instances.

Honeypots will become essentially a cloud-based service
(HaaS "Honeypot as a Service")
The modular and distributed nature of YAKSHA enables users to deploy one or more "nodes"
easily. YAKSHA nodes can contain several honeypots, customisable for different services,
environments, and applications, including mobile OSs, industrial systems, and IoT. YAKSHA will
enable organisations, companies and government agencies to upload custom honeypots that
meet their own specifications, monitor attacks in real time and analyse them.

The YAKSHA architecture. A distributed system with independent honeypots, where YAKSHA nodes
share information selectively with others.
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Nodes act as both opportunistic and continuous sample collectors, and also (optionally) share
information with other nodes or the community at large when deemed necessary. Of course, since
honeypots may theoretically expose corporate IPs or sensitive security data, each YAKSHA node
has the capability to specify detailed policies for information sharing per honeypot, attack pattern,
affiliated nodes or even user roles. To this end, initially each YAKSHA installation is an
independent instantiation of the system that has its own users and roles, its own honeypots, and
performs its processing locally by default.
The architecture of a YAKSHA node is illustrated below. We can see the installed honeypots that
are exposed to the Internet and the support backend engines.
YAKSHA nodes include modules for data analysis and data sharing. While this feature greatly
helps for threat intelligence and awareness, its value is multiplied when nodes are allowed to
share the gathered datasets and so access information generated by the whole YAKSHA network
of installations.
Leveraging intelligence from the whole network, originating from organisations both similar and
diverse hugely improve the effectiveness of the single organisation's cybersecurity posture.

The architecture of a YAKSHA node

Of course, all data sharing will happen under the control of the user, strictly respecting proprietary
intellectual property and classified information, as well as complying with data protection
regulations, e.g. for Europe, the General Data Protection Regulation.
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YAKSHA Ambassadors’ Role
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YAKSHA Ambassadors’ Role
Benefits

▪

As a YAKSHA Ambassador, you will benefit from an opportunity exclusively reserved for
the Ambassadors of the project: to test the YAKSHA software at the two end-user
events, the first one taking place in the end of 2019 (November/ December, provisionally
back-to-back with the “Vietnam Information Security Day”) in Hanoi, Vietnam, and the
second one in Bangkok, Thailand in April 2020. The testing will last two hours and will
allow you to access a YAKSHA node installation. It will be conducted in groups and will
be supervised by trainers, who will make sure to interact fruitfully with each participant.

▪

You will become a part of the YAKSHA Ambassadors’ network, which will enable you
to engage with, and exchange experience and know-how on specific cybersecurityrelated topics of interest with peers. As such, you will become a part of an evolving
cybersecurity community and a growing cybersecurity ecosystem in the ASEAN region,
and will also have the opportunity to connect cybersecurity experts from Europe. We will
invite you to join a private online group where you will be able to launch discussions and
share your thoughts with us.

▪

After the end of the project, and depending on your contributions provided, you may
benefit from getting free access to the YAKSHA platform for a duration of 2 to 6 months,
without any commitment to purchase.

▪

You will gain international visibility through the YAKSHA project website. With your
agreement, we will publish your profile, including professional background, information
about your organisation, and a picture on our website!

▪

You will get access to the latest and most relevant information on cyber cooperation
between EU and ASEAN countries on the networking platform.

▪

YAKSHA Ambassadors who are proactive during the project and would like to have an
active role in the two YAKSHA end-user events, may be granted with funding support
for travelling to these events. For this, you will be asked to express your interest in
writing (contact us via email/ LinkedIn) and fill out a form.
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Expectations during the project

▪

As an Ambassador, you are expected to promote the YAKSHA project and software
in your local ecosystem. To support you with this, we will provide you with a special
toolkit. Promotion can be done through many ways, for example:
 Presenting the project at external events in ASEAN;
 Disseminating project events to your network;
 Sharing your knowledge on the YAKSHA software and its advantages with
relevant stakeholders, e.g. governmental bodies, critical infrastructure
organisation, etc.

▪

You will be expected to attend online training events, taking place online every 3-4
months, as well as during the two end-user events. Your attendance is crucial, as we will
explain the project and the software during these trainings, and train you on how to
effectively promote YAKSHA. The mentoring of the ambassadors will consist of several
trainings on how to effectively market the YAKSHA technology. Two orientation trainings
were provided in December 2018 and April 2019. The next training event is scheduled
for September 2019 (followed by extensive trainings during the two end-user events).

▪

You will be invited to and are strongly encouraged to attend the two end-user events,
as your involvement is crucial for the future exploitation of the YAKSHA software. We will
dedicate a whole day, during the first end-user event in Hanoi, Vietnam, to exchange with
exclusively the Ambassadors, on the future exploitation and business model of
YAKSHA, hear your opinion, and enable you to test the YAKSHA platform.
 End-user Event: 1 Bangkok, Thailand November 2019
 End-user Event 2: TBC 2020
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Ways of involvement after the end of the project (provisional)
Based on their individual preferences, Ambassadors will have different functions/roles, as well as
advantages in the long-run. We would like to be as flexible as possible, and build the future of
YAKSHA together with you, taking your knowledge and professional opinion into account
when developing our long-term vision and business plan.
Below possible future roles for the Ambassadors are presented. Please keep in mind that at
this stage of the project these roles are not yet final, therefore the paragraph below should only
be taken as indicative.

I.

Local contact point - promotion/sales/recruitment of customers for the YAKSHA
platform

These Ambassadors would act as YAKSHA promoters. They would either get financial
compensation or rewards, such as points, that could later be converted, for signing up a certain
number of stakeholders, or responding to potential customers. An example for this would be
promoting the YAKSHA software to public sector or critical infrastructure organisations (e.g.
military, police, hospitals etc.). Potentially, this could be tracked if the customer signs up for
YAKSHA through a special weblink sent by the Ambassador.

II.

Providing supplementary services to end-users

Ambassadors could provide supplementary YAKSHA services, such as trainings or increasing
awareness on innovation and cybersecurity issues. They could also provide advice within the
companies that they work in e.g. large companies.

III.

Providing complementary services to end-users

Ambassadors that are security companies, could provide complementary services to those of the
YAKSHA platform, such as the analysis of the reports that YAKSHA will be producing. As such,
they would become the solution providers, to the problem detected by the YAKSHA report.

IV.

Gathering intelligence

Ambassadors could gather aggregated data of multiple companies in his/her region. As such,
they could possess extra intelligence, and end-users could contact them if they are experiencing
a particular cybersecurity problem. For example, if an Ambassador identifies a pattern in the
hacking of two banks, he/she can inform a third bank that there have been two intrusions in similar
organisations.
All ambassadors could also be considered as local contact points, and therefore be contacted by
stakeholders in their region.
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Criteria to become a YAKSHA Ambassador
To be eligible to become a YAKSHA Ambassador, you must:

▪

Be active and have experience in the field of cybersecurity, software or more largely
internet security and defence in Europe or ASEAN;

▪
▪

Have access to a network of ASEAN stakeholders active in the field of cyber technology;
Be based in ASEAN countries.

YAKSHA Ambassadors’ toolkit
A toolkit will be provided to the Ambassadors so that they can effectively convey the key
messages regarding YAKSHA project and technology to their networks.
The toolkit will consist of the following items:

▪

YAKSHA technology guide: a detailed and yet comprehensible manual on what
YAKSHA technology is and how it will benefit the end-user, in pdf format.

▪

PPT presentation: A presentation summarizing the YAKSHA project and technology.
The Ambassadors can use this presentation at conferences to promote YAKSHA.

▪

Project flyers: 2 project flyers will be provided to the Ambassadors, 1 on the project and
1 on the technology.
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Operational modalities
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Operational Modalities
Expression of Interest
One can apply to become a YAKSHA Ambassador by filling in the Expression of Interest survey
that can also be accessed through the YAKSHA Ambassadors section of the website.

Means of communication
All communication with the Ambassadors will be conducted via email (individual, as well as
through a mailing list). Furthermore, a LinkedIn group for YAKSHA Ambassadors has been
created where the Ambassadors are able to communicate with project partners and with each
other.

Feedback form
No reporting will be formally required, however inno TSD will send an email to the Ambassadors
once every few months to gather feedback on their activities.

Legal status and confidentiality issues
The YAKSHA Ambassadors can be both individuals and organisations. The duration of the role
will last at least until the end of the project, but Ambassadors will be encouraged to continue after
the end and become part of the sustainability plan. There is no legal relationship between
YAKSHA consortium and the Ambassadors.

Access rights
The YAKSHA Ambassadors will not be granted any Access rights to the project results since they
are neither a Partner of the Consortium nor an Affiliated Entity of the Consortium.

Funding
There is no fee to become a YAKSHA Ambassador. As mentioned in the ‘Benefits’ section,
funding may be available for selected Ambassadors to attend the end-user events.
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Contact Points
Project Dissemination and Communication responsible – GAC
Krisztina Dax – kdax@group-gac.com ; Svetlana Klessova – sklessova@group-gac.com

Technical contact (YAKSHA technology) / Project exploitation – StAG
Alessandro Guarino – a.guarino@stagcyber.eu

YAKSHA Project Coordinator – SPI
Douglas Thompson – douglasthompson@spi.pt
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