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Executive Summary
Cybersecurity interdependence generates risks at a global scale. Attacks targeting a single
company or governmental body can provoke systemic failures and easily escalate to a whole
industrial sector, ministry or critical infrastructure; thus, affecting entire populations in a world with
increasingly digitalized economies and societies. Such interdependency requires harmonized
strategies and interconnected actions, for the creation of a cybersecurity culture in business and
societies. Cybersecurity awareness and education are key for the establishment of strong
cybersecurity culture, which can only be constructed with the involvement of all ecosystem’s
actors and members of the societies.
This deliverable presents the results of the workshops for co-creation of the cybersecurity
innovation ecosystem held in Malaysia, Thailand and Vietnam in September 2018. An innovation
ecosystem refers to a network of innovation actors, including government, academia, industry
and other types of economic actors, and society at large, aiming at promoting the development
of cybersecurity capabilities within a national context and enabling the resilience and collaboration
of the system in the international arena.
Considering that the emergence of an ecosystem is a co-creative process in which different
events play a significant role, we approached the creation of the cybersecurity innovation
ecosystem in ASEAN by means of co-creative workshops, which brought together relevant
cybersecurity stakeholders to define a common vision for the ecosystem. The stakeholders
convened belonged to YAKSHA’s stakeholder target groups, as defined:


SMEs and large corporations handling sensitive data and subject to cyber-threats;



Critical infrastructure organizations (hospitals, prisons, public services suppliers, etc.)
subject to cyber-threats;



Government and policy making organizations (ministries, security agencies, etc.) subject
to cyber-threats and interested in international cooperation in cybersecurity and more
largely internet security and defence;



Knowledge and research and development organizations (universities, vocational training
and research and development organizations) interested in generating new knowledge,
technologies and products and educating experts to provide organizations with
cybersecurity competences and resilience to cyber threats; and,



Associations, network of organizations (trade organization representing the interests of
SMEs active in sectors subject to cyber-threats) as well as other interested parties,
including media representatives and Non-Governmental Organizations (NGO’s)
interested in ASEAN-EU cooperation and cybersecurity and defence topics.
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Topics discussed in the workshops were related to the ideal local ecosystem structure,
multistakeholder cooperation, governance of ecosystems, technological interdependences,
orchestration of actors, challenges, needs and capabilities, etc. As a result, the stakeholders
identified the national needs and gaps related to cybersecurity and built visions and action paths
to be reached by 2030 by the three countries. These recommendations may be useful to guide
the individual countries to set up activities to implement cybersecurity innovation ecosystems with
a view of creating resilient cybersecurity societies.
Recommendations derived from the co-creation workshops and with a more generic nature are:


Establish mechanisms for regulation and governance in cybersecurity, strategically
recognizing the interdependencies among societies, the risks of cyber threats, the policy
options available to create a cybersecurity resilient society and providing assurance to
international community and business regarding safety of operations, including for
investments, technology development and civilian protection.



Raise awareness and education about cybersecurity, recognizing the role of
individuals in the cybersecurity ecosystem, which is to be taken into consideration in the
design of strategies and action plans for improving cyber resilience. Increasing public
awareness concerns different stakeholders and all levels of society to increase
capabilities to identify risks, to react to them, and to act in a proactive way. Education
attaches not only to professional programmes such as at those in universities, but should
also focus on continuous learning of adults and seniors. Therefore, an immediate
organizational sphere of individuals constructs platform for learning - e.g. the role of
employees as contributors of change – should be addressed and developed.



Develop a strategy to support business and innovation in cybersecurity to increase
innovations in the cybersecurity ecosystem, in particular to offer local solutions to local
actors. Prerequisites to achieve trust of partners are open collaboration and co-creation
which can be attained in ecosystems. To nurture innovative businesses, countries should
invest in cybersecurity start-ups and provide platforms (e.g. incubators, hubs) where
R&D&I are driven in strong industry-academia collaboration. Due to the strong role of
governments in cybersecurity, countries should make sure public-private partnerships
and procurement are exploited in advancing innovative solutions and businesses.



Strengthen stakeholder dialogue to build up the cybersecurity innovation
ecosystem to embed ecosystem thinking in their operations and approach to technology
development and adoption, strategic planning and cooperation, both at the national and
international levels. A need to reinforce the observance of important aspects of the
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cultural background of international experiences vis a vis the local cultures and choice of
technological paths appropriate to the national priorities as pre-conditions for developing
adequate measures to support ecosystem building.


Strategic mapping of technologies and business to grow in strategic areas of
national needs to strengthen national capabilities by means of organizing activities in a
system level. This could be implemented by establishing novel coordinating organs such
as national cybersecurity centres or virtual hubs. Organizing system level activities
opens, at the same time, the “window of opportunity” for novel technology and new
business development. Such work requires applying methods that creates future oriented
knowledge for the addressing of societal needs.

Most of the recommendations are to be led by the government because cybersecurity is mostly a
government-driven business, which places national governance in a central place. Cybersecurity
should not, however, be isolated from any industrial sector or research area, given the dynamic
pace at which cybersecurity technologies and services are developed.

viii
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1. Introduction
1.1. Purpose of the document
This deliverable aims to report on the co-creation of the Association of Southeast Asian Nations
(ASEAN) cybersecurity innovation ecosystem. We differentiate this term from the most common
“cybersecurity ecosystem” term. The later refers to “a complex community of interacting devices,
networks, people and organizations, and the environment of processes and technologies
supporting these interactions1”, which is seen as well by some authors as a cybersecurity
platform. As for innovation ecosystem, we refer to a network of innovation actors, including
government, academia, industry and other types of economic actors, and society at large, aiming
at promoting the development of cybersecurity capabilities within a national context and enabling
the resilience and collaboration of the system in the international arena.
The emergence of an ecosystem is a co-creative process in which different events play a
significant role. Therefore, we approached the creation of the cybersecurity innovation ecosystem
in ASEAN by means of co-creative workshops, which brought together relevant cybersecurity
stakeholders in the ASEAN region together with the aim to define a common vision for the
ecosystem. When the vision is shared, other elements of the ecosystem, like trust and
governance, have ground to develop on.
The workshops were implemented in Malaysia (Kuala Lumpur), Thailand (Bangkok) and Vietnam
(Hanoi) between 24 and 28 of September 2018. The stakeholders convened belonged to
YAKSHA’s stakeholder target groups, as defined:


SMEs and large corporations handling sensitive data and subject to cyber-threats;



Critical infrastructure organizations (hospitals, prisons, public services suppliers, etc.)
subject to cyber-threats;



Government and policy making organizations (ministries, security agencies, etc.)
subject to cyber-threats and interested in international cooperation in cybersecurity and
more largely internet security and defence;



Knowledge and research and development organizations (universities, vocational
training and research and development organizations) interested in generating new
knowledge, technologies and products and educating experts to provide organizations
with cybersecurity competences and resilience to cyber threats; and,



Associations, network of organizations (trade organization representing the interests
of SMEs active in sectors subject to cyber-threats) as well as other interested parties,
including media representatives and Non-Governmental Organizations (NGO) interested
in ASEAN-EU cooperation and cybersecurity and defence topics.

1

Ernst and Young (2014) Achieving resilience in the cyber ecosystem. Insights on governance, risk and compliance
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1.2. Structure of the Document
This deliverable is structured into four chapters as shown below:

Chapter 1: Introduction

• Details the purpose and structure of the
document as well as the methodology used.

Chapter 2:

• Conceptual overview about innovation ecosystem
and the roles of actors in the cybersecurity
domain.

Chapter 3:

• Presents the findings of the cybersecurity
innovation ecosystem workshops held in regard
to needs and gaps, vision and action paths.

Chapter 4:

• Presents the conclusion and recommendations
for the building up of cybersecurity innovation
ecosystems in Malaysia, Thailand and Vietnam.

Figure 1. Structure of the report.

1.3. Methodology
The approach to co-create the innovation ecosystem in the focus countries was done by means
of foresight. According to Ahlqvist2 (2015), foresight is an action-oriented and participatory
strategic thinking that focuses on potential and alternative perceptions of the future. Foresight is
always based on the present knowledge that is collected and processed through different
methods. When understanding different perceptions about future, the emergence of it can be
influenced by individual’s actions. Different definitions of foresight stress it as systematic,
participatory and multi-disciplinary in nature.
Often the foresight process starts by the co-creation of a vision to guide the different actors
towards achieving a common future. So, the vision is a compelling image of a preferred future
and visioning is the process of creating a series of images or visions of the future 3. The vision is
a carefully formulated and clearly articulated description of a future state of affairs that an
individual or group finds desirable 4. The motivation to formulate visions is that they promote
change, and as such, they are typically constructed in a participatory process to create
commitment, and to implement actions towards the desired state of the future.

2

Ahlqvist, T. (2015). Foresight. In: STRADA - Decision-making and support of change in complex systems. Nieminen,
M. & Hyytinen, K. (Eds.). VTT TECHNOLOGY 218.
3
Forward Thinking Platform (2014). A Glossary of Terms commonly used in Futures Studies.
http://www.fao.org/docs/eims/upload/315951/glossary%20of%20terms.pdf.
4
Brien F. O. & Meadows M. (2007) Developing a visioning methodology: Visioning Choices for the future of operational
research. Journal of the Operational Research Society, 58, 557–575.
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With the aim of co-creating a shared vision for the cybersecurity innovation ecosystem, workshops
were organized in Malaysia, Thailand and Vietnam. Additionally, the workshops aimed at
generating ideas to work as a material for action paths for the establishment of the innovation
ecosystem in each of the national contexts.
VTT coordinated the organization of the workshops with the ASEAN partners: Cybersecurity
Malaysia (CSM) in Kuala Lumpur/Malaysia, National Science and Technology Development
Agency

(NSTDA)

and

ASEAN

Chief

Information

Officer

Association

(ACIOA)

in

Bangkok/Thailand, and Vietnam Software and IT Services Association (VINASA) in
Hanoi/Vietnam. In Malaysia, the workshop was organized in the auspices of the Cybersecurity
Malaysia - Awards, Conference & Exhibition (CSM-ACE), an industry-wide event organized by
YAKSHA’s partner CSM. In each of the hosting countries of Malaysia, Vietnam and Thailand, cocreation workshops shared primarily a national focus. However, as in Kuala Lumpur there were
representatives from different ASEAN countries, an applied methodology was held in one focus
group with selected stakeholders to discuss the configuration of an all-ASEAN cybersecurity
ecosystem.
In order to motivate the stakeholders for the vision building, VTT carried out a short web
consultation with the ASEAN stakeholders to identify potential visions for the national
cybersecurity innovation ecosystems. This task was supported by ASEAN country partners to
support the identification and contact with the individuals to participate in the consultation, which
were the same that were invited to attend the workshops.
In the workshops, the stakeholders were convened in small groups to discuss and define together,
the vision and the ideal local ecosystem structure, taking into account the social foundations,
regional characteristics and the network building aspect to approach cybersecurity innovation
ecosystem formation. Among the topics emphasized in the workshop were trust building,
governance of ecosystems, technological interdependences, orchestration of actors, challenges,
needs and capabilities, etc. Table discussions were facilitated by two YAKSHA partners, including
European and local partners. In order to identify examples of best practices regarding activities,
actors and countries and recommendations, the following experts were interviewed:


Pentti Olin, Senior Advisor, Secretariat of the Security Committee, Government of
Finland, 04.10.2018



Rami Efrati, Founder and President, Firmitas Cyber Solutions, 25.11.2018 (phone
interview)



Aapo Cederberg, CEO and Co-Founder, Cyberwatch, 28.11.2018 (phone interview)



Juha Remes, Executive Director, Finnish Information Security Cluster, 10.12.2018.

The co-creation workshop agendas and the lists of attendees per country and stakeholder group
are available in Annex 1.
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Chapter 2
Cybersecurity Innovation Ecosystems
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2. Cybersecurity Innovation Ecosystems
In spite of various interpretations of innovation ecosystems5, many agree upon the importance of
the ecosystem thinking. As Li6 argues, making strategic choices to compete both between and
within ecosystems is now an increasing focus of firm´s business strategy. Iansiti and Levien 7
believe that a firm, which takes action without understanding the impact on the ecosystem as a
whole, is ignoring the reality of the network environment in which it operates. In turn, Adner 8 points
out that innovation ecosystems have become a core element in the growth strategies of firms in
a wide range of industries, especially due to enabling information technologies that have
drastically reduced the costs of coordination.
The above examples highlight the importance of ecosystem thinking in business. However, the
ecosystem approach is increasingly adopted in the national innovation system (NIS) context that
focuses on complex systems of private and public actors in developing technologies and
innovation9. One of the factors that differentiate innovation systems from ecosystems is the
interdependence of actors, a factor that became evident in the approaches that emphasise interorganisational collaboration and clustering in ecosystems10.
Regardless of the approach, a common characteristic to different ecosystem perspectives is that
they provide a systems view to the creation of value and specialisation by addressing how
different actors contribute to innovation and sustaining of a competitive advantage. It should be
stressed that ecosystem inhabitants form collaborative and competitive interdependencies not
only to co-create innovations but to co-evolve and co-adapt as well as to change and fit with the
ecosystem11. Therefore, an ecosystem is not static but incorporates different phases of lifecycle
(Figure 1).
Due to the emergent phase and cybersecurity’s strong dependence on a regulatory framework,
institutional conceptualisation – which stresses the structure and dependencies between

5

See e.g. Durst, S. & Poutanen, P. (2013) Success factors of innovation ecosystems: A literature review. In R. Smeds &
O. Irrmann (eds.) CO-CREATE 2013: The Boundary-Crossing Conference on Co-Design in Innovation (pp. 27-38).
Aalto University Publication series SCIENCE +TECHNOLOGY 15/2013.
6
Li, Y. R. (2009) The technological roadmap of Cisco's business ecosystem. Technovation, 29(5), 379-386.
7
Iansiti, M., & Levien, R. (2004) Strategy as ecology. Harvard Business Review, 43(3), 51–58.
8
Adner, R. (2006) Match your innovation strategy to your innovation ecosystem. Harvard Business Review, 84(4), 98107.
9
Lundvall, B.-A. (Ed.) (1992) National Systems of Innovation: Towards a Theory of Innovation and Interactive Learning.
London: Pinter.
10
See e.g.:
Moore, J. F. (1993) Predators and Prey: A New Ecology of Competition. Harvard Business Review, May-June 1993, 7586.
Porter, M. E. (1998) Clusters and the new economics of competition. Harvard Business Review Reprint, 7, 77–90.
Isaksen, A., Hauge, E. (2002) Regional Clusters in Europe. Observatory of European SMEs report 2002 No. 3,
European Communities, Luxembourg.
11
Thomas, L.D.W., Autio, E. (2014) The fifth facet: The ecosystem as an organizational field. Paper presented at the
DRUID Society Conference 2014, CBS, Copenhagen, June 16-18.
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participants, technological complementarities and cognitive processes 12 - helps to address the
building of a cybersecurity ecosystem in the ASEAN region. Institutionalisation, like an innovation
ecosystem, is a process that emphasises cognitive frameworks13 (Scott 1987). Such cognitive
frameworks, like a common vision and legitimacy, are particularly important in the birth of an
ecosystem. Collective value creation in cybersecurity is highly essential as value to user is
obtainable only if all parts of innovation are offered simultaneously. To succeed in creating value,
a cybersecurity innovation ecosystem needs to build trust and mutual awareness. Trust pushes
self-enforcing governance; whereas mutual awareness creates collective identity in the innovation
ecosystem.
Global
trends

Global
trends

Policy guidance

Policy guidance

Stakeholder dialogue
Regulations and
laws
Impact assessment

Vision
•What is the Big
Picture?
•What challenge
is solved?
•New value
creation logic

Expansion

Birth

•Whose
problem is it,
who are needed
and why should
they
participate?
•Diverse actors

• What value and
how is the value
created for each
stakeholder?
•The rules of cooperation
•New value
capture

Stakeholder dialogue
Regulations and
laws
Impact assessment

Leadership

Self-renewal

•How to manage
the ecosystem
•Is the revenue
logic working?
•Competition and
collaboration

•Needs for
renewal
•Dynamics, coevolution

Vision

Birth

Source: Authors (Modified from Moore, 1993)

Figure 2. Ecosystem lifecycle phases

From an institutional perspective, the main stakeholder groups of cybersecurity ecosystem are
businesses, such as small and medium-sized (SME), large corporations, multinational companies
(MNC); institutional actors, such as government, intergovernmental and supranational
organizations; critical infrastructure organizations, such as energy, water and telecommunications
suppliers, hospitals, and prisons; knowledge and research and development organizations; and
associations and networks of organizations, NGO and civil society as a whole (Figure 3).

According to Bauer and van Eeten14, as information security comes at a cost, tolerating some
level of insecurity is economically rational from an individual and social point of view. Although
cybersecurity is mostly provided by private players, it also has strong public good characteristics.
12

Thomas, L. D. W., Autio, E. (2013) Emergent equifinality: An empirical analysis of ecosystem creation processes.
Paper presented at the 35th DRUID Celebration Conference 2013, Barcelona, Spain, June 17-19.
Thomas, L.D.W., Autio, E. (2014) The fifth facet: The ecosystem as an organizational field. Paper presented at the
DRUID Society Conference 2014, CBS, Copenhagen, June 16-18.
13
Scott, R.W (1987) The Adolescence of Institutional Theory. Administrative Science Quarterly, 32(4), 493-511.
14 Bauer, J. M., van Eeten, M. G. (2009) Cybersecurity: Stakeholder incentives, externalities, and policy options.
Telecommunications Policy 33, 706–719. Elsevier.
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Therefore, from a societal perspective, it has to be considered whether the costs and benefits
taken into account by market players reflect the social costs and benefits. The authors emphasize
that, due to the level of interdependencies within the ICT ecosystem, the participants of such
ecosystems suffer from a “prisoner’s dilemma problem: everybody is worse off if decisions are
made in a non-cooperative fashion. Enhancing cybersecurity at a broader level will have to
overcome this coordination and cooperation issue: it is a collective action problem.” This
reinforces the appeal for strong cooperation among stakeholders to guarantee adequate level of
understanding of risks and to provide the system with means of enhancing its capabilities to react
to cyber-threats and, most of all, to build resilience for the whole system, which will allow it to
bounce back after responding to attacks and foremost not be easily a vulnerable target.

Business
- MNCs, SMEs,
start-ups

Institutional
actors
- intergovernmental,
government

Civil society actors
- NGOs, Associations,
Networks of organizations

R&D,
education
-R&D
organisations,
academia

Critical infra
- Energy suppliers, hospital,

Civil society actors
- end-users, social media
groups, hackers

transport
Source: Authors

Figure 3. Cybersecurity innovation ecosystem

YAKSHA Deliverable 1.115 shows a thorough overview of the institutional environment by means
of focusing on regulatory frameworks, policies, actors, needs, challenges and opportunities
related to cybersecurity in the ASEAN. Here, we focus mostly on the roles the different actors
play in regard to the innovation ecosystem. Further knowledge in this institutional context can also
be found from ATKearney report16.
The development of cyber resilient societies and business infrastructures is becoming a priority
for both public and private sectors. With the increasing digitalization of societies and economies,

15

YAKSHA (2018). Overview of Cybersecurity Status in ASEAN and the EU. https://project-yaksha.eu/
ATKearney (2018). Cybersecurity in ASEAN: An Urgent Call to Action. http://www.southeastasia.atkearney.com/documents/766402/15958324/Cybersecurity+in+ASEAN%E2%80%94An+Urgent+Call+to+Action.p
df/ffd3e1ef-d44a-ac3a-9729-22afbec39364
16
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in order to achieve cyber resilience and build a strong cybersecurity ecosystem, different actors
must be engaged in the process. The interconnectivity of actors and actions is one of the main
characteristics

of

the

cybersecurity

ecosystem.

Therefore,

reckless

behaviour

and

unpreparedness of a single actor can affect the entire ecosystem. Similarly, good practices
focused on preparedness, resilience and risk mitigation can affect positively and improve the
conditions of the ecosystem.
Aiming to illustrate and clarify what are the responsibilities and actions that can be taken by each
actor for improving the cybersecurity ecosystem, the following sections present the relevant
actors, topics, actions and examples of best cybersecurity practices.

2.1. Intergovernmental organizations and supranational actors
This category of actors is represented, for example, by the following: Association of Southeast
Asian Nations (ASEAN), European Union (EU), North Atlantic Treaty Organization (NATO),
Organisation for Economic Co-operation and Development (OECD), Organization for Security
and Co-operation in Europe (OSCE) and United Nations (UN). Their main roles are expressed
below followed by examples of their activities concerning cybersecurity:


Promote international cybersecurity cooperation.



Develop common strategies and guidelines for tackling cyber risks at a regional and
international level.



Increase the interoperability and compatibility of national cybersecurity strategies.



Coordinate policies to enhance cyber resilience and response capacity.



Create tools and mechanisms to enhance CBMs and the adoption of norms.



Raise awareness for the importance of cybersecurity for government, private sector and
civil society.



Promote information sharing, trainings and research in cybersecurity.



Provide benchmarks for the development of national cybersecurity systems

ASEAN supports cyber norms and confidence building measures (CBM) in Southeast Asia
through its Cyber Capacity Programme. The programme also aims to strength the regional
capability to respond to evolving threats and its resilience against cyber-attacks, resulting in the
development of secure cyberspace prone to investments and innovation 17. ASEAN is also
responsible for creating strategies for regional cooperation in the creation and adoption of norms
and CBM among participating States. In 2017, the ASEAN Cybersecurity Cooperation Strategy
was agreed among members, and the strategy aimed to strength the coordination of cyber
policies across the region.

17

https://www.csa.gov.sg/~/media/csa/documents/amcc/factsheet_accp.ashx
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The OSCE focus on “enhancing cyber/ICT (Information Communication Technologies) security,
in particular by reducing the risks of conflict between states stemming from the use of ICTs.” 18.
Its role in the cybersecurity innovation ecosystem is to offer to its participating States concrete
tools and mechanisms to improve cooperation, cyber resilience and confidence building. For
instance, the OSCE has a mechanism to bring its participants together for consultations on
potential threats for ICT and cybersecurity, and a platform for sharing cybersecurity policies,
strategies and views on the cyberspace. While focusing on threats coming from non-State actors,
the organization promotes the development of better forensics and innovative approaches for
tackling evolving threats and prevent the usage of ICT for terrorist activities 19. The organization
also fosters interregional cooperation with other States and organizations.
NATO has a Cooperative Cyber Defence Centre of Excellence based in Tallinn to support its
members with cybersecurity expertise in the development of strategies, laws, operations and
technologies. The Centre aims “to enhance the capability, cooperation and information sharing
among NATO, NATO nations and partners in cyber defence by virtue of education, research and
development, lessons learned and consultation.” 20. The main goal of the Centre is to generate,
accumulate and disseminate knowledge in cybersecurity. To achieve this goal, the Centre offers
a variety of courses to the public (restricted to nationals of NATO member nations), including online courses, with the objective of raising awareness for cyber risks and training those working in
the field21. It also organizes workshops and an annual conference named “Cycon”.
The EU published in 2017 the revised version of its Cybersecurity Strategy, providing its MemberStates with comprehensive regulatory and institutional tools to enhance cyber resilience and
situational awareness in the Union. The document focuses on improved measures to tackle
cybercrime and the strength of cybersecurity in critical infrastructures and in growing domains,
such as the Internet of Things (IoT). Moreover, it emphasizes the need to seek a closer
cooperation with international partners as of one the priorities of the EU strategy for cybersecurity.
In addition, the EU has developed conventions, directives, guidelines and issued communications
on cyber-crime prevention, protection of critical infrastructures and cooperation for the defence of
cyber-attacks22.
An important development by actors from this group has been the elaboration of the Guide to
Developing a National Cybersecurity Strategy23. This guide is a useful tool for national
governments to act more strategically regarding cybersecurity. It leads to the creation of cyber-

18

https://www.osce.org/cyber-ict-security
Ibid.
20
https://ccdcoe.org/about-us.html
21
https://ccdcoe.org/events.html
22
https://www.defmin.fi/files/2378/Finland_s_Cyber_Security_Strategy.pdf
23
International Telecommunication Union, The World Bank, Commonwealth Secretariat, the Commonwealth
Telecommunications Organisation, NATO Cooperative Cyber Defence Centre of Excellence (2018) Guide to Developing
a National Cybersecurity Strategy – Strategic engagement in cybersecurity. https://www.itu.int/dms_pub/itu-d/opb/str/DSTR-CYB_GUIDE.01-2018-PDF-E.pdf
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preparedness, response and resilience, building confidence and security in the use of information
and communications technologies (ICT), as well as to strengthen international cooperation and
coordination on cybersecurity capacity building.
Intergovernmental organisations also have an important role in information sharing, improving
cybersecurity education and developing capacity-building. As international players, they hold the
responsibilities of promoting international cybersecurity cooperation, providing benchmarks for
the development of national cybersecurity systems and of raising awareness for the importance
of cybersecurity for government, private sector and civil society.

2.2. Government
The role of national governments in cybersecurity can be illustrated by the following statement of
the Finnish government: “The Government represents the highest level of cybersecurity
management. The Government is responsible for providing political guidance and strategic
guidelines for cybersecurity as well as for taking the required decisions regarding the resources
and prerequisites to be allocated” in Finland’s Cybersecurity Strategy24.
The main roles performed by government organizations are:


Delineate a national cybersecurity strategy.



Support an inclusive and multi-stakeholder environment for cyber policy processes, with
clear definitions of roles and responsibilities of other stakeholders.



Investment in evidence-based policy making.



Build cybersecurity capacity at a national level.



Legislative review.



Provide recommendations and guidelines on cybersecurity measures for public
authorities, private sector and civil society.



Investment in cyber-security education and training



Secure State’s vital functions against cyber attacks

Considering specific domains of policy actions, Bauer & van Eeten25 present the main policy
measures that can be utilized by governments to enhance information security and combating
cybercrime.

24

https://www.defmin.fi/files/2378/Finland_s_Cyber_Security_Strategy.pdf
Bauer, J. M., van Eeten, M. G. (2009) Cybersecurity: Stakeholder incentives, externalities, and policy options.
Telecommunications Policy 33, 706–719. Elsevier. p. 715.
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Table 1. Main policy instruments to enhance information security

Predominant policy vector

Cybercrime



Legal and regulatory
measures





Economic measures





Measures that increase
the direct costs of
committing fraud and
crime
Measures that increase
the opportunity costs of
committing fraud and
crime
Measures that reduce
the benefits of crime










Redesign the physical
and logical internet
infrastructure



National and
international information
sharing on cybercrime

Technical measures

Informational and
behavioural measures

National legislation
Bi- and multilateral
treaties
Forms and severity of
punishment
Law enforcement

Information security
 National
legislation/regulation of
information security
 Legislation/regulation of
best practices to enhance
information security
 Liability in case of failure
to meet required
standards
 Tax credits and subsidies






Level of financial penalties
for violations of
legal/regulatory provisions
(compensatory, punitive)
Payments for access to
valuable information
Markets for vulnerabilities
Insurance markets
Information security
standards
Mandated security testing
Peer-based information
security
National and international
information sharing on
information security
Educational measures

As examples of actions taken by governments in the cybersecurity domain, Japan and the United
Kingdom can be mentioned.
In June 2018, a draft of the new Japanese cybersecurity strategy was published. Japan is aiming
to generate more investments in cybersecurity, risk management and innovation within the
business sector. To achieve this goal, the strategy proposes two measures to be taken by both
the private and public sector. For the private sector, companies should establish a cyber-security
budget that will cover all its operations company-wide. To boost the implementation of
cybersecurity practices, Japan will reduce “companies’ corporate tax if they can prove that their
IT investments, including efforts to automate and introduce new internet of things tools, will
improve their productivity and include cybersecurity measures.” 26. Additionally, a five-stage index
for the classification of cyberattacks severity will be implemented, based on the time needed to
recover, the extent of the affected area and whether physical damaged was inflicted including on

26

https://www.cfr.org/blog/how-japans-new-cybersecurity-strategy-will-bring-country-par-rest-world
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people, if they were injured or forced to evacuate 27. The expectation is that such a classification
can help people to understand the magnitude of cyber-attacks and what measures will need to
be taken.
The UK has been investing in government-funded cybersecurity apprenticeships programmes
focused on national critical infrastructure sector, in order to respond to the growing demand for
professionals in the area. The aim is to increase the supply of experts, by facilitating the access
to education and promoting cybersecurity as an attractive career option 28. The apprenticeships
offer both training and work experience in cybersecurity.
As for a specific example of government agency dealing with cybersecurity, the Estonian
Information System Authority29 (RIA) fosters and protects Estonia’s digital society. It operates
under the Ministry of Economic Affairs and Communications and is in charge of the development
and administration of Estonia’s state information system and the coordination of national
cybersecurity, including cyber incident responses, emergency preparedness and management,
regulation and supervision. RIA is responsible for Estonia’s e-government platform, including
national eID infrastructure and the data exchange layer X-Road, and also providing data
communication and Internet services to state agencies and local governments.

2.3. Knowledge and research and development organizations
This category of stakeholders encompasses research and development centres, universities,
universities of applied science, comprehensive schools, vocational upper secondary schools and
general upper secondary schools. The main roles performed by these organizations are:


Development of top-level competence in cybersecurity.



Generate cutting-edge innovation and scientific breakthrough in cybersecurity research.



Boost the requisites of basic research, applied research and innovation in cybersecurity.



Raise awareness and expand basic knowledge of cybersecurity to all levels of education
(including comprehensive school).



Provide graduate and under-graduate courses in cybersecurity and related areas, in
addition to vocational trainings.



Provide IT security study places.



Cooperate with government, business community and civil society for the creation and
maintenance of a secure cyber-space.



Provide executive educational program to train mid-career professionals and CEO,
fulfilling the knowledge gap in cyber-security within the business community.

27

https://www.japantimes.co.jp/news/2018/07/25/national/japan-crafts-new-cybersecurity-strategy-2020-tokyoolympics/#.W2qPXWf3g99
28
https://www.gov.uk/guidance/cyber-security-cni-apprenticeships#apprenticeships-in-critical-national-infrastructuresectors
29
https://www.ria.ee/sites/default/files/content-editors/kuberturve/ria_csa_2017.pdf
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As examples of organizations dealing with education in cybersecurity, the Tallinn University of
Technology and the Jyväskylä University of Applied Sciences can be highlighted. The Tallinn
University of Technology offers a bachelor’s degree in Cybersecurity Engineering and a master’s
degree in Cybersecurity. The bachelor’s degree includes courses such as governance and
management of cybersecurity, logging and monitoring, computer network security and
cryptography30. The master’s degree provides to the students three options for specialization:
Cybersecurity, Digital Forensics and Cryptography31.
Following the Finnish cybersecurity strategy, the Jyväskylä University of Applied Sciences
(JAMK) created a master’s degree in cybersecurity, responding to the necessity of providing
education and training in the field. JAMK’s master's degree programme in cybersecurity meets
the challenges of cybersecurity in business and public sector by focusing on the further training
of professionals with a Bachelor’s Degree in ICT32. The programme includes professional studies
on security management in cyber domain, auditing and testing technical security and
cybersecurity implementation in practice. Students have the opportunity to learn about legislation
and national security criteria as well.
However, it is also important to mention good examples of universities in the EU that adopted a
multidisciplinary perspective to cybersecurity studies. In the UK, the University of Oxford has a
multidisciplinary approach, which makes it possible to find cybersecurity courses and researchrelated activities in the traditional departments (e.g. computer science and information security),
but also in the department of political science and international relations. The university has a
specific department for multidisciplinary research dedicated to the social science of the Internet,
named Oxford Internet Institute33. The Institute offers education and specialization programmes,
such as: master’s degree in Social Science of the Internet, master’s degree in Social Data
Science34 and a PhD in Information, Communication and the Social Sciences 35. Moreover, the
university also hosts the Global Cybersecurity Capacity Centre, focused on improving the scale,
quality and impact of cybersecurity capacity-building initiatives globally.
Looking beyond the European context, good practices in cybersecurity education focused in the
industry can be observed in Japan. The lack of technical knowledge and experience in
cybersecurity undermine the capacity of business leaders and managers working to take
adequate and responsible decisions, and thus to adopt consistent cybersecurity strategies for

30

https://www.ttu.ee/faculties/school-of-information-technologies/it-studies/bachelors-studies/cyber-securityengineering-8/#courses-40
31
https://ttu.ee/cyber-security/#overview-24
32
https://www.jamk.fi/en/Education/Technology-and-Transport/Cyber-Security-Masters-Degree/
33
See more at: https://www.oii.ox.ac.uk/
34
For more information and programme syllabus: https://www.oii.ox.ac.uk/study/msc-in-social-science-of-the-internet/
35
For more information and programme syllabus: https://www.oii.ox.ac.uk/study/dphil-in-information-communicationand-the-social-sciences/
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their companies. Identifying this issue, in 2017 the Japanese government, through its Informationtechnology Promotion Agency, founded the Industrial Cybersecurity Center of Excellence
(ICSCoE). In its educational human resource development programme, the Center targets midcareer professionals in leadership positions for training in cybersecurity 36. The trainings occur
multiple times per year and aim to develop cybersecurity capabilities such as drafting and
proposing cyber strategies, and knowledge sharing about cyber risks and best practices with the
staff. In the training, business and financial terms are used to address topics such as cyber risks,
the current global cyber environment, technologies and solutions available and best practices.
The lack of knowledge within the industry and, therefore, the lack of proper leadership for tackling
security threats, are one of the greatest challenges for global cybersecurity. Initiatives such as
the one adopted by the Japanese government can serve as an example for policy-makers in the
EU and ASEAN as an alternative for tackling the issue within the private sector at a national or
regional level.
As explained by PwC in a report of the main findings from the 2018 Global State of Information
Security Survey, “Achieving greater cyber resilience as a society and within organizations will
require a more concerted effort to uncover and manage new risks inherent in emerging
technologies. Organizations must have the right leadership and processes in place to drive the
security measures required by digital advancements.”

37

As for the research and development organizations, they generally work more closely with the
industry and applied research when compared to universities. More specifically, they are
dedicated to:


Development of top-level competence in cybersecurity.



Generate cutting-edge innovation and scientific breakthrough in cybersecurity research.



Develop applied research and innovation in cybersecurity.



Cooperate with government, business community and civil society for the creation and
maintenance of a secure cyber-space.



Jointly develop cybersecurity solutions for firms.



Design, development and testing for cybersecurity.

An example of an organization dedicated to R&D in cybersecurity is VTT Technical Research
Centre of Finland, which supports companies in developing trustworthy platforms and services
and ensuring the implementation of a sufficient security level at an early phase in the development
process. VTT’s range of cybersecurity solutions include applied cryptography; blockchain for
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securing transactions; cybersecurity for industrial control systems, risk analysis, security testing
and security metrics; security solutions for embedded systems.
In general lines, apart from traditional cybersecurity research and education focused almost
exclusively in the computer science realm and its subfields (e.g. data security and forensics), the
future of cybersecurity research requires a wider perspective. As pointed by Kallberg &
Thuraisingham, “The future will require cyber defence research teams to address not only
computer science, electrical engineering, software and hardware security, but also political
theory, institutional theory, behavioural science, deterrence theory, ethics, international law,
international relations, and additional social sciences.” 38.
For more information on research topics in cybersecurity, the HUJI Cybersecurity Research
Center and the Fraunhofer Project Center for Cybersecurity in Jerusalem provide a good
overview39.

2.4. Business
This category of actors includes companies (large corporations, SME, start-ups and
multinationals) handling sensitive data and subject to cyber-threats. Their main role in the
innovation ecosystem refers to:


Increase awareness and promote education among employees (including those in a
leadership position) about cybersecurity procedures.



Improve the internal capacity to prevent and react to cybersecurity incidents.



Keep an internal system for reporting and sharing information about incidents within the
company.



Invest in cybersecurity for business operations, risk management, capacity building and
innovation.



Develop competence and technological solutions to cybersecurity risks.



Cooperate with the government, civil society and other actors in the industry regarding
information sharing related to cyber incidents.



Offer specialized services within cybersecurity (e.g. ethical hacking and advanced
cryptography).

When it comes to industry, it is essential that companies accept their responsibility as an actor in
the cyber-space and the necessity of investing in cybersecurity strategies to be applied companywide. Even though some companies have their own IT department, the responsibility of keeping
the cybersecurity level is no longer exclusive of such departments: it is company-wide.

38
39

https://ieeexplore.ieee.org/document/6284146/
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Regardless if it is a large company, SME or a start-up, in order to build a resilient cybersecurity
system, it is crucial to act in a proactive manner, instead of a reactive manner. Most SME and
start-ups often underestimate their risk of being potential targets of cyber-attacks, for being
smaller and less valuable than large companies are. In addition, they often lack time and financial
resources to invest properly in cybersecurity. As larger companies, SME need to make
cybersecurity a priority. Moreover, they should develop their own IT policy designed according to
their risk and data protection needs, to prevent data breaches and other cybersecurity incidents.
The cybersecurity field is also a great opportunity for companies developing dedicated solutions.
They can operate in a number of areas, such as: offering cybersecurity solutions for specific global
industries; digital identity and information security and assurance; automated threat forensics and
dynamic malware protection; secured distribution; integrated products and services; passwordprotected login security and simulation software and associated design, testing, and certification
services; training, consultancy, and project management.
Both related to the role of government in support to innovation in cybersecurity domain and to
business, the Israeli cybersecurity sector is a benchmark, being ranked second in the world after
United States and based on the tradition of start up support of the country40,41.

2.5. Civil Society
This category of actors includes associations, network of organizations (trade organization
representing the interests of companies active in sectors subject to cyber-threats), as well as
other interested parties, including media representatives and NGO interested in ASEAN-EU
cooperation and cybersecurity and defence topics. The main roles of these organizations are:


Increase awareness and promote education among end-users



Advocate for and promote the balance between security policies with fundamental rights



Assist the government in the cybersecurity policy-making and implementation process.



Support the development of a cybersecurity culture within societies.



Organize hearings with the government and parliament regarding norms, CBM and
legislations on cybersecurity.



Monitor government and industry practices in the cyber-space.



Monitor the implementation of recommendations related to data protection and human
rights.



Cooperate closely with the private sector and academia to guarantee that evidencebased cybersecurity research is readily available to support public authorities in the
decision-making process.

40

Kon, F., Cukier, D., Melo, C. A, Orit Hazzan, Yuklea, H. A Panorama of the Israeli Software Startup Ecosystem
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The importance of civil society to the cybersecurity innovation ecosystem relies on their capacity
to join people at different levels (e.g. local, national and international) according to common issues
and shared interests. Their independence from the government and private sector facilitates their
gain of individuals’ trust and allows the expansion of their scope to various thematic areas. The
civil society represents a valuable bridge between public/private sector and end-users, a
connection that is necessary for the construction of a safe and resilient cyber-space.
The engagement of civil society in cybersecurity discussions (e.g in the development of
cybersecurity strategies, norms and CBMs) is essential for resolving common issues in the usage
of ICTs. As pointed out by Kavanagh & Stauffacher42 the combined knowledge of the private
sector, academia and civil society “is fundamental to resolving or responding to many of the core
technical problems inherent in the ICT environment and many of the insecurities and mistrust that
has emerged between and within states regarding the uses of ICT”. Kavanagh & Stauffacher also
explain how civil society can effectively contribute to the cyber-security ecosystem, especially in
the development of norms and CBM, by conducting these three main tasks: “engaging effectively”,
“fostering transparency and accountability” and “deepening knowledge” 43.
Examples of civil society models for cybersecurity include: Cyber Peace Foundation, Internet
Corporation for Assigned Names and Numbers (ICANN), Global Information Society Watch
(GISWatch) and the Internet Society.
Founded in 2013, the Cyber Peace Foundation is an example of the effective contribution of civil
society to the cybersecurity ecosystem. The Foundation is focused on promoting peace and
stability in the cyberspace, by “building collective resilience cybercrimes & global threats of cyber
warfare”44. The organization dialogues with the industry, governmental institutions, the academia
and other civil societies organizations, while working in various areas within the cybersecurity
realm, including: research and training, policy review, political advocacy and technology
governance.
With its headquarters in India, as a civil society organization, the Foundation represents a
valuable bridge between citizens, and public and private sectors. While focusing on awareness,
capacity-building, education and counselling, the Foundation organizes a series of events to bring
together citizens, academia, industry and governmental representatives to collaborate for the
development of a safer cyberspace. For instance, the Foundation organizes the Cyber Peace
Dialogue, an international multi-stakeholder dialogue that brings intergovernmental organizations,
supranational actors, policy makers and representatives of the industry to discuss current
challenges and future perspectives for achieving the goal of a “universal cyber peace” 45. At a
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grass-root level, the organization focuses on the inclusion of women and children in the
cybersecurity realm, launching awareness campaigns focusing on cyberbullying and children’s
safety usage of internet and social media.
Moreover, the Cyber Peace Foundation organizes annually the Global Cyber Challenge, an event
hosted in different locations and educational institutions across the globe, with no limitations of
participation regarding age, level of experience or education. With the support of the Indian
government and companies, the event aims to reveal cybersecurity talents, which can support
initiatives from both the government and companies, and to engage students to tackle real-world
challenges in the cyber-space. Following its educational aspect, the Foundation jointly organizes
workshops with universities and research centres in India, promoting a multidisciplinary
perspective for cybersecurity research. For instance, in September 2018 a two-day workshop on
data protection was co-organized by the Foundation and the Cybersecurity Research Centre of
the Punjab Engineering College46. The workshop also counted with presence of national security
authorities, and fostered a discussion on data protection law and the pathway for the development
of a data protection draft law in India.

Figure 4. Campaign posters presenting safety steps for children’s usage of Faceb ook and
Instagram 47.

Although controversial in regard to their role as actors of the cybersecurity innovation ecosystem,
hackers are considered here as well because they contribute to technological development and
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innovation in the cybersecurity domain since they act to make evident software systems security
vulnerabilities. Therefore, solving the vulnerabilities they bring to light lead to improved systems.
There are several types of hackers:


White hats work to keep data safe from other hackers by finding system vulnerabilities
that can be mitigated. They are usually employed by the target system's owner and are
paid for their work. Their work is not illegal because it is done with the system owner's
consent.



Black hats or crackers work with malicious intentions. They often steal, exploit, and sell
data and are motivated by personal gain. Their work is usually illegal. A cracker is like a
black hat hacker, but refers to someone very skilled who tries via hacking to make profits
or to benefit, not just to vandalize. Crackers find exploits for system vulnerabilities and
often use them to their advantage by either selling the fix to the system owner or selling
the exploit to other black hat hackers, who in turn use it to steal information or gain
royalties.



Grey hats hack for fun or to troll. They may both fix and exploit vulnerabilities, but usually
not for financial gain. Even if not malicious, their work can still be illegal, if done without
the target system owner's consent.

Exploring software systems vulnerabilities can be a business as well. As an example, there is the
company Plexivo, which has an Ethical Hacking Lab for attempting to exploit vulnerabilities that
may be present in ATMs, point-of-sale devices, surveillance systems and systems for privacy
rights protection.

2.6. Critical Infrastructure Organizations
Organisations working in the chemical, critical manufacturing, dams, defence, emergency
services, energy, financial services, food supply, government facilities, healthcare, ICT,
transportation and water system sectors are examples of critical infrastructure organizations. In
the cybersecurity domain their main roles are:


Access cyber vulnerabilities.



Develop a system to identify and prevent attacks.



Report and share information on cybersecurity incidents.



Update continuously security and contingency plans for detecting and preventing threats.



Maintain the required cyber defence capabilities, taking into consideration government
recommendations and legal requirements.



Conduct regularly cybersecurity exercises and share information about best-practices.



Engage with end-users to promote awareness and education on the digitization of
services and the potential risks.
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The fast digitalization of critical infrastructure sectors is creating an environment where networks
are increasingly dependent of ICT systems to operate services and infrastructures. Thus, the
performance of vital functions of the society, such as the distribution of water and energy are
becoming increasingly vulnerable to cyber threats from State and non-State actors. It is
paramount that critical infrastructure organizations take a proactive stand against cyber-threats.
As exposed in the Finland’s Cybersecurity Strategy48, it is evident the need of critical infrastructure
organizations to improve their resilience against cyber threats, by taking measures such as
exercises and contingency planning, in order to sustain its operations under a cyber-attack. In
order to develop their cybersecurity capacity, critical organizations must enhance their capability
of conducting analysis and assessment of functional chains and networks, in addition to increase
the awareness of network operations and security supply49 (Figure 4).

Figure 5. Cyber threat scenario50

In the case of the EU energy sector, the European Parliament emphasized a particular issue: the
“development of a cost-effective low carbon energy system across the EU will require a more
distributed energy system, whilst also employing increased inter-connection and co-operation
across national boundaries. […] A distributed energy system will undoubtedly have a higher
number of potential access points and vulnerabilities.” 51. Another issue pointed out by the
European Parliament, is the lack of harmonization of measures taken by organizations for the
protection of their infrastructure and operations against cyber incidents. An effective cyber
defence system requires that actors follow similar or identical protection practices 52.
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Chapter 3
Capítulo 2

ASEAN cybersecurity innovation ecosystem: workshop results
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3. ASEAN
cybersecurity
workshop results

innovation

ecosystem:

This chapter reports on the cybersecurity innovation ecosystems co-creation workshops held in
Kuala Lumpur, Bangkok and Hanoi. It shows the visions for the innovation ecosystem, needs and
gaps in the actual state of the ecosystems, and the action paths designed by the stakeholders for
reaching the vision they designed for their countries innovation ecosystems to address
cybersecurity by 2030.
Needs and challenges regarding cybersecurity in ASEAN countries are reported as well in the
YAKSHA Deliverable 1.153. The needs and gaps presented in this are first-hand data from
stakeholders directly, which have been expressed in the specific context of cybersecurity
innovation ecosystem building.
The CONNECT2SEA54 project presents a series of statistics about the fails in cybersecurity in
ASEAN, which can be related to the needs of the countries in regard to developments in this area.
These needs can be coupled with ASEAN strengths and opportunities for international
cooperation in cybersecurity, which YAKSHA will take advantage of in order to build a strong
collaboration to tackle the lack of cybersecurity in ASEAN.
ASEAN strengths in cybersecurity are summarized as:


ASEAN is a central region for cooperation, especially among strong power countries such
as USA, China and Japan.



Picturing ASEAN to be a connected region in ICT infrastructure is a great vision of an ICT
hub.



ASEAN’s centrality in the regional architecture of the wider Asia Pacific region as a
neutral broker is significant in terms of international cybersecurity cooperation. Since
recently U.S. and China have political focus on cyber threats, ASEAN can work together
with the United States and China to resolve the targeted cyber threats in the Asia Pacific
region.

In the following sections, the results are presented individually per each of the countries. An
attempt to build up an upper level “ASEAN cybersecurity innovation ecosystem” was made but
was not successful due to the lack of sufficient information to extrapolate the findings from the
local stakeholders.
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3.1. Cybersecurity innovation ecosystem for Malaysia
Currently, the Malaysian cybersecurity framework is driven by the National Cybersecurity Policy
launched in 2006. A new National Cybersecurity Strategy is expected to be launched in the spring
of 2019. The country’s journey towards knowledge economy was initiated in the early 1990s by
launching a Vision for 2020. In this strategy, information security governance was increasingly
acknowledged.
Malaysia has adopted an ecosystem approach in digital innovation via the Malaysia Digital
Economy Corporation (MDEC), in which cybersecurity is strongly integrated. This Malaysian
government agency was incorporated in 1996. In 2011, MDEC’s mandate changed to catalyse
Malaysia’s transition towards a developed digital economy by 2020. Furthermore, the National
Cybersecurity Agency (NACSA) was established in the early 2017. One of its main objectives is
to secure and strengthen Malaysia's resilience in cybersecurity. NASCA is also in charge of
developing new National Cybersecurity Strategy.
Malaysian spending in cybersecurity (as % of GDP for 2017) was 0.08%, slightly over the ASEAN
average (0.06%). Cybersecurity spending in Malaysia is estimated to grow 15% up to 2025 (in
GAGR for 2015-2025)55.

3.1.1. Identified needs and gaps in cybersecurity ecosystem in Malaysia
The main gaps and needs identified in the Malaysian cybersecurity ecosystem are presented in
Table 2. According to Malaysian stakeholders, resources are lacking, and urgent to address in
the research and education field. Also, a better detection of cyber threats in many areas of critical
infra needs attention in the near future.
Table 2. Identified needs and gaps in cybersecurity ecosystem in Malaysia

Stakeholder Group
Business

Identified needs and gaps in Malaysia


Lack of market acceptance on the importance of cybersecurity:
high costs of cybersecurity hinder development.



Lack of the understanding, resources and expertise of the area
of cybersecurity.



Lack of financial support or funding to implement cybersecurity
to create awareness.



Lack of strong cooperation between the public-private sector as
well as the local foreign organisations.



Lack of protection of intellectual property and services; and
adaptation of invasion of privacy laws.

55
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Stakeholder Group
R&D and education

Critical
infrastructure

Institutional actors/
government

Identified needs and gaps in Malaysia


Lack in intangible resources in research, such as in knowledge
to respond to cyber-attacks; unbalanced awareness among IT
professionals; shortage in skilled cybersecurity professionals
and expertise in R&D.



Need to facilitate R&D that translates into innovations and profit.



Lack of intangible resources in education, such as skilled
practitioners to produce high quality cybersecurity syllabus;
updated security syllabus for under- and postgraduate
cybersecurity studies; qualified IT graduates to meet industry’s
needs; awareness program on cybersecurity in schools.



Need to upgrade tangible resources in data repository,
dedicated research lab/s; and financial resources to conduct
R&D in big data and IOT.



Lack of awareness in areas such as, threats from the IOT;
privacy issues (in particular amongst kids and youth), latest
cyber threat information and knowledge because of rapid
evolution of cyber threats and trends in IT.



Need to offer general awareness programmes for IT users and
cybersecurity courses in all local universities.



Need to keep up with increased data size and number and types
of malware.



Need to revise national cybersecurity policies and establish
cyber governance and industry specific policies, such as IT and
banking sector (e.g. Bank Negara in banking sector).



Need to strengthen Personal Data Protection Act in mitigating
abuse of personal data.



Lack of affordable cybersecurity services and solutions.



Need to enhance management buyout for cybersecurity and
balance between business’ needs and security.



Need to strengthen cooperation in cybersecurity threat
intelligence, with means such as building strategic alliance with
relevant industry players; establishing critical infrastructure and
cybersecurity hubs for different CNII.



Need to revise the cybersecurity regulation by creating an
extensive Cybersecurity Act, and imposing regulations for
companies (e.g. to establish a cybersecurity department and to
conduct annual audits for cybersecurity threats).



Need to improve information transfer of cybersecurity, e.g.
organising an online platform and providing a platform for the
public to disseminate information on cybersecurity.



Need to improve IT infrastructure within all government
departments and improve IT Department’s role in cybersecurity
threats.
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Stakeholder Group

Civil society

Identified needs and gaps in Malaysia


Need to increase the allocation of budget in cybersecurity, e.g.
in cybersecurity training by Ministry of Human Resources.



Need to increase awareness of cybersecurity threats and
expertise in IT security.



Need to identify people with full integrity to run society.



Need to enhance knowledge to educate the society and improve
training for certification in cybersecurity.

3.1.2. Action paths for creating a cybersecurity ecosystem in Malaysia
Based on the identified needs and gaps in Malaysian cybersecurity ecosystem (Table 2),
participants identified future strategic, tactical and operational actions to be taken by different
actors. Actions were identified for short-, mid- and long-term. Workshop participants identified
four major goals to be addressed in order to reach the desired state of cybersecurity in 2030.
These goals are (1) to raise public awareness and increase knowledge sharing in cybersecurity;
(2) to increase technical readiness and capacity in cybersecurity; (3) to improve cybersecurity
regulation and laws; and (4) to create cybersecurity policy and resources.

3.1.2.1 Raising public awareness and increasing knowledge sharing in cybersecurity
One of the major issues discussed in Malaysian workshop was awareness of cybersecurity and
identifying cyber threats. To improve public awareness, actions in strengthening collaboration to
ensure efficient information transfer and mapping of current state-of-the-art were seen as
important (Table 3).
It was agreed that educational material should be updated and skills of national cybersecurity
professionals upgraded. The cybersecurity field is moving fast, and if knowledge is not
continuously updated, skills will deteriorate quickly. The media’s role as a communication channel
was acknowledged to make cybersecurity as norm in society and the economy by 2030.
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Table 3. Actions to raise public awareness and increase knowledge sharing in cybersecurity in Malaysia

Goal

Domain

To raise public awareness and increase knowledge sharing in cybersecurity

Collaboration
structures

Short-term (2020)
Establish contact
with strategic
partners.
Create a
consortium of
academia and
industry to design a
cybersecurity
education
programme.

Mid-term (2025)

Long-term (2030)

Review and
benchmark
international
practices of
cooperation.
Increase
collaboration
initiatives among
government,
private sector and
educational bodies.

Exchange
experiences with
other organisations
and experts in a
workshop context.
Map the stateof-art

Conduct gap
analysis and
dialogue with
organisations on
cybersecurity
issues.
Conduct a pilot
study in order to
implement the
cybersecurity
syllabus (in
stages).

Education of
professionals

Conduct education
and training on
cybersecurity for
institutional
employees and
university students.
Design a specific
cybersecurity
module for
workshops and
trainings.
Provide training for
cybersecurity
personnel/ experts
to increase their
skills and
competencies.

Create awareness
of cybersecurity
within all
government (and
other)
organisations (top
to bottom
approach).
Secure certified
cybersecurity
personnel in every
institution.
Include
cybersecurity
education in the
syllabus at higher

Secure that
cybersecurity
courses are
implemented and
reviewed.
Continue successful
cybersecurity
education at
schools (primary
and secondary
levels).
Improve
cybersecurity
awareness and
knowledge of
corporate IT
professionals.
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Goal

Domain

Short-term (2020)
Provide a training
and certification
programme for IT
professionals.
Increase the
budget for training
on cybersecurity.

Mid-term (2025)
education
institutions (HEI).
Implement
cybersecurity
education in all
levels of education
(from kindergarten
to primary,
secondary and
tertiary levels).
Organise a special
training or seminars
on cybersecurity for
Government Link
Companies (GLC)
and other private
entities.

Long-term (2030)
Implement
monitoring of
cybersecurity
education
(Malaysian
Qualifications
Agency - MQA).
Review and update
training modules,
and school syllabus,
according to
technological
development and
latest topics of
cybersecurity.

Provide training for
organisations on
how to conduct risk
assessment and
internal audits.
Ensure knowledge
transfer of
cybersecurity
solutions among
educators.
Review return on
investment (ROI) or
financial implication
of cybersecurity
training.
Media and
communication

Generate
cybersecurity
awareness via
education, training
and campaigns.
Initiate dialogue
sessions with
government and
industries to
communicate
cybersecurity
policy.

Implement new
awareness
programmes.
Ensure that
cybersecurity
awareness
programs are
implemented and
continued.

Encourage the role
of media in
spreading
cybersecurity
information.
Review and improve
awareness
programmes.

Engage with media
in dissemination of

36

ASEAN Cybersecurity Innovation Ecosystem: A Co-creation approach

Goal

Domain

Short-term (2020)

Mid-term (2025)

Long-term (2030)

cybersecurity
information.
Conduct
awareness
programme of the
policy in schools,
industries and the
general public.
Conduct an
awareness
programme on
cybersecurity
through roadshows and
seminars.
Cybersecurity
as a norm

Provide a platform
to access
information on
cybersecurity.

Strengthen
institutionalization of
cybersecurity
knowledge.
Conduct awareness
in all levels of
society within the
cybersecurity ecosystem.

3.1.2.2 Increasing technical readiness and capacity in cybersecurity
A second group of actions were identified to address increasing technical competences in
cybersecurity (Table 4). First, it is important to identify potential technical gaps but also to have
leadership and authority to address development of technical readiness and competences.
Furthermore, local innovativeness in cybersecurity is to be improved by engaging industry and
international partners.
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Table 4. Actions to increase technical readiness and capacity in cybersecurity in Malaysia

Goal

Domain

To increase technical readiness and capacity in cybersecurity

Technical
gaps

Short-term (2020)
Conduct gap
analysis in current
risk assessment
within the Telecom
industry.

Mid-term (2025)

Long-term (2030)

Gather and
organize outputs
and data on
cybersecurity from
academia and
industry.

Adopt cyber risk
management
practices.

Continuously share
information with
strategic partners.

Establish CSM as
the Malaysian
ambassador for
cybersecurity
issues.

Identify gaps in local
cybersecurity
solutions, also
internal gaps and
conduct internal
audits within
organisations (top to
bottom approach).
Authority

Acquire a mandate
from the relevant
authority.
Develop a lab
infrastructure centre
for cybersecurity as
a research
reference point.

Adopt global
standards for
cybersecurity.
Monitor and review
mandatory
reporting.

Innovation

Collaboration

Establish a
coordinating body to
examine existing
public-private sector
collaborations.

Develop
cybersecurity
innovations to cater
for local needs.

Develop local
cybersecurity
solutions.

Establish a unified
and single system
for government
interaction and
collaboration with
the industry.

Share expertise and
knowledge with
other ASEAN
countries.
Review new
strategic
partnerships.

3.1.2.3 Improving cybersecurity regulation and laws
Given the fast pace of digitalisation, regulation and laws are often lagging behind. Therefore, a
third group of actions centralise on improving regulative environment in cybersecurity (Table 5).
Actions to revise the current regulative framework and enforcing new laws on cybersecurity were
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seen short- and mid-term targets in Malaysia. Furthermore, evaluation of laws and policies was
emphasised as a long-term action.
Table 5. Actions to improve Malaysian cybersecurity regulation and laws

To Improve cybersecurity regulation and laws

Goal

Domain
Status
Review

Short-term (2020)

Mid-term (2025)

Long-term (2030)

Review existing law on
cybersecurity.
Create and draft a
Cybersecurity Act.

Enforcement

Establish an adequate
cyber law to deal with
cyber threats.

Implement a
cybersecurity law
against cyber
threats.

Design a
certification for
cybersecurity
providers.

Enforce the
Cybersecurity
Act.

Implement an
internal policy for
organisations to
conduct the
national
cybersecurity
policy.

Encourage
institutions and
companies to
comply and
improve on their
cybersecurity
measures.
Evaluation

Review the
implemented
cybersecurity law.
Review
cybersecurity
policy.
Revise the
Cybersecurity Act.

3.1.2.4 Creating cybersecurity policy and resources
The fourth group of actions identified by Malaysian stakeholders addresses improvement of
cybersecurity policies and sufficiency of resources (Table 6). To achieve these goals, a strong
leadership and mandate are needed. In addition, evaluation actions to learn about the impact
should be performed in the long-term.
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Table 6. Actions to create cybersecurity policy and resources in Malaysia

Goal

Domain
Policy

Short-term (2020)

Mid-term (2025)

Long-term (2030)

Establish sectoral
(institutional and
industrial sectors)
cybersecurity policy
and strategy.

Enforce the
cybersecurity policy.

Implement
comprehensive and
updated workable
cybersecurity policy.
Implement and
review
organizations’
internal policy and
national policy on
cybersecurity.

To create cybersecurity policy and resources

Resources

Provide dedicated
funds for
cybersecurity.

Develop
collaboration
between university
and ICT industry
through a proper
policy.

Allocate funds for all
aspects of
cybersecurity in
organisations.
Produce skilledworkers in
cybersecurity.
Maintain and
improve publicprivate sector
collaboration.

Mandate &
Empowerment

Obtain the mandate
to enforce the
policy.

Enforce mandatory
reporting of
intrusions.

Engage the National
Cybersecurity
Agency (NACSA) to
provide reference
guidelines on
cybersecurity.

Set up a
governmental
campaign to
promote the national
cybersecurity policy.
Establish an
empowerment
policy for Telekom
Malaysia to govern
their own services
and ISPs.

Evaluation &
foresight

Study the
implementation of
the policy.
Review internal
policies in
organisations to

Review
(periodically) the
enforcement of the
policy.
Amend the policy or
the Act to include

40

ASEAN Cybersecurity Innovation Ecosystem: A Co-creation approach

Goal

Domain

Short-term (2020)

Mid-term (2025)

Long-term (2030)

align with national
policy.

emerging threats in
the future.
Collect feedback
from the institutions
after implementing
the cybersecurity
policy (after 5 years
of implementation).

3.1.3. Malaysian vision for cybersecurity ecosystem
Each stakeholder group was tasked to formulate a group’s vision statement for a Malaysian
cybersecurity ecosystem in 2030. Vision building was inspired by identified needs and gaps in
national cybersecurity environment. This environment is created by five key wider actor groups
that also formed a basis for group distribution. These stakeholders/actors are: (1) Business (SMEs
and large companies); (2) R&D and education; (3) critical infrastructure; (4) institutional actors/
government; (5) civil society.
Individual stakeholder groups’ visions are presented below. Furthermore, VTT’s research team
formulated a common vision based on individual groups’ visions. This tentative vision aims to help
different stakeholders to act on developing a national cybersecurity ecosystem.
Individual groups formulated the following visions:


Business: “to have a voice in the cybersecurity ecosystem for a well and measurable
governance framework that would instil a level playing field.”



R&D and education: “to create education for privacy and security aspects in all levels;
to update curriculums aligned with industry standards and practices, to promote
readiness; to forge closer collaboration between industry and academia and lastly, to
create a baseline definition of certificates, qualities, and infrastructures.”



Critical infrastructure: “establish synergies between technological security, human
capacity and capabilities as well as creating strategic alliances in building cyber resilience
for national critical infrastructures.”



Institutional actors/ government: “all agencies, public and private sectors, are to
comply with the National Cybersecurity Policy empowered by the Cybersecurity Act,
which is supported through public awareness action and curriculums at schools and
universities in moving towards a knowledgeable society to protect individuals, families,
institutions and the nation as a whole.”
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Civil society: “to increase knowledge and awareness; creation of regulations; increase
resources for education and technologies and collaboration, which would increase
connections between society and the industries.”

Based on the above statements, an aggregate vision for Malaysia cybersecurity in 2030 was
established as a desk study exercise after the workshop.
Multi-stakeholder collaboration has created the basis for continuous competence development
that effectively meets fast changing cybersecurity needs. Well-grounded national strategies have
defined focus areas paying attention to good governance and human resource management.
Public awareness on different implications of cybersecurity has improved through systematic,
multi-level education programmes.
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3.2. Cybersecurity innovation ecosystem for Thailand
In May 2011, Thailand introduced a National Information and Communication Technology Policy
Framework for 2011-2020 which is the main cybersecurity policy framework implemented in
country.

Lately, one of the main changes striving the Thai cybersecurity ecosystem is the

introduction of Thailand 4.0 policy in 2016, when the national Information and Communications
Technology Ministry changed into The Ministry of Digital Economy and Society (MDE). The
institutional framework development took in turn a step forward in 2018 as a process of setting
up the Cybersecurity Agency was formally initiated. Establishing the National Cybersecurity
Agency, which is a strategic objective of 2011 policy, was seen as one of the most important goals
among Thai stakeholders for cybersecurity in the near future.
Furthermore, national (and also ASEAN region) cybersecurity competences will be strengthened
via the ASEAN-Japan Cybersecurity Capacity Building Centre that opened in Thailand in 2018.
Countries have varying levels of cybersecurity readiness and policies56. Thailand’s progress in
these matters is in many respects in an established stage, e.g. in national cybersecurity strategy
development, governance and awareness building. However, most ASEAN countries are at risk
of cyberattacks, making their societies and economies vulnerable if cybersecurity investments are
lagging behind. In Thailand, cybersecurity spending as a percent of GDP was 0.05% in 2017,
which is close to ASEAN average (0.06%). Spending on cybersecurity in ASEAN is about half of
the global average of 0.13%. However, cybersecurity spending is estimated to grow up to 2025
in the ASEAN region. Thailand expects 12% growth in GAGR for 2015-202557.

3.2.1. Identified needs and gaps in cybersecurity ecosystem in Thailand
Table 7 introduces the main needs and gaps in cybersecurity ecosystem identified in the
workshops by Thai stakeholders. These needs are addressed in actions introduced in section
3.2.2.
Table 7. Identified needs and gaps in Thailand

Stakeholder Group

Business

Identified needs and gaps in Thailand


Low competition hinders business development.



Lack of business competences in cybersecurity sector.



Private sector lacks cooperation with ecosystem actors.



Businesses are missing proactive capabilities in cyber threats.



Need to develop regulation & guidelines for private sector in
cybersecurity.

56

ATKearney (2018). Cybersecurity in ASEAN: An Urgent Call to Action. http://www.southeastasia.atkearney.com/documents/766402/15958324/Cybersecurity+in+ASEAN%E2%80%94An+Urgent+Call+to+Action.p
df/ffd3e1ef-d44a-ac3a-9729-22afbec39364
57
Ibid.
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Stakeholder Group

R&D and education

Critical
infrastructure

Institutional actors/
government

Civil society

Identified needs and gaps in Thailand


Outdated knowledge in cybersecurity education.



Insufficient resources (intangible and tangible) in cybersecurity
R&D.



Improve industry-academia and international collaboration in
cybersecurity.



Insufficient capacity in education and R&D to adopt top
international cybersecurity expertise.



Need to make critical infrastructure better known.



Need to develop overall and sector specific cybersecurity
regulation for critical national information infrastructure (CNII).



Lack of proactive competencies in CNII cybersecurity.



Lack of systemic learning of cyberattacks in CNII.



Lack of investment (tangible and intangible resources) in
cybersecurity in CNII.



Need to set up/ improve national cybersecurity laws.



Need to establish technical actors in cybersecurity ecosystem.



Develop national mandate and common motivation for
cybersecurity in government.



Upgrade cybersecurity skills and competences in governmental
sector.



Raise cyber and security awareness in civil society.



Lack of coherent national communication (and strategy) of
cybersecurity.



Need for national cybersecurity reporting system.

3.2.2. Action paths for creating cybersecurity innovation ecosystem in
Thailand
Based on the identified needs and gaps in the Thai cybersecurity ecosystem, participants
identified future strategic, tactical and operational actions to be taken by different Thai actors.
Actions were identified for short-, mid- and long-term. Workshop participants identified four major
goals to be addressed in order to reach desired state in cybersecurity in 2030. These goals are
(1) to develop and strengthen cybersecurity infrastructure in Thailand and ASEAN; (2) to set up
a national cybersecurity regulatory framework to build legitimacy and trust; (3) to increase
cybersecurity awareness and readiness in society and economy; and (4) to enhance capacity
building in cybersecurity.
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3.2.2.1 Developing and strengthening cybersecurity infrastructure in Thailand and
ASEAN
For cybersecurity ecosystem to strengthen in Thailand, clear authority is needed in the short term
(Table 8). The most important in showing legitimacy is establishment of National Cybersecurity
Agency, and getting it running smoothly. In addition, several operational actions were suggested
to reinforce cybersecurity infrastructure. One of the most important issues, especially in the longterm, is to invest in monitoring and analysing achieved actions, and most importantly to learn and
act accordingly to develop cybersecurity ecosystem in desired direction.
Table 8. Actions to develop and strengthen cybersecurity infrastructure in Thailand

Goal

Domain

To develop and strengthen cybersecurity infrastructure in Thailand and ASEAN

Authority

Short-term (2020)

Mid-term (2025)

Establish the
National
Cybersecurity
Agency.

Build (6) regional
Security Operation
Centres (e.g.
ASEAN, EU, etc.).

Give top mandate
and communicate
contents to
operational side
(Government and
Cybersecurity
Agency).

Enforce Chief
Cybersecurity
Officer.

Long-term (2030)
Set up a Global
Cybersecurity
Agency.

Establish the
cybersecurity R&D
excellence centre.

Build a National
Security Operation
Centre with a
sufficient number of
professionals (train
30 professionals).
Operational
tools

Implement Public
Private Partnerships.
Build a collaboration
mechanism for
incident response.
Develop a threat
prediction model.
Implement a National
Institute of Standards
and Technology
(NIST) and COBIT-5
(cybersecurity
frameworks).

Train (100)
professionals for
Sectoral Security
Operation Centres.

Finalize and deploy
nation-wide AI
Cybersecurity
platform.
Monitor, detect and
analyse
cybersecurity.
Share information
and raise awareness
of cybersecurity.
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3.2.2.2 Setting up a national cybersecurity regulatory framework to build legitimacy
and trust
The second goal to address in Thailand is to set up a national cybersecurity regulatory framework,
which is again an important element to legitimise and especially build trust among cybersecurity
actors (Table 9). To achieve this objective, it requires revising current activities and building a
rigorous future plan (foresight), development of cybersecurity related standards and
organisational practices in different levels of governance, creation of policies which prioritise
cybersecurity, and last, critical and continuous evaluation of activities.
Table 9. Actions to set up a national cybersecurity regulatory framework to build legitimacy and trust in
Thailand

Goal

Domain

To set up a national cybersecurity regulatory framework to build legitimacy and trust

Foresight

Short-term (2020)
Build Common
National
Cybersecurity
Roadmap.

Mid-term (2025)

Long-term (2030)

Implement a
universal security
audit programme.

Draft policy and
framework for
cybersecurity.
Develop a
cybersecurity
masterplan.
Standards

Develop a local
cybersecurity
certification.
Develop risk
assessment
standards for Global
Cybersecurity
Agency.

Policy

Develop a
cybersecurity
strategy, policy, and
regulations.
Secure government
support and funding.
Enact Cybersecurity
Law.

Develop a standard
of practice.
Nominate/ assign
sector-specific
regulators.
Establish
corresponding federal
mechanics to develop
standards for Private
and Public Sectors.
Set up the
enforcement of law
(and penalties).

Develop a national
cybersecurity index
(based on
international model).
Develop
Cybersecurity
Maturity Model.

Design government
incentives related to
cybersecurity.

Develop the National
Global Cybersecurity
Agency’s activities
(focus on legislation,
standards, acts,
policies, and
regulation).
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Goal

Domain

Short-term (2020)

Mid-term (2025)

Long-term (2030)

Develop PPP model
(in critical
infrastructure).

Evaluation

Enforce and audit the
developed standards.
Develop guidelines
and audit templates.
Revise and improve
practices in
cybersecurity.

3.2.2.3 Increasing cybersecurity awareness and readiness in society and economy
A third category of actions were identified to address awareness raising. Cybersecurity education
and training and co-creation to improve cybersecurity readiness were identified as important to
enhance awareness (Table 10). To reach society widely, long-term cybersecurity media
campaigns were suggested but also investing in training of professionals (e.g. critical
infrastructure) was perceived important.
Table 10. Actions to increase cybersecurity awareness and readiness in Thai society and economy

To increase cybersecurity
awareness and readiness in
society and economy

Goal

Domain
Education
& training

Short-term (2020)
Offer awareness
training in
cybersecurity to all
stakeholders.
Offer education of
cybersecurity for
critical infra.

Mid-term (2025)
Design and
implement a media
campaign to raise
people’s knowledge
about cybersecurity
at all levels of
audience (from
primary school and
so on).

Long-term (2030)
Revise and continue a
media campaign to
raise people’s
knowledge about
cybersecurity.

Make awareness
raising a practice in
society.
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Goal

Domain

Short-term (2020)

Cocreation

Invite all parties
(associations and
society) to co-operate
and co-create
towards 2030
mission.

Mid-term (2025)

Long-term (2030)
Extend cybersecurity
economy through
companies (increase
involvement of SMEs,
start-ups, etc.).
Create self-recognition
and ethical standards.

3.2.2.4 Enhancing capacity building in cybersecurity
Cybersecurity awareness requires competences and capabilities to address potential threats.
Therefore, improving national cybersecurity capacities was identified as the fourth goal to address
by 2030 (Table 11). Actions were identified to increase technological competences in which
R&D&I plays an important role, but at the same time cybersecurity should be firmly included in
education curricula and training. Moreover, international collaboration was identified as means to
compensate national cybersecurity competence gaps.
Table 11. Actions to enhance capacity building in cybersecurity in Thailand

Goal

Domain

To enhance capacity building in cybersecurity

Cooperation

Short-term (2020)
Strengthen
international
collaboration.
Build a partnership
concept which
includes ASEAN,
EU and other
countries.

Mid-term (2025)

Long-term (2030)

Establish stronger
international
collaboration
relationships and
practices: e.g.
information
exchange and
experience sharing
(e.g. conferences);
joint international
treaties and
initiatives.

Establish a
Cybersecurity
Incubation for startups and innovation
experts.
Generalize
cybersecurity
experiences to all
sectors.

Design means to
share (on-line & offline) information and
experiences
exchange of cyber
threats (domestic
and international).
Curricula and
programmes

Update the
cybersecurity
education
curriculum in
collaboration with

Continue to
implement national
capacity building
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Goal

Domain

Short-term (2020)

Mid-term (2025)
industry – practical
and useful.

Long-term (2030)
programme in
cybersecurity.

Design and
implement national
capacity building
programme in
cybersecurity.
Technological
competences

Strengthen
competences in
cyber threats: be
prepared to respond
to any possible
cyber threats.
Develop a prototype
AI platform and pilot
it at selected sites.

Develop and embed
cybersecurity
software.
Invest in developing
local cybersecurity
systems.
Establish an
Innovation
Excellence Centre.

Perform studies to
analyse the needs
and foresee treats.
Allocate budget
including RDI
funding.

3.2.3. Thai vision for cybersecurity ecosystem
The individual groups formulated the following visions:


Business: “A shared artificial intelligence-empowered platform driven for open
collaboration with capabilities for monitoring, detection, analysis, information sharing,
awareness raising and continuous learning”



R&D and education: “Thailand is a safe, innovative and cyber resilient nation with
enforcement of education and R&D”.



Critical infrastructure: “A collaborative, interconnecting environment that is secure,
resilient, continuously learning, and contributes to the society.”



Institutional actors/ government: “Thai citizens and stakeholders work and live in a
safe digital world where all recognize their roles and responsibilities”



Civil society: “Collaborate [co-create] knowledge for sustainable cybersecure society”

Based on the above statements, an aggregate vision for Thailand cybersecurity in 2030 was
established as a desk study exercise after the workshop.
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Open cybersecurity platforms binds different stakeholders together to build a safer, more
innovative and more resilient, sustainable society. Continuous learning on state-of-the-art
technologies, investments in education and improvements achieved in public awareness, all
creates basis for emerge of agile cybersecurity ecosystem.

3.3. Cybersecurity innovation ecosystem for Vietnam
Vietnam is quite vulnerable to cybersecurity attacks. This is illustrated by AIG’s Asia Financial
Lines, which reported that Vietnam ranks 12th in the list of countries facing the most cyberattacks, and by PricewaterhouseCoopers’ Technology Consulting statement that there were
280,000 recorded cyber-attacks in Ho Chi Minh City in 2014, representing a 300% increase from
2013. According to AIG, Vietnam suffers yearly losses of nearly $380 million from cyber-attacks
due to inadequate information security protection.
The Digital Information Security Development Project 2020 establishes the main cybersecurity
policy framework in Vietnam. The document highlights the importance of four main objectives: (1)
ensuring network security and information infrastructure, (2) ensuring the safety of data and
information technology applications, (3) training certified cybersecurity specialists and raising
public awareness on information security, and (4) improving the legal framework for information
security and computer-related crime. In enhancing cybersecurity, one of the main challenges in
Vietnam is public awareness of the importance of cybersecurity. In line with that, investments for
the promotion of ICT and the development of Vietnam's digital economy with the security of
information systems remain low and needs to compete with other development priorities in the
country58.
Lately, Vietnamese development within the domain of cybersecurity has been strived by the
legislation process concerning a new cybersecurity law that will come into effect at the beginning
of 2019. It is providing measures to secure the cyber-environment. It also includes various
provisions to control the contents posted or published on the cyber-network. The new law
concerns all agencies, organizations and individuals involving the protection of cybersecurity,
broadly defined as the assurance that activities in cyberspace do not cause harm to the national
security, social order and safety, lawful rights and interests of agencies, organizations and
individuals. The law also applies to overseas organisations, which have users residing in Vietnam
such as Google or Facebook. Contextually, the new law categorizes information systems into two
categories: i) the information systems critical to national security (Critical Information Systems),
and ii) Non-critical Information Systems59.

58
59

YAKSHA (2018). Overview of Cybersecurity Status in ASEAN and the EU. https://project-yaksha.eu/
Vietnam Business Law (2018). https://vietnam-business-law.info/blog/2018/7/30/vietnams-new-cybersecurity-law.
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3.3.1. Identified needs and gaps in cybersecurity ecosystem of Vietnam
Table 12 describes identified needs and gaps by different stakeholder groups in a workshop in
Vietnam.
Table 12. Identified needs and gaps in Vietnam

Stakeholder
Group

Business

R&D and
education

Critical
infrastructure

Institutional
actors/
government

Identified needs and gaps in Vietnam


Need for development of finance mechanisms.



Need for development of multi-operator platforms.



Lack of enforcement of laws & standards.



Lack of public awareness.



Insufficient understanding of the critical role of cybersecurity by all
ICT actors.



Need to update policies.



Need for development of critical infrastructure.



Knowledge gap between Vietnam and EU.



Need of solid training system that builds on needs of different
stakeholders.



Lack of continuous development of IT policies.



Need to achieve distinct improvements in cybersecurity, as
Vietnam is one of the most vulnerable countries in this area.



Need to gain improvements in knowledge and expertise bases.



Lack of awareness, education and learning of all stakeholders.



Need of successful eGovernment implementation



Need to increase public awareness



Lack of expertise.



Need to increase co-operation if different levels and scopes,
including establishment of public-private partnerships, Industry &
Academia partnerships and development of international
collaboration



Lack of adequate resourcing in law enforcement and R&D

Civil society

3.3.2. Action paths for creating cybersecurity ecosystem in Vietnam
This sub-section presents key documentation and observations derived from workshop data. Data
from the workshop is clustered into tables that includes three columns: Goal, domain and
contents. The goal describes upper-level observation that establishes a target-oriented frame for
data processing. Domain refers to the contextual sphere, which is relevant when conducting
change towards a goal. The contents column covers action-characteristic items included in the
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coverage of the domain, and consequently, presenting the workshop participants’ suggestions of
proposals of action that should be taken in Vietnam.

3.3.2.1 Increasing awareness
Workshop data included many ideas where the need of increasing public awareness was
addressed. To achieve this goal requires the involvement of many different stakeholders in many
different roles. These domains cover: public (describing civic society at large), media,
organizational needs, IT and safety industry, research, and law enforcement (Table 13).
Table 13. Actions to increase overall awareness concerning cybersecurity in Vietnam

Goal

Domain

To increase overall awareness concerning
cybersecurity

Public

Actions






Changing mind-sets towards cybersecurity,
acknowledging the threats and having an improved
understanding on information technology at large.
Raising cybersecurity-related ethical questions in public
discussion.
Offering online support services, including e.g. questions
and answer (Q&A) services.
Organizing campaigns for the youth (e.g. primary
schools).




Awareness raising campaign for media.
Media as a link to general public (e.g. organizing
television campaigns)

Organizational
needs



Online training systems to allow easy access to online
courses

IT / safety
Industry



Security industry’s specific role in an innovation system.

Research



To increase visibility of relevant research.

Law
enforcement



Communicating Cyber Law effectively and
understandably.

Media

3.3.2.2 Organizing and contributing system level change
A second cluster covers factors related to changes taking place in a system level (Table 14).
There, three different domains were identified: (1) creation of a cybersecurity hub, (2) Knowledge
creation, cooperation, learning and capacity building, and (3) Governance, political decision
making and legislation.

52

ASEAN Cybersecurity Innovation Ecosystem: A Co-creation approach

Table 14. Actions in Vietnamese system level development

Goal

Domain
To create hub/ cocoordination
organization

Actions






Knowledge
creation,
cooperation,
learning and
capacity building






System level development











Governance,
political decision
making and
legislation










Managing cooperation between different stakeholders.
Building up an open source community.
Supporting regional, national and international network
development.
Working for infrastructure development (e.g. integration of
novel solutions to infrastructure projects)
To establish novel frameworks.
Industry academy interaction.
Transferring and sharing information about cybersecurity.
Sharing knowledge about good practices and solutions.
Enhancing data exchange between different
stakeholders.
Establishing joint research projects.
Organizing training activities in various levels and for
various purposes.
Establishing professional courses in cybersecurity.
Increasing international co-operation.
Building international information exchange program /
platform.
Vietnam companies collaborating with an aim to increase
international knowledge transfer.
Learning on critical infringements.
Protecting health care information.
To achieve improvements in human resourcing of
cybersecurity; establishing human resource strategy;
achieving higher salaries, etc.
Assuring up-to-date legislation; requires continuous
interaction between different stakeholders including
governance and private sector.
Faster legislation processes.
Policies to increase business environment’s attraction for
foreign technology companies.
Enhancing standardization.
Increasing allocation of resources in cybersecurity.
Adapting cybersecurity expertise in ministries and local
governments.
More resources by government for infrastructure and
education development.

3.3.2.3 Promoting innovation
The third cluster concerns different aspects related to developing innovation activities in Vietnam.
The contents are divided in three domains: (1)Technologies, (2) solutions and (3) factors related
to business development (Table 15).
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Table 15. Actions to foster innovation in Vietnamese cybersecurity ecosystem

Goal

Domain
Technologies

Actions







Solutions



Fostering innovation
















Business
development










Increasing technology transfer between Vietnam and
international companies.
Possibilities and threats of artificial intelligence.
Technological development in various cybersecurityrelated fields.
5G as an enabler and transfer item to digital economy.
Emerging technologies assessments.
Mapping advances in new technologies that can support
the development of high-quality solutions.
Building interoperable multiplatform systems that enables
easy integration of applications.
Building database of threats.
Better authentication methods.
Biological identifying.
Single sign-in systems.
Up-to-date tools and instruments.
Personal credentials storage.
Establishing national database on cybersecurity attacks.
Gathering centralized identification data.
Applying foreign solutions.
Complete personal identification data collection.
Incident system with quick response rate.
Protection of customer information.
Database on bug malware virus to build the system
solution early warning.
Build a nation-wide system to collect store health care
information.
Standardization in cybersecurity to promote interparty
solutions.
Investment in start-ups in cybersecurity.
Private companies as implementation ground.
Establishing intercontinental companies.
Strong domestic security industry.
Commercializing the research.
Increase R&D within the industry.
Improved infrastructure as an enabler.
Assessment and consultancy competencies needed for
business development.

3.3.3. Vietnamese vision for cybersecurity ecosystem
Overall, participants raised the need for a shared and unequivocal national vision, where Vietnam
is aiming to reach the top 30 safest countries in cybersecurity. Vietnam should be a safe and wellconnected digital society in the near future. Therefore, establishing well-grounded national
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strategy is one of the key enablers. Another area of focus concerns policies and legislation, where
steadiness is expected to support long-term business development. More precisely, different
groups defined their vision as following:


The Government group named their vision as “Intelligent government”. The outcome of
the vision was the following: “Well educated/trained society is fully aware of cybersecurity
threats and challenges with laws, tools and instruments in place. It aims for
comprehensive cybersecurity protection including protection of personal devices.”



The academic group designed their vision as follows: “Established a framework for
cooperation between all stakeholders against cyberattacks”. The group also highlighted
the significance of budgeting issues to enable their vision to become a reality.



The vision proposed by the business sector stated: “Vietnam by 2030 will be a hub for
cyber-technology with opportunities for foreign and local companies and start-ups
investments. Technologically, the change is enabled through interoperable platform
allowing easy system- and application integration, which results in better-equipped and
combined solutions. All activities are supported by government actions in terms of
improvements in laws, standards, guidelines and compliances.”



The group of Critical infrastructure proposed the following vision: “Public and private
sector technological and knowledge transfer between Vietnam and European national
systems for person and security data, plus local cybersecurity solutions are needed.”



The civil society group composed their vision to cover several elements: “Awareness,
knowledge and basic skills on cybersecurity; government promotion and provision of
resources, funding (academia, R&D, social), and to establish national organization for
coordinating cybersecurity domain; companies acquire new technologies (IoT, Big data,
5G) and infrastructure; Government encourages investments and business opportunities
in cybersecurity”.

Based on the above vision statements, an aggregate vision for Vietnam cybersecurity 2030 was
established as a desk study after the workshop.
Vietnam has achieved the establishment of world-class capabilities and business in specified subfields of cybersecurity. This is a result of (1) intensive co-operation between different stakeholders
of the Vietnamese innovation system; (2) establishment of international strategic partnerships,
and 3) agility achieved in national governance, decision-making and law enforcement. Part of the
success has been the decision to focus strongly on increasing public awareness and capabilities
of civil society.
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Chapter 4
Conclusions and Recommendations for the Building
up of Cybersecurity Innovation Ecosystems in the
Focus Countries
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4. Conclusion and Recommendations for the Building
up of Cybersecurity Innovation Ecosystems in the
Focus Countries
Cybersecurity interdependence generates risks at a global scale. Attacks targeting a single
company or governmental body can provoke systemic failures and easily escalate to a whole
industrial sector, ministry or critical infrastructure. Thus, affecting entire populations in a world
with increasingly digitalized economies and societies. Such interdependency requires
harmonized strategies and interconnected actions, for the creation of a cybersecurity culture in
business and societies. Cybersecurity awareness and education are key for the establishment of
a strong cybersecurity culture, which can only be constructed with the involvement of all of the
ecosystem’s actors and members of the societies.
The cybersecurity innovation ecosystem co-creation workshops served as a means of convening
to stakeholders ideas on ecosystem thinking and cooperation for ecosystem building. Their
engagement provided an understanding about cybersecurity governance, awareness, readiness
and innovation in own countries. The workshops also allowed them to co-create an ideal
innovation ecosystem based on current needs and gaps and the ideal image materialized in the
visions.
Based on findings of the co-creation workshops, a set of recommendations is presented in order
to support the building up of the cybersecurity innovation ecosystems in Malaysia, Thailand and
Vietnam. It was chosen to create more generic recommendations in view of the more specific
recommendations presented by the stakeholders in the action paths in the previous chapter.
Most of the recommendations are to be led by the government because cybersecurity is mostly a
government-driven business, which places national governance in a central place. Cybersecurity
should not, however, be isolated from any industrial sector or research, given the dynamic pace
at which cybersecurity technologies and services develop.
Thus, the following recommendations are suggested:
1. Establish mechanisms for regulation and governance in cybersecurity
This recommendation refers to strategically recognizing the interdependencies among societies
and the risks cybersecurity or the lack of information security measures poses. This is especially
true for the most security vulnerable countries of ASEAN. A set of policy options to be deployed
by governments in order to establish information security and combat cyber-crime have been
presented. They are to be used as instruments for establishing regulation of the system.
In this strategic process of defining a country stand on cybersecurity, the Guide to Developing a
National Strategy is a very useful tool. National policy makers, legislators and regulators will find

57

ASEAN Cybersecurity Innovation Ecosystem: A Co-creation approach

good practices to creating a cybersecurity resilient society and providing assurance to
international community and business regarding safety of operations, including for investments,
technology development and civilian protection.
This activity should be led by the government and include especially industry and civil society
among all the stakeholders.
2. Raise awareness and education about cybersecurity
Societal engagement is crucial for tackling current and future cybersecurity challenges, and it
should be pursued by the government and industry considering that in such a strong and
interconnected environment, the actions of every citizen and employee counts. In particular, the
role of individuals in the cybersecurity ecosystem cannot be overlooked when drafting strategies
and action plans for improving cyber resilience. When receiving proper education at a very young
age, individuals are able to effectively contribute to the development and maintenance of a safer
cyberspace. The adoption of good cybersecurity practices on a daily basis, the professionalization
in the field, and the knowledge sharing within families and communities are ways in which
individuals can have a direct impact in the improvement of the cyber ecosystem.
Increasing public awareness concerns different stakeholders and all levels of society: the young,
companies and their executives, media, government officials etc. Increasing public awareness
aims at increasing capabilities to identify risks, to react to them, and to act in proactive ways. The
key message to be delivered holds an idea that cybersecurity is a concern transversal to mobile
devices, digitalization, and information technology at large. Practicalities covers variety of actions
such as establishing public online support services, conducting media campaigns and organizing
tailored training for different target groups.
Investing in education within cybersecurity contributes to increasing public awareness, but also
shares a wider scope of implications and possibilities. Most of all, cybersecurity should be
integrated in to education agendas as an overarching technological domain, wherein
cybersecurity should hold an essential role as a part of technology education. Education is not
only linked to professional programmes such as those available at universities, but should also
be considered as part of continuous learning of adults and seniors. Therefore, an immediate
organizational sphere of individuals constructs a platform for learning (e.g. the role of employees
as contributors of change should be addressed and developed).
This activity is suggested to be led by civil society with primary support from government and
other actors.
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3. Develop a strategy to support business and innovation in cybersecurity
To increase innovations in the ASEAN cybersecurity ecosystem is essential, in particular to offer
local solutions to local actors. Current competition from large global IT corporations is fierce, and
smaller cybersecurity companies have difficulty to operate in this environment. The bundling of IT
security solutions that originate from different companies in different countries is a required
business model for smaller operators. Most top cybersecurity companies, even international ones,
are too small to operate alone in ASEAN.
Prerequisites to achieve trust of partners are open collaboration and co-creation which can be
attained in ecosystems. In this context, it is important to revise IPR legislation, also so that national
laws and regulations do not prevent exporting of security solutions. To nurture innovative
businesses, countries should invest in cybersecurity start-ups and provide platforms (e.g.
incubators, hubs) where R&D&I are driven in strong industry-academia collaboration. Due to the
strong role of government in cybersecurity, countries should make sure public-private
partnerships and procurement are exploited in advancing innovative solutions and businesses.
4. Strengthen stakeholder dialogue to build up cybersecurity innovation ecosystem
While running the workshops, the experts realized it is not common for the countries to engage
in participatory dialogue processes due to a more hierarchical nature of their societies. This can
be a hindrance to the establishment of the cybersecurity innovation system because this is
supposed to happen in a co-creative process, with open dialogue and information sharing.
The identification of stakeholders and their further mobilization to participate in the co-creation
workshops means they have been exposed not only to the participatory method per se, but mostly
to innovation ecosystem thinking. Ideally, a strategic action should be to set up the implementation
of the cybersecurity innovation ecosystem. A mechanism for the convening of stakeholders from
a strategic organizational level should follow up based on a defined agenda for ecosystem
building. International cooperation with, for example, supranational organizations and European
and Asian benchmark players such as the ones mentioned in this report, would serve to establish
best practices for ecosystem building. Still, it is useful to reinforce the observance of important
aspects of the cultural background of international experiences vis a vis the local cultures and
choice of technological paths, which are appropriate to the national priorities as pre-conditions for
developing adequate measures to support ecosystem building.
This activity should be led by the governments together with all other stakeholders of the
ecosystem, especially business, knowledge and R&D and civil society actors.
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5. Strategic mapping of technologies and business to grow in strategic areas of national
needs
Strengthening national capabilities within cybersecurity requires organizing activities taking place
in a system level. This could be implemented by establishing novel coordinating organs such as
national cybersecurity centres or virtual hubs. Organizing system level activities opens
simultaneously the “window of opportunity” for novel technology and business. Therefore,
combining country specific needs with existing technological capabilities offers ground for
business development. The establishment of national strategies with international focus, and
within international cooperation frameworks, creates space for responding to national needs and
the creation of word-class excellence in specific domains. Whether these are identified on a needs
or opportunities basis is a matter of policy definition together with actors. Such work requires
applying methods that creates future oriented knowledge to address societal needs. In this
regard, it would be useful to consider international experiences such as those of Israel and the
United Kingdom in support to business innovation in the cybersecurity domain.
This activity should be led by the government and with special involvement of business and
knowledge and R&D stakeholders. Surely, as the impact is on the whole society, the needs and
development paths of the countries must also be taken into consideration.

Conclusions
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Annex
Cybersecurity Innovation Ecosystem Co-creation Workshop Agenda and
Attendees
Malaysia
Co-creation workshop agenda
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Stakeholder
Group
Associations
and Networks

Business

Critical
Infrastructure
Government

Knowledge and
Research &

Participant
Nor Azlina binti Datuk Ishak
Khairul Nadzmi Yusuf
Dominic
Shamshul Jabar
Saurabh Sarawat
Wilsom Lim
Nur Misuari Abd Rahman
Cheng Wai Kok
Michelle Chan
J.Henry
Azzudin Abang Bohari
Mohamed Azmi Bin Aboo Haniffa
Wan Nur Amira Binti Wan Hassan
Siti Subaidah Binti Mustaffa
Kamarul Dato Mohd Ariff
Jasper Kua
Siti Sarah Binti Ishak
Mohd Nazim Dhohari
Nurhidayah Motahir
Wan Zulhamli bin Wan Abdul Rahman
Noraini Binti Abdul Rahman
Fathi Kamil
Megat Muazzam
Dr. Normaziah Abdul Aziz
Nadwiyah Bintit Mohamed Ridza

Development
Dr S.M. Warusia Mohamed
Dr. Noor Azurati Ahmad
Dr. Zulkiflee Bin Muslim

Organization
The National ICT Association of
Malaysia
KPMG Management & Risk
Consulting Sdn. Bhd
UMW Corporation
UMW Corporation
Across Verticals Sdn Bhd
Across Verticals Sdn Bhd
PAS Global
K2 Baseline Sdn Bhd
Great Wall Infosec Sdn Bhd
Jhexa Sdn Bhd
Fenton Technology Sbn Bhd
Ayhedge Techbiz Sbd Bhd
Ayhedge Techbiz Sbd Bhd
Search Training Center Sbd Bhd
Search Training Center Sbd Bhd
Across Verticals Sdn Bhd
Telekom
Bank Islam
Tenaga Nasional Berhad
CyberSecurity Malaysia
CyberSecurity Malaysia
CyberSecurity Malaysia
CyberSecurity Malaysia
International Islamic University
Malaysia
International Islamic University
Malaysia
Technical University of Malaysia
Melaka
University of Technology
Malaysia
Technical University of Malaysia
Melaka
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Thailand
Co-creation workshop agenda
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Thongchai Sangsin
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Knowledge and
Research &

Taweesup Apiwattanapong
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Organization
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Association
T-Net Security
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Investor Club Association
S-Generation Co.,Ltd.
PTT Digital Solutions Company Limited
CAT Telecom Public Company Limited
Electricity Generating Authority of
Thailand
Internet Thailand Public Co., Ltd.
Krung Thai Bank
Student Loan Fund
Digital
Government
Development
Agency
Aeronautical Radio of Thailand
Digital
Government
Development
Agency
Faculty of Medicine Ramathibodi
Hospital, Mahidol University
School of Law, Sukhothai
Thammathirat Open University
Digital
Government
Development
Agency
Electronic Transactions Development
Agency
Information Technology Standard and
Security Office
National Science and Technology
Development Agency
National Science and Technology
Development Agency
Navaminda Kasatriyadhiraj Royal Thai
Air Force Academy
Sripatum University
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Vietnam
Co-creation workshop agenda
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Department of Civil Cryptology

Nguyễn Minh Phúc
Trương Đức Lượng

National Cybersecurity Authority
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Kien Tran

Cybersecurity Department,

Nguyễn Mạnh Tiến

IT Department, Nashtech

Trần Đăng Hòa

VIEGRID

Cù Kim Long
Dr. Nguyễn Xuân Hạ

IT Centre, Ministry of Science and Technology
CMC, Telco

Ngô Mạnh Dũng

IT Center, VNU

Lê Thanh Tân

IT Manager, Vietjet Airlines
Department of IT and Statistics, Ministry of

Phùng Phương Nam
Government

Department of IT and Statistics, Ministry of
Nguyễn Việt Hùng
Đinh Văn Kết

Knowledge and

Finance
National Cybersecurity Authority

Vũ Việt Hùng

National Cybersecurity Authority

Nguyễn Đình Giới

Department of Civil Cryptology

Dr. Lê Quang Minh

Research &
Development

Finance

ITI, Vietnam National University
NISCI, Ministry of Information and

Dr.Trần Minh

Communication
Head, Department of Information Security,

TS. Nguyễn Việt Hùng

Military Academy
Department of Information Security, Military

Vũ Đình Phái

Academy

Th.S Lê Quốc Thành

CMC
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