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Executive Summary
The “Overview of Cybersecurity Status in ASEAN and the EU” is the first Deliverable (Deliverable
1.1) produced under the works of the project YAKSHA and it aims to better understand the
cybersecurity ecosystems both in EU and ASEAN to consequently identify in which ways the
ASEAN regions can benefit from EU’s best practices and improve its current status on
cybersecurity related matters. In this way, the deliverable is structured in various different sections
that give us insights on the themes that we will briefly summarise below.
Firstly, it is provided an Overview of ASEAN and its Member States’ Regulatory Frameworks
on Cybersecurity, where two committees that work on the region are highlighted: the ASEAN
Committee of Science and technology (COST) and the ASEAN Telecommunications and IT
Ministers’ Meeting (TELMIN) that are responsible for implementing measures to promote the
accomplishment of telecommunications and IT requirements. One of the products of TELMIN is
the ASEAN ICT Masterplan (2016-2020) (AIM 2020) which was officially launched by the TELMIN
in November 2015, aiming to transform and adapt the new digital economy by 2020. To guarantee
secure digital marketplaces and safe online communities is one of the five outcomes of AIM 2020.
In the ASEAN region, two of the other most relevant plans are the Master Plan on ASEAN
Connectivity 2025 and the ASEAN Declaration to Prevent and Combat Cybercrime, which show
the steps the region already took in order to develop their awareness and effective work on
cybersecurity related topics. Subsequently, a listing related with regulatory frameworks on each
ASEAN Member State country is done.
Continuing, an Overview of EU and its Member States’ Regulatory Frameworks on
Cybersecurity (focusing on best practices, initiatives and solutions) can be found. A list of 4 main
strategies implemented in Europe, as well as their main working solutions on a regional and
national level, (with a list of regulatory frameworks for a selection of European countries)
demonstrate how the EU has already a more diverse set of regulations and initiatives that can be
replicated in other regions, namely ASEAN, to tackle major cybersecurity issues, ranging from
having a cybercrime centre to establishing an organisation that works on providing trainings and
promoting education about cybercrime and cybersecurity in general.
Regarding ASEAN’s Cybersecurity Trends and Priorities, it is demonstrated that there has
been an increasing concern about cybersecurity in the region, with ASEAN concluding several
partnerships with other countries to strengthen its cybersecurity capability. The growing
investment in the development of cybersecurity in Singapore and Malaysia will also affect the
region as a whole. The number of internet users is also expanding, accompanied by an increase
in ICT investments, which is boosting the region’s digital economy. On the other hand, the region
needs to improve cybersecurity issues that threaten the implementation of ASEAN Digital
Economy agenda: work is still needed when it comes to cybercrime, cyber espionage, cyber
threats and cyber hacking (the deliverable includes relevant examples for each of these topics in
vii
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the region). To combat the cybersecurity rising problems, ASEAN has developed the ASEAN
Cyber Capacity Programme, to help fund efforts to deepen cyber capacities across ASEAN
Member States, and the ASEAN Computer Emergency Response Team Incident Drill (ACID),
that tests and enhances incident response as well as broadens cooperation and coordination
among ASEAN CERTS.
EU-ASEAN Cooperation in Cybersecurity falls under Political dialogue and security
cooperation framework. EU-ASEAN level cooperation is very important, but also in a bilateral
form, between Member States from both sides, for example through the signature of Memoranda
of Understanding. Recently, technical collaborations have been established between
organisations that transfer knowledge from Europe to ASEAN member countries, helping the
ASEAN region with its cybersecurity development. Regarding the current Horizon 2020 (H2020)
funding programme, it provides a good avenue to enhance cooperation between the two regions
in cybersecurity topics, with projects like CONNECT2SEA and YAKSHA.
One of the last subjects addressed is the Cybersecurity Architecture Framework, which is a
blueprint that serves as a roadmap to further develop and enhance the core ideation for improved
implementation. This deliverable presents the Architecture Framework of CONNECT2SEA,
identified as ITI-GAF, which was designed by the Information Technology Institute, from Vietnam
National University (ITI-VNU). Currently in Europe, an EU-wide Cyber Security certification
framework has been implemented, after the NIS Directive was put in place. It is also highlighted
that the Cyber Security Frameworks should respond to objectives and standards, namely the ISO
27001 and ISO 27002 and to the National Institute of Standards and Technology (NIST)
Framework.
The last chapter is on Preconditions for Building a Resilient Cybersecurity Ecosystem in
ASEAN. The ASEAN region lags behind in terms of policy and governance and investment,
especially in developing countries that tend to give less importance to digital economy related
topics. The number of mobile users in Southeast Asia has seen an exponential growth in the last
years and users spend increasingly more time online. These trends combined with an increased
global internet piracy have led to a regional raise in cyber-terrorism and other forms of cyberattacks. As stated ahead in this document, Indonesia and Singapore were ranked 9th and 15th,
respectively, falling prey to cybercrime, according to the Norton Cybersecurity Statistics Report
of 2017. In order to outline a safe Cybersecurity approach, appropriate risk identification, planning
and mitigation coupled with adequate infrastructural capacity are the major technical challenges
to be faced.

viii
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1. Introduction
1.1. Purpose of the Document
This deliverable aims to analyse the EU and ASEAN’s cybersecurity ecosystems status in order
to assess the main opportunities for developing new solutions for improving the cybersecurity
posture of complex organisations in the ASEAN area. The overview and assessment of the
cybersecurity ecosystems will take into account the different regulatory frameworks of both
regions and will include the different dimensions of cybersecurity, including cybercrime, cyber
espionage, cyber terrorism and cyber hacking.
In order to better assess the state of the art and future cybersecurity ecosystem of both EU and
ASEAN, an analysis of best practices from both region is presented in this deliverable. It will also
complement the Cyber Security Architecture Framework proposed in CONNECT2SEA project by
adapting various possible Cyber Security Standards from EU, ISO and NIST to ASEAN. Finally,
this deliverable also includes analysis of political, cultural as well as technical opportunity and
challenges as the preconditions for successful cybersecurity ecosystem in ASEAN.

1.2. Structure of the Document
This deliverable is structured into ten chapters as indicated below:

Chapter 1: Introduction
Chapter 2: Overview of ASEAN’s
Regulatory Framework on Cybersecurity

• Details the purpose and structure of the document as
well as the methodology used.
• Gives an overview of ASEAN’s latest regulatory
framework on cybersecurity.

Chapter 3: ASEAN Member States’ Specific • Explains existing cybersecurity regulatory framework of
each ASEAN Member States
Regulatory Framework
Chapter 4: Overview of European
Regulatory Framework on Cybersecurity

• Describes overall regulatory framework in European
level.

Chapter 5: Selected European Countries’
Regulatory Framework Best Practices

• Explains best practices of selected European countries

Chapter 6: ASEAN’s Cybersecurity Trend
and Priorities

• Analyses ASEAN’s cybersecurity opportunities, threats
and existing cybersecurity initiatives at ASEAN level

Chapter 7: EU-ASEAN Cooperation in
Cybersecurity

• Analyses existing EU-ASEAN political, technical as well
as research and innovation cybersecurity cooperation

Chapter 8: Cybersecurity Architecture
Framework

• Expands the Cyber Security Architecture Framework
proposed in CONNECT2SEA project.

Chapter 9: Preconditions for Building a
Resilient Cybersecurity Ecosystem in
ASEAN

• Proposes a set of to build a resilient cybersecurity
ecosystem in ASEAN.

Chapter 10: Conclusion

• Summarises and concludes the findings.
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References with website links as well as other sources in ASEAN and the EU that were utilised
in preparing this report are provided in the final section.

1.3. Methodology
This deliverable is based on desk research that analyse the cybersecurity ecosystem in ASEAN
countries as well as selected European countries. Literature review is used to gain data and
information from secondary resources such as books, articles, journals, research reports from
prior relevant researches about cyber space, cyber security. The chapter on best practices from
European countries includes the top four ranked countries in Europe according to the Global
Cybersecurity Index 20171 as well as European countries represented by YAKSHA project
partners. The deliverable also selects results from previous projects under the 7th Framework
Programme and the current Horizon 2020 programme, including CANVAS – Constructing an
Alliance for Valuedriven Cybersecurity – https://canvas-project.eu/canvas/), NECS – European
Network for Cyber Security (NECS) – http://www.necs-project.eu , WISER - Wide-Impact cyber
SEcurity Risk framework (https://www.cyberwiser.eu/), CONNECT2SEA (Connecting ICT in
Europe and South East Asia.
Official governmental and institutional websites (e.g. ASEAN Cybersecurity Principals at the
AMCC, Digital Single Market Strategy (2015), the Cybersecurity Strategy for the European Union
(EUCSS 2013), European Agenda on Security (2015)) and other relevant documentation and
studies on the topic such as national cybersecurity studies and strategies are also included in the
development in this deliverable.

1

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf
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Chapter 2
Overview of ASEAN’s Regulatory
Framework on Cybersecurity
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2. Overview of ASEAN’s Regulatory Framework on
Cybersecurity
Under the current structure of ASEAN, there are two committees that are related with ICT and
Cybersecurity. The first committee is the ASEAN Committee of Science and technology (COST).
COST is responsible for the formulation of the ASEAN Plan of Actions on Science, Technology
and Innovation. The present ASEAN Plan of Action on Science, Technology and Innovation
(APASTI) 2016-2025 was launched in November 2015. Its vision is “A Science, Technology and
Innovation-enabled ASEAN which is Innovative, competitive, vibrant, sustainable and
economically integrated”. The APASTI 2016-2025, while still anchored on science and
technology, the role and benefits that innovation can provide to the ASEAN people is highlighted.
APASTI 2016- 2025 consists of 4 strategic thrusts:
1. Strengthen strategic collaboration among academia, research institutions, networks of
centres of excellence, and the private sector to create an effective ecosystem for
capability development, technology transfer and commercialisation;
2. Enhance mobility of scientists and researchers, people-to-people connectivity and
strengthen engagement of women and youth in STI;
3. Establish innovative system and smart partnership with dialogue and other partners to
nurture STI enterprises to support micro, small and medium enterprises, nurture
knowledge creation and STI applications to raise competitiveness;
4. Raise public awareness and strengthen STI enculturation to enhance ASEAN science
and technology cooperation.
The second committee related with Cybersecurity is the ASEAN Telecommunications Ministers
Meeting (TELMIN). The ASEAN Telecommunications and IT Ministers’ Meeting (TELMIN) was
formed as a result of a decision to create stronger regional ties within the telecommunications
fraternity in ASEAN. The inaugural ASEAN TELMIN took place in July 2001, Kuala Lumpur,
Malaysia. When TELMIN was formed, a corresponding body called ASEAN Telecommunications
and Information Technology Senior Officials Meeting (TELSOM) was also established to assist
the work of TELMIN. In addition to TELSOM, TELMIN also has the ASEAN Telecommunications
Regulators’ Council (ATRC) as its advisor. The detailed working relations of ASEAN committees
related to ICT and cybersecurity is shown in Figure 1.
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Figure 1 – ASEAN’s ICT-related Initiatives

Source: CONNECT2SEA2
TELSOM, with the assistance of the ASEAN Secretariat, plays its role as an executive body to
supervise, coordinate and implement policies, programmes and activities for ICT cooperation in
ASEAN, in line with the directions and priorities set by TELMIN. TELSOM coordinates with the
ATRC, the e-ASEAN Business Council and the ASEAN Dialogue Partners which include the EU.
Specifically, the mandates of TELSOM are as follows:


To identify, implement and monitor cooperation programmes and activities to meet the
telecommunications and IT requirements of the ASEAN region;



To serve as a forum for exchange of information, discussion and consultation on major
regional or international issues and developments in telecommunications and IT of
common interest of ASEAN Member States;

2

http://www.connect2sea.eu/files/connect2sea/files/Management/Deliverables%20and%20reports/D3.4%20
Report%20of%20Policy%20Recommendations.pdf
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To provide the mechanism

to promote participation of the private sector,

regional/international organisations and non-governmental organisations in the
development and implementation of its programmes and activities;


To establish, as and when necessary, working groups/expert groups to assist in the
development and implementation of its cooperative programmes and activities;



To report progress to the TELMIN;



To carry out other activities as may be mandated by the TELMIN and as may be
requested by other relevant ASEAN bodies.

2.1. ASEAN ICT Masterplan 2020
In November 2015, the ASEAN ICT Masterplan (2016-2020) (AIM 2020) was officially launched
by the TELMIN. The key objectives of AIM 2020 have focused on enabling the transformation to
the digital economy and developing the human capacity necessary for the transition, facilitating
the emergence of a single integrated market that is attractive to investment, talent and
participation, and building a digital environment that is safe and trusted. The Masterplan aim to
transform and adapt the new digital economy by 2020 and will have five key outcomes 3:
1. Accessible, inclusive and affordable digital economy
2. Deployment of next-generation ICT as enablers of growth
3. Sustainable development through smart city technologies
4. Multiple ICT opportunities across single regional market
5. Secure digital marketplaces, safe online communities.
Hence, it can be seen that ensuring cybersecurity in the region has become a prerequisite to
achieve these outcomes, particularly the last expected outcome. These expected outcomes will
be achieved through 8 strategic thrusts which are (1) Economic Development and
Transformation; (2) People Integration and Empowerment through ICT; (3) Innovation; (4) ICT
Infrastructure Development; (5) Human Capital Development; (6) ICT in the Single Market; (7)
New Media and Content; and (8) Information Security and Assurance.
The strategic thrust (8) Information Security and Assurance is closely related to cybersecurity.
Under this strategic thrust, there are two initiatives that will be implemented during the course of
the masterplan. The first initiative is to strengthen Information Security in ASEAN. This initiative
focuses on creating a trusted ASEAN digital economy and has three action points ranging from
developing regional data protection principles, developing regional network security best
practices as well as developing regional critical information infrastructure resilience practices. To

3

http://www.asean.org/storage/images/2015/November/ICT/15b%20-%20AIM%202020_Publication_Final.pdf
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achieve this end, the initiative put emphasise on establishing regional guidelines, develop
baseline ICT network security principles as well as identify critical information infrastructure.
The second initiative is to strengthen Information Security Preparedness in ASEAN. This initiative
aims to improve cyber emergency responses and collaboration within ASEAN Member States as
well as strengthen the cyber incident emergency response collaboration. To this end, the initiative
will encourage cooperation to create a well-functioning network of CERTs to enable real-time
responses to online security breaches.

2.2. Master Plan on ASEAN Connectivity 2025
Master Plan on ASEAN Connectivity 2025 aims to achieve a seamlessly and comprehensively
connected and integrated ASEAN that will promote competitiveness, inclusiveness, and a greater
sense of Community. The Master plan has three pillars: Physical connectivity, Institutional
connectivity and People-to-people connectivity. The master plan is an integral part of ASEAN
Community Vision of 2025 as shown in Figure 2.

Figure 2 – Three Pillars of Master Plan of ASEAN Connectivity 2025

Source: ASEAN4
To achieve this objective, the Masterplan focuses on five strategic areas:
1. Sustainable infrastructure
2. Digital innovation
3. Seamless logistics
4

http://asean.org/storage/2016/09/Master-Plan-on-ASEAN-Connectivity-20251.pdf
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4. Regulatory excellence
5. People mobility
The strategic objectives that is relevant for cybersecurity is the strategic objective no. (2) Digital
Innovation. Within this particular strategic objective, the key initiatives are5:
1. Enhance MSME technology platform: aim to enable MSME to fully adopt digital
technologies through addressing key barriers such as awareness of potential benefits,
technology capability, ease of adoption, access to finance and availability of different
solutions and platforms.
2. Develop ASEAN digital financial inclusion framework: aim to enable policy and regulatory
environment that allows further adoption of digital financial technology. It includes
developing new banking requirements, increase usage of mobile banking services as well
as risk consideration.
3. Establish ASEAN open data network: aim to increase open data governance in ASEAN
Member States.
4. Establish ASEAN digital data governance framework: aim to support and enhanced data
management in ASEAN Member States.
In addition, the Digital innovation strategic objective is also important to align ASEAN Member
States network readiness. This is an important feature, since according to the 2016 Networked
Readiness Index, ASEAN Member States have a varying degree of propensity to exploit the
opportunities offered by information and communications technology (ICT). 6 The Network
Readiness Index for 2016 is shown in Figure 3 below.

5
6

http://asean.org/storage/2016/09/Master-Plan-on-ASEAN-Connectivity-20251.pdf
http://reports.weforum.org/global-information-technology-report-2016/networked-readiness-index/
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Figure 3 – ASEAN Member States’ Network Readiness Index

Source: World Economic Forum7
To ensure the effective implementation of the master plan, there will be a semi-annual updates
for each of the five strategic areas. These updates will include the ASEAN Connectivity
Coordinating Committee (ACCC), ASEAN secretariat as well as Chairs of all related ASEAN
Sectoral Bodies. The ACCC and the ASEAN Secretariat will also conduct semi-annual reviews of
overall progress of the master plan including monitoring of all key performance indicators (KPIs).
Lastly, the ACCC will hold mid-term and end of term reviews in 2020 and 2025 that will allow
ASEAN Member Stats to update the master plan. As such, this master plan is a living document
that will be updated in a specific time frame to allow smooth adoption for all ASEAN Member
States.

2.3. ASEAN Declaration to Prevent and Combat Cybercrime
In November 2017, the ASEAN leaders adopted the ASEAN Declaration to Prevent and Combat
Cybercrime during the 31st ASEAN Summit in Manila, Philippines. This document is the first formal
declaration that specifically addresses the issue of cybercrime in ASEAN countries. The
document adapted measures such as harmonisation of laws related to cybercrime and electronic
evidence; exploration of the feasibility of acceding to existing regional and international
instruments in combating cybercrime; the development of national plans of actions in addressing
cybercrimes; and the strengthening of international cooperation and collaboration among member
7

http://reports.weforum.org/global-information-technology-report-2016/networked-readiness-index/
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states and bodies but also with relevant agencies and organisations at regional and international
levels, such as ASEANAPOL, EUROPOL, and the INTERPOL to enhance cyberspace security,
prevention and response capabilities with regard to cybercrime and cyber-related matters.8
In addition, the declaration also addresses the monitoring and review of its implementation and is
seen as an acknowledgement of this whole-of-society approach and looking at provision of
assistance to each other in the form of training and research facilities in the educational,
professional, technical and administrative spheres. The declaration also emphasise on
developing ASEAN’s abilities to build and enhance its capabilities to prevent and combat
cybercrime by working closely with the INTERPOL Global Complex for Innovation (IGCI),
including by voluntarily seconding or stationing ASEAN’s cybercrime specialists in the IGCI.

2.4. Ministerial Level Meetings and Agreements
ASEAN 2nd Ministerial Conference on Cybersecurity
The second ASEAN Ministerial Conference on Cybersecurity were held in Singapore in 18
September 2017. During this meeting, the importance of developing Critical Information
Infrastructures (CIIs) that are resilient from cyber-attacks were reiterated. The ministers also
agree on the importance of enhancing coordination to ensure that ASEAN’s cybersecurity efforts
across its various platforms in countering increasingly sophisticated cyber threats are focused,
effective; and in synergy with one another. 9
In addition, ASEAN Member States also supported the development of basic, operational and
voluntary norms of behaviour to guide the use of ICTs in ASEAN in a responsible manner. These
would take reference from the norms set out in the 2015 Report of the United Nations Group of
Government Experts on Developments in the Field of Information and Telecommunications in the
Context of International Security (UNGGE). The ministers agreed that such norms will help to
enhance trust among ASEAN Member States and build confidence in the use of cyberspace so
as to harness its full potential to bring about greater economic prosperity.
The ministers also agreed to the use of International Telecommunications Union (ITU) Global
Cybersecurity Index (GCI) as a possible benchmark for assessing and developing ASEAN’s
cybersecurity readiness. In addition, participants noted that linkages to privacy should be
considered when considering cybersecurity policy.
The 17th ASEAN Telecommunications and Information Technology
The 17th ASEAN Telecommunications and Information Technology were held in Siem Reap,
Cambodia in 1 December 2017. During the meeting, The Ministers reaffirmed the importance of

8

http://asean.org/storage/2017/11/ASEAN-Declaration-to-Combat-Cybercrime.pdf
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2017/9/the-opening-ceremony-of-aseanministerial-conference-on-cybersecurity
9
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promoting regional cybersecurity collaborations and developing coordinated cybersecurity
policies and approaches. The Ministers recognised that cybersecurity needs to be addressed
through coordinated expertise from multiple stakeholders from across different domains. In this
regard, the Ministers noted the convening of the 2 nd ASEAN Ministerial Conference on
Cybersecurity on 18 September 2017 in Singapore and reaffirmed the need for ASEAN to take a
holistic and more coordinated approach to regional cybersecurity cooperation and capacity
building.10
In addition, the Ministers expressed their support for moving forward discussions on the adoption
of basic, operational and voluntary norms of behaviour in ASEAN to guide the use of ICT in a
responsible manner, thereby enhancing trust between ASEAN Member States and building
confidence in the utilisation of cyberspace to its full potential to bring about greater economic
prosperity and integration, as well as higher living standards across ASEAN. The Ministers also
welcomed the adoption of the ASEAN Cybersecurity Cooperation Strategy which guides ASEAN
Member States in taking a coordinated approach to building their national cybersecurity capacity,
including through cooperation with ASEAN Dialogue Partners and other stakeholders.

10

http://asean.org/storage/2012/05/14-TELMIN-17-JMS_adopted.pdf
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Chapter 3
ASEAN Member States´ Specific
Regulatory Framework
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3. ASEAN Member
Framework

States´

Specific

Regulatory

Compared to European countries, cybersecurity regulatory framework in ASEAN Member States
is lagging behind. Public awareness of cyber risks and cybersecurity incidents has been lower in
the region compared in other countries where data breach notification laws have been in force for
some time. This lack of awareness has influenced the pace and approach of lawmakers and
regulators in the region to react and adopt cybersecurity measures in their regulations. According
to Figure 4, Malaysia and Singapore are the only countries in the region that already in an
advanced state of cybersecurity regulatory instruments. Meanwhile, The Philippines and Thailand
are already in the established state for a number of regulatory framework required to address
cybersecurity. . The majority of ASEAN member States is still yet to develop a stronger regulation
on cybersecurity.

Figure 4 – ASEAN’s Regulatory Framework Overview

Source: A.T. Kearney11

11

http://www.southeastasia.atkearney.com/documents/766402/15958324/Cybersecurity+in+ASEAN%E2%80%94An+Urgent+Call
+to+Action.pdf/ffd3e1ef-d44a-ac3a-9729-22afbec39364
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3.1. Italy
Below we elaborate a comprehensive status of cybersecurity best practices in ASEAN Member
States, namely Malaysia, Thailand, Vietnam, Indonesia, Singapore, The Philippines, Lao PDR,
Cambodia, Brunei Darussalam, and Myanmar.

3.2. Malaysia
3.2.1. Main Findings
The main cybersecurity policy framework in Malaysia is the National Cyber Security Policy
published in May 2006. This document is published by the Ministry of Science, Technology and
Innovation. This document aims to facilitate Malaysia's move towards a knowledge based
economy (K-economy). The Policy was formulated based on a National Cyber Security
Framework that comprises legislation and regulatory, technology, public-private cooperation,
institutional, and international aspects. Specifically, the document also aims to:
Address the risks to the Critical National Information Infrastructure (CNII) which comprises the
networked information systems of ten critical sectors. The CNII sectors are:
o

National Defence and Security

o

Banking and Finance

o

Information and Communications

o

Energy

o

Transportation

o

Water

o

Health Services

o

Government

o

Emergency Services

o

Food and Agriculture

3.2.2. Policy Implementation
Strategic measures taken in the NCSP is through eight strategic thrusts as follow:


Thrust 1: Effective Governance by having a centralized coordination of national cyber
security initiatives. CyberSecurity Malaysia, provides central coordination and assists the
government in identifying challenges and the minimum standards for cyber security. Besides
that, this thrust also promotes effective cooperation between public and private sectors and
to establish formal and encourage informal information sharing exchanges.



Thrust 2: Legislative & Regulatory Framework through review and enhance Malaysia's
cyber laws to address the dynamic nature of cyber security threats. Malaysia has a wide
range of existing legislations dealing with the cyber environment, such as the Computer
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Crimes Act, the Digital Signature Act and the Communications and Multimedia Act.


Thrust 3: Cyber Security Technology Framework that specifies cyber security requirement
controls and baselines for CNII sectors and implementing an evaluation/certification programs
for information security products and systems. Major initiative under this thrust is
establishment of Malaysia Common Criteria (MyCC) by CyberSecurity Malaysia.



Thrust 4: Culture of Security and Capability by standardise and coordinate cyber security
awareness and education programs across all CNII sectors. CyberSecurity Malaysia has
embarked on a national awareness campaign branded as CyberSAFE (Cyber Security
Awareness For Everyone), a cyber security program targeting the general public at large. As
for capacity building, Malaysia score perfect 100 in ITU's Global Cybersecurity Index 2017 for
developing and maintaining various capacity building programs. One of the programs is the
certified and professional training programs through the Global Accredited CyberSecurity
Education (ACE) Scheme.



Thrust 5: Research & Development towards Self-Reliance by formalise the coordination
and prioritisation of cyber security research and development activities. Besides that, to
promote the development and commercialisation of intellectual properties, technologies and
innovations through focused research and development. 11th Malaysia Plan have various
projects on research and development to support this thrust.



Thrust 6: Compliance and Enforcement through to standardize information security
systems across all CNII sectors, to strengthen the monitoring and enforcement of standards
and to develop a standard information security risk assessment framework.



Thrust 7: Cyber Security Emergency Readiness by strengthen the national computer
emergency response teams (CERTs). The Computer Emergency Response Teams (CERT)
or the Computer Security Incident Response Team (CSIRT) is an instrumental set up in
mitigating cyber security incidences. Malaysian CERT (MyCERT) under CyberSecurity
Malaysia which very soon will be elevated to be the National CERT under National Cyber
Security Agency to monitor the cyber security threats in the country.



Thrust 8: International Cooperation by enhance the strategic position of Malaysia in the
field of cyber security through active participation in all relevant international cyber security
bodies, panels and multi-national agencies and hosting an annual international cyber security
conference. CyberSecurity Malaysia has played an active role in the Asia Pacific Computer
Emergency Response Team (APCERT) and the Organization of Islamic Cooperation Computer Emergency Response team (OIC-CERT). CyberSecurity Malaysia has been
organizing cyber security annual conference, the CyberSecurity Malaysia Awards,
Conference and Exhibition (CSM-ACE).

In addition, the document also details the phases of the NCSP that is related to the policy
implementation in general. These three phases are as follows:


A. First phase
16

Overview of Cybersecurity Status in ASEAN and the EU

This phase addresses the immediate concerns and measures that can be taken to
immediately implement cyber security such as identifying stop-gap measures to address
fundamental vulnerabilities to the information security of the CNII. This is accompanied with
the creation of a centralized platform that provides security mechanism and raising
awareness of information security and its implications within the CNII.


B. Second phase
This phase concentrates on building the infrastructure required for cyber security, which also
include the setting-up of the necessary systems, processes, standards and institutional
arrangements (mechanisms). In this phase, efforts will be given to build capacity amongst
researchers and info security professionals.



C. Third phase

This phase focus on maintaining the efforts provided in the first two phases such as developing
self-reliance in terms of technology as well as professionals and monitoring mechanisms to
ensure compliance. As these efforts are established, there is a need to evaluate and improve
such mechanism and to create the culture of cyber security.

3.2.3. Barriers and Challenges
Malaysia is now in progress of developing Malaysia Cyber Security Strategy to replace the
National Cyber Security Policy This strategy will be under the National Cyber Security Agency.
Various stakeholders will be involved in the development which will identify and analyse current
as well as future threats in coming up with relevant action plans. These action plans will then be
translated into strategies that will suit Malaysia's Cyber Security Ecosystem.

3.2.4. International Cooperation
Malaysia through CyberSecurity Malaysia is one of the co-founders of the Asia Pacific Computer
Emergency Response Team (APCERT - www.apcert.org) and has played an active role since the
formation of APCERT. CyberSecurity Malaysia has held the Chair position in providing leadership
of this collaboration. Now, CyberSecurity Malaysia is one of the Steering Committee members of
the APCERT. Through CyberSecurity Malaysia spearheaded the formation of the Organization of
Islamic Cooperation - Computer Emergency Response team (OIC-CERT - www.oic-cert.org) in
2005. Now, CyberSecurity Malaysia has been appointed as the Permanent Secretariat of OICCERT since year 2012. OIC-CERT has 40 members from 22 of OIC countries. The ASEAN
Regional Forum (ARF) is an important forum for security dialogue in Asia. It draws together 27
members which have a bearing on the security of the Asia Pacific region. Malaysia is a committee
member of ARF.
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3.3. Thailand
3.3.1. Main Findings
The main cybersecurity policy framework in Thailand is the National Information and
Communication Technology Policy framework (2011-2020) published in May 2011. This
document is published by the National Electronics and Computer Technology Centre (NECTEC),
National Science and Technology Development Agency (NSTDA). The general objectives of this
document are:


To gain the confidence and trust for users, businesses and government sectors.



To protect the national ICT infrastructure from the cybercrime.

The strategic measures have engaged the legal infrastructure to form a National Cybersecurity
Committee, and establishment of National Cybersecurity Agency to impel the cybersecurity. The
legal infrastructure such as National Cybersecurity Act would maintain the national’s
Cybersecurity. In order for Thailand to be able to appropriately protect, prevent, and tackle
circumstances of cyber threats which may impact or jeopardise the service or application of
computer network, internet, telecommunications network, and others in ways that affect national
security, including military security, domestic peace and order, and economic stability.
Furthermore, to ensure the swiftness and uniformity of such execution, a National Cybersecurity
Committee has effectively and efficiently determined measures on national Cybersecurity. The
committee have the responsibility to determine how to act upon the serious cyber threats,
effectively to serve as the centre of operations in the event of an IT calamity (save for matters of
military security) and cooperate with other state bodies and private entities for this purpose,
among related responsibilities. The National Cybersecurity Agency would be responsible for
implementing the operation for the maintenance of Cybersecurity cover the following:
1. Integration of the country’s Cybersecurity management;
2. Capacity building for responding to Cybersecurity emergencies;
3. Safeguard of the country’s important information infrastructure;
4. Alignment of cooperation between the public and private sectors on Cybersecurity;
5. Raising awareness of and knowledge on Cybersecurity;
6. Development of regulations and legislations on Cybersecurity;

7. Research and development on Cybersecurity;
8. Alignment of international cooperation on Cybersecurity;
3.3.2. Barriers and Challenges
o

Lack of knowledge

o

Lack of workforce

o

Lack of funding
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o

No responsible entities – each org has their own response team

The challenges in implementation are lack of workforce and knowledge in both technical and
policy area in order to maintain cybersecurity. Entities are aware at certain level of cyber
technologies for electronic transactions, social media, etc.; but not aware of the cyber threats,
damage it causes, and how to prevent them. This is due to not enough knowledge and
advertisement on the subject. Furthermore, all the activities require funding to carry out any
operations. Besides the government sector and large corporations, there will not be sufficient
funding to engage the practice the necessary activities to maintain the cybersecurity. Entities
need to responsible for their expenses to obtain cybersecurity. Thus, the gap between the entities
occurs, each entity would have different goals and directions. There is no responsible entity to
support the unity of Cybersecurity management and Cybersecurity command for prevention or
immediate reaction to cyberattack. This has included the recovery after cyberattacks. No legal for
entities to practice the policy framework and standards imperatively. To have the legal act to
imperative practice of cybersecurity, the government need to take great role in developing the
legalization. However, the government regime can be change, which lead to changing in National
roadmap and national policy.
The policy framework also has international collaboration aspect in it. Indonesia aimed to
cooperate with other countries in varies continent, but the initiation begins with ASEAN region
such as Thailand, Malaysia, and Vietnam.

3.4. Vietnam
3.4.1. Main Findings
The main cybersecurity policy framework in Vietnam is Digital Information Security Development
Project to 2020 ratified in 2010. This document has four main objectives as follow:


ensuring network security and information infrastructure



ensuring the safety of data and information technology applications



training certified cybersecurity specialists and raising public awareness on information
security



improving the legal framework for information security and computer-related crime

The document also highlights the need to improve mechanisms and government policies on
information security, build and strengthen institutions in the field of information security,
encourage and support the development of local information security products as well as promote
cooperation at home and abroad.

3.4.2. Policy Implementation
The policy is implemented through of three main pillars. The first pillar covers the area of
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institutional framework for cybersecurity. The Vietnamese government implement this pillar
through reorganization of its institutional framework for cybersecurity, including creation of new
governmental agencies as well as enhancing coordination between cybersecurity agencies. The
Ministry of Information and Communications has one dedicated authority, the Authority of
Information Security (AIS), and two dedicated units, the Vietnam Computer Emergency Response
Team (VNCERT) and the National Electronic Authentication Center (NEAC).
The second pillar focuses on improving the legal framework for data protection, information
security and the prevention and punishment of computer-related crime. Within this pillar, there
has been several new laws on cybersecurity enacted such as the 2015 Law on Network
Information Security, Law on E-Transactions, the Law on Information Technology, the Law on
Protection of Consumer Rights and several cybersecurity decrees enacted by the Prime Minister's
office.
The third pillar focuses on the training and development of human resources specialized in
cybersecurity. Within this pillar, the Vietnam government has set out a goal that by 2020 it will
trained 2000 graduates at bachelor's and higher levels; sending 300 teachers and researchers
for training abroad, including 100 people at Ph.D. level; sending 1500 cybersecurity personnel for
short-term training abroad; organization of short-term cybersecurity training for 10,000
cybersecurity officers in public institutions. It also involves the ongoing training of 2,000
cybersecurity personnel in government agencies of strategic importance.

3.4.3. Barriers and Challenges
The main challenges in enhancing cybersecurity in Vietnam is public awareness of cybersecurity.
As a developing country, awareness of the importance of cybersecurity remain low. This situation
is exacerbated by a growing need for cybersecurity literacy, i.e. an actual and practical
understanding of cybersecurity and a culture of information security that becomes part of people
mind-set. In addition, investment for promotion of ICT and the development of Vietnam's digital
economy with the security of information systems remain low and needs to compete with other
development priorities in the country.

3.4.4. International Cooperation
Vietnam's regulatory framework has very clearly chosen an active policy of international
cooperation. International cooperation is encouraged not only with other countries in the AsiaPacific region but also with countries in other regions of the world. Most of the policy and legal
documents relating to cybersecurity in Vietnam include a dedicated section to international
cooperation. This section details the need of Vietnam to actively cooperate in both bilateral and
multilateral cooperation addressing cybersecurity issue in the country.
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3.5. Indonesia
3.5.1. Main Findings
The main cybersecurity policy framework in Indonesia is the Indonesian Broadband Plan –
Cybersecurity Strategy published in May 2015. This document is published by the Agency for the
Assessment and Application of Technology, Ministry of National Development Planning,
(BAPPENAS). The general objectives of this document are:


The national objective of strategic issues in Infrastructure include Water, Food, and Energy
Resilience, National Connectivity, Urban Mass Transportation System, Basic Infrastructure
and Infrastructure Funding



To gain the confidence and trust of investors in Connectivity Infrastructure which can boost
broadband economy for users, businesses and government sectors.



To protect the national ICT infrastructure from the cybercrime.

3.5.2. Policy Implementation
One of the main problem identified in this document is the lack of broadband infrastructure in
Indonesia. According to WEF, in 2012, fixed broadband penetration was only 1.1% while the
usage of mobile broadband reached 22.2% (WEF, 2012). This situation is exacerbated with the
fact that 95% of telecommunication access is wireless-based in the last 5 years. Cellular is also
the main access for internet, with Spectrum crisis. Indonesia need additional 350 MHz until 2019.
There is also a problem of expensive broadband connection in Indonesia. Currently, the cost of
512 kbps broadband connection is IDR 600,000 (€ 35) or 23% of average monthly income in
Indonesia of IDR 2.57 million (€ 152).
The geographical location of Indonesia has also become a challenge in developing its digital
infrastructure. There is uneven distribution of fibre optic backbone where it only covers 74%
region, mostly in western part of Indonesia. Based on this policy framework, the government will
extend the fibre optic infrastructure to also cover the Eastern part of Indonesia, namely in Papua
and Maluku, in the end of 2017.
The Indonesian government have recently formed and established a National Cybersecurity
Agency (BSSN), and establishment of National Cybersecurity Agency to impel the cybersecurity.
The legal infrastructure such as Information and Transaction Act (UU ITE No. 11/2008) have now
been revised (UU ITE No.18/2016) would be the umbrella to operate and maintain the Indonesia
national Cybersecurity. In addition, The National Cybersecurity Agency (BSSN) would be
responsible for implementing the operation for the maintenance of Cybersecurity as follows:
1. Integration of the country’s Cybersecurity management;
2. Capacity building for responding to Cybersecurity emergencies;
3. Safeguard of the country’s important information infrastructure;
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4. Alignment of cooperation between the public and private sectors on Cybersecurity;
5. Raising awareness of and knowledge on Cybersecurity;
6. Development of regulations and legislations on Cybersecurity;
7. Research and development on Cybersecurity;
8. Alignment of international cooperation on Cybersecurity;
In implementing the operation for the maintenance of Cybersecurity requires knowledge and
workforce to accomplish the strategic measures. The R&D aspect of the policy framework aim to
study and discover new knowledge on protection methods, new threats and new recovery. This
has included the discovery of new methods in protection and recovery from the cyberattack.
Cybersecurity-related training and seminar sessions also envisaged within the document to
transfer knowledge and raise awareness, which will increase workforce. These knowledges can
be audit/evaluate every two years for any adjustment to suit the entities with the situation at that
time. The training and seminar session can be an initiating point for cooperation between the
public and private sectors on Cybersecurity, which can expand to international cooperation
onwards. Prior the international cooperation, entities should work together as a unity in fighting
against the cyber threats.

3.5.3. International Cooperation
The document also signifies the importance of developing an ASEAN Computer Emergency
Response Team (CERT) as well as an independent ASEAN Cybersecurity Centre. The
establishment of these organisations could serve as a platform for policy or technical consultation,
undertaking data analysis and research on cybersecurity. ASEAN Cybersecurity Centre will also
act to propose solutions to cyber threats, raising public awareness on cyber threats and
cybercrimes, information sharing, and provide training for relevant agencies. The Centre could
comprise of representatives from government agencies, private sectors, international
organizations, and academia. Other advantages that would gain from the establishment of
ASEAN Cybersecurity Centre are the enhancement on Cybersecurity synergies and efforts to
tackle cybercrimes under ASEAN and ASEAN-led mechanisms.
Besides the countries in ASEAN, Indonesia has cooperated with other country in Asia such as
Australia. The cooperation also expands to European countries. Recently, most of the
cooperation are from small scale to national scale. Most of the cooperation between various
countries has relation in form of Business to Business (B2B), Business to Government (B2G),
and Government to Government (G2G).
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3.6. Singapore
3.6.1. Main Findings
The main cybersecurity policy framework in Singapore is the Singapore’s Cybersecurity Strategy
published in 2016. This document is published by the Cyber Security Agency of Singapore. The
general objectives of this document are:
1. Developing the resilience of Singapore’s Critical information Infrastructure (CII)
2. A safer cyberspace
3. Developing a vibrant cyber-security ecosystem
4. Strong International partnerships

3.6.2. Policy Implementation
Within this policy framework, the Singapore government has implemented the enhancement of
the nation’s critical information infrastructure (CII) protection programme to develop a robust and
systematic cyber risk management process in all sectors. The policy is also setting out plans to
enhance the sector’s ability to respond and recover from attacks. Introduction of cybersecurity
Act to empower the cybersecurity agency on protecting CII, and also multiple input to fortify the
government’s systems and networks, to eventually safeguard Singaporeans and critical data.
This policy framework is also supported by the implementation of National Cyber Crime Action
Plan that develop a trusted data ecosystem and working with global establishments, other nations
and industry partners as well as Internet service providers to mitigate malicious traffic on the
nation’s internet space.
In addition, encouraging communities and businesses to emphasize awareness of cybersecurity
issues, and inculcation of good cyber practices is also emphasis in the document. Collaboration
with industry partners and Institutions of Higher Learning (IHL) to boost the cybersecurity work
population, and motivating current cyber professionals to further develop their skills is
encouraged. This collaboration will provide opportunities for cybersecurity companies to build on
Singapore’s expertise in financial and information and communication services, to enable the
companies create high value exportable solutions.
The strategy involves a comprehensive CII Protection Programme for agencies and CII operators,
by setting up robust cyber risk management processes, and establishing foundation for sharing
of information amongst operators based on well-defined policies and guidelines. There will be
clearer measurements of governance maturity and network cybersecurity routine checks. It
emphasizes a culture of cyber-risks literacy in all levels in all organizations. The implementation
includes inculcation of Security-by-Design practices at the upstream level, to checkmate cyber
problems along the entire supply chain and life cycle of systems. It will be achieved by
institutionalizing security-by-design in governance framework for CII operation, promotion of
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penetration testing, developing system testing based on international best practices, and
continuous refinement of methodologies to enhance tools.
It further develops Singapore’s cyber security awareness, Cyber incident Response Teams
(NCIRT), periodic multi-sector cybersecurity events simulations, and eventually enhances the
nation’s Disaster Recovery Plans and Business Continuity Plan. It will also involve combating
cybercrime by educating the populace on being safe in the cyberspace, then strengthening
cybercrime laws, by establishing a cybercrime command section of the national police, boosting
investigation capabilities, providing training to officers handling sensitive data, and fostering
cooperation between the police and government agencies. It involves strengthening legislation
and justice framework, by amending the nation’s computer misuse and cybersecurity act, and
strengthening regulatory frameworks. The implementation involves building local and
international partnerships, and increasing awareness via cooperation with higher institutions of
education and private sector stakeholders, to develop capabilities to combat threats, and raise
competency.

3.6.3. Barriers and Challenges
Possible challenges to the implementation of the cybersecurity strategy include gaps in standards
and data expertise, complex cyber risk management, scale and complexity of cybercrime and its
geometric growth rate, as well as unresolved jurisdictional gaps existing between countries, slight
differences in norms, laws and policies of various countries as regards the international
perspective.

3.6.4. International Cooperation
Singapore is supporting and contributing to regional efforts to developing cybersecurity
capabilities, by forging cooperation with regional and international community to counter cyber
threats and crime by tapping from the resources of global networks courtesy of Interpol. While
also working with ASEAN members to coordinate regional efforts on cybercrime. Singapore is
also at the forefront on international and Asian cyber capacity building initiatives in technical,
operational, legislative, policy and diplomatic ramifications. The international efforts also includes
facilitating exchanges on cyber norms and legislation covering topics as cyber deterrence, norms
and legislation, and that such efforts are realized by organizing or partaking in conferences,
workshops, seminars, symposiums and events, such as participation in ASEAN Regional Forum
(ARF), ASEAN Network Security Action council (ANSAC), ASEAN CERT Incident Drill (ACID)
such as the RSA conference Asia Pacific and Japan (RSAC APJ), the Singapore International
Cyber Week (SICW)


Available funding

The policy framework also details the funding to be allocated. From 2013-2020, it has the budget
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of over SGD 190 million (EUR 117 million) that comprises of:
1. SGD 130 million (EUR 80 million) in R&D activities.
2. SGD 60 million (EUR 37 million) specifically for Singapore’s Research, Innovation and
Enterprise Plan 2020 (RIE 2020).
3. Additional SGD 8 million (EUR 4.9 million) is allocated for National University of Singapore
(NUS)’s cybersecurity Lab.
Additional SGD 1.5 million (EUR 927 thousand) allocated for the Cybersecurity Consortium that
aims to facilitate collaboration between academia, government, and industry.

3.7. The Philippines
3.7.1. Main Findings
The main cybersecurity policy framework in The Philippines is the National Cybersecurity Strategy
published in 2017. This document is published by the Department of Information and
Communications Technology. The general objectives of this document is to protect the nation’s
critical infrastructures, government networks both public and military, small medium sized to large
enterprises and corporations and their supply chains alike, including Filipinos aware and secure
on the internet. Specifically, the framework aim to accomplish objectives below:
1. Enhancing security resilience of the critical information infrastructure and government, public,
and military networks to deal with sophisticated attacks.
2. Increasing efforts to promote adoption of cybersecurity measures among individuals and
businesses

3. Growing pool of cybersecurity experts
4. To raise awareness in the business sector on cyber risk and use of security measures among
businesses to prevent and protect, respond and recover from attacks

3.7.2. Policy Implementation
The implementation of the policy framework involves conducting inventory of information assets,
information systems, computer systems, networks and security systems, as well as setting,
aligning and harmonizing cybersecurity targets of each agency with National Cybersecurity
Programme. It entails establishing roadmap to guide stakeholders and agencies alike on adhering
to the collective objective.
There will be constant and continuous analysis of information and data gathered. Adopting the
National Institute of Standards and Technology (NIST) cybersecurity approach of Identify- Protect
– Detect – Respond – Recover, and implementing them simultaneously and continuously. There
will also be clearly defined roles and responsibilities of individuals, businesses and government
and its agencies, as well as the relationship and interrelationship among the stakeholders to
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facilitate seamless corporation.
The Philippines government is setting up risk management mechanisms based on the critical
objectives, business processes, operational needs to identify, analyse and evaluate risk
assessment, and integrating it into overall governance, strategy, planning and implementation,
reporting, values and culture process. It involves creating comprehensive partnership with private
establishments for exchanging and sharing information. It also entails compliance and
assessment, as well as national drill exercises to establish resiliency of the critical infrastructures.
Monitoring mechanism also involves establishing national database for monitoring and reporting
of threats and incidences, as well as setting up National Computer Emergency Response
Program. This organisation will oversee enforcement of CISO programs in government agencies
and local government units, then the development of talented and qualified cybersecurity
professionals by liaising with academic institutions. It also extends to development of
cybersecurity outreach project, to build relationship with youth organizations, community level
agencies and private organizations alike.

3.7.3. Barriers and Challenges
The policy framework identified barriers below:
1. International cooperation, as cyber conflicts are complex and multi-jurisdictional, hence
difficult to be managed by one government alone.

2. Possible shortage of resources to implement the strategy within time frame, and the
probability of next government building on the current strategy beyond 2022.

3. The lack of clarity of the national security policy, foreign policy, and defence policy, which are
interrelated and vital in the development and implementation of the Cybersecurity plan 2022.

3.7.4. International Cooperation
The Philippines government forging a strong international collaboration with Asian region nations
as well as nations from all continents to combat cybercrimes. In addition, the policy framework
also emphasise on partaking in the ASEAN-Japan Joint information Security awareness raising
initiatives.

3.8. Lao PDR
3.8.1. Main Findings
The main cybersecurity policy framework in Lao PDR is the Law on Prevention and Combating
Cyber Crime published in 2015. This law defines principles, regulations and measures on the
managing, monitoring, inspecting the campaign of preventive and combating cybercrime. In
addition, this law defines principles, regulations and measures on the managing, monitoring,
inspecting the campaign of preventive and combating cybercrime to make it efficient aimed at
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preventing, combating, curbing and eliminating crime, protecting database system, server
system, computer data and information in order to ensure the national security, create peace and
order in society integrate it regionally and internationally and contributing to national socioeconomic development with gradually and sustainably progress.

3.9. Cambodia
3.9.1. Main Findings
The Ministry of Interior, with the support from the Ministry of Posts and Telecommunications, is
currently drafting the Cambodia Cybercrime Law. This draft law includes the provision of National
Anti-Cybercrime Committee (NACC) as well as International Cooperation.
In addition, Cambodia has also established Cambodia Computer Emergency Response Team
(CamCERT) that provides a point of contact for dealing with computer security incidents affecting
the Internet community in Cambodia. CamCERT also provides computer information security
advice to and cooperates closely with the Cambodian Government, Internet Service Providers
(ISP/IX), local/international CSIRTs, as well as the Cambodian public including ICT vendors,
National Security Communities, and corporate/individual users. This governmental agency also
give services on:


Study, research and develop a document of the attack on National Information
Infrastructure and Government servers



Develop the early warning system on ICT security



Managing and update CamCERT’s Website and E-mail system



Monitoring and collecting attack traffic on servers of Government



Research on new technologies in order to raise security issues



Coordination and Cooperation with international cybersecurity agencies regionally and
globally



Managing National Cybersecurity Center

3.10. Brunei Darussalam
3.10.1. Main Findings
Brunei has officially recognized the need for a comprehensive national cybersecurity strategy
through the Digital Government Strategy 2015-2020 enacted in march 2015. This initiative aim to
develop and implement a National Cyber Security Framework to address cyber-risks and provide
a resilient and trusted digital platform that maximises the full potential of the digital space. Brunei
has several laws already enacted on cybercrime, namely the Computer Misuse Act and the
Copyright Act. Brunei has also an officially recognized national Computer Emergency Responses
Team (CERT) called BruCERT. Established in May 20014, BruCERT is the central hub that
coordinates with international CERTs, network service providers, security vendors, government
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agencies, as well as other related organisations to facilitate the detection, analysis and prevention
of security incidents on the Internet. However, Brunei is still lacking in an overarching policy
framework that addresses cybersecurity as a whole.

3.11. Myanmar
3.11.1. Main Findings
The main cybersecurity policy framework in Myanmar is the Digital Development in Myanmar
published in 2017. This document is published by the Posts and Telecommunications
Department, Ministry of Transport and Communications. The general objectives of this document
is to improve and protect the national ICT infrastructure.

3.11.2. Policy Implementation
Within this policy framework, Myanmar has recently developed the Digital Economy Development
Committee (DEDC) to perform the tasks of effective and successful implementation of national
economic policies, provision of governmental supports for the successful emergence of digital
economy in the country, development of other economic sectors based on digital economy,
development of social affairs, education, health and economy by the use of digital technology.
Furthermore, the DEDC would create Myanmar as a digital hub of ASEAN region by upgrading
better economic environment and digital technology. The DEDC is in the process of setting up
goals to be achieved by 2020 such as establish Digital Economy Master Plan, Advisory Board,
Fiscal and Monetary Policy, Digital Taxation, Digital Transformation, Digital Government,
Internationalization, Ecosystem and Promotion, Capacity Development, Infrastructure, Legal
Framework.
Awareness and knowledge of the cybersecurity are vital, thus, training activities, conference,
exhibition, and competition activities will increase public awareness, knowledge and supports
technical advisories in its community. Protection policies and collaborative response initiatives as
well as user awareness programs need to be established through a strong network of private
sector investors and supported by national governments. Moreover, a repository for incident as
well as a coordinator of incident response across an organization should be service to the public.
This coordination extends outside the organization to include collaboration with other
CERT/CSIRT teams, security experts, and law enforcement agencies in local and global.
The implementation of the strategic measure would involve increase number of knowledge, skills
and awareness of the workforce and populace. To raise awareness, increase knowledge and
skills by organizing the training courses, seminar, academic conference, competition, and
exhibition. Moreover, provide technical assistance service would increase the knowledge, skills
and awareness. These activities are held internally and internationally. The organized activities
can be part of the cooperation between Myanmar and foreign countries. Myanmar has an
28

Overview of Cybersecurity Status in ASEAN and the EU

Electronic Transaction Law (2004) (Amended in 2014) and the Telecommunications law (2013)
to keep the order of electronics and digital transaction activities.
There are policies that might relate to the cybersecurity such as Telecom policy, ICT Policy, and
Economic Policy for ICT. The telecom policy aimed to increase the deployment of national IT
infrastructure and to provide a financially viable telecommunications sector conductive to
sustainable investment in telecommunications infrastructure. Additionally, to improve the
efficiency and effectiveness of telecommunications service delivery to end users. The ICT policy,
aimed to promote the cooperation for ICT development, to enhance competitiveness of the ICT
sectors, to promote cooperation between State and private sectors, and to increase the availability
of information technologies to all the citizens of our country. The Economic Policy for ICT has
included the establish of Data ID Card System, Digital Government Strategy and e-Government
system

3.11.3. Barriers and Challenges
The challenges of implication the strategic measure in Myanmar are lack of the infrastructure and
technologies that facilitate the strategic measure. Most concern barriers are the knowledge, skills
and awareness of cybersecurity. If the workforce and populace does not know about what cyber
threat and cybercrime is, they will not know what cybersecurity is or how to prevent the attack to
occur or what to do after being attacked. Thus, victims will not know that they should have report
the cybercrime incident information to the CERT for recovering. The reluctance to share the
incident information would reduce the circumstance for discover new threat. Without the
knowledge and skills, the workforce will not understand and be able to do research and
development as requires. This has cause the skilful workforce shortage. The nation still lacks of
the cyber law and other relevant legislation and guidelines and cybersecurity incident
management policy to protect the country against criminal activity on the internet infrastructure
and other cyber technologies. There are no organization or independent body to provide guidance
on risk management. Furthermore, there is no regulation for compulsory cybersecurity standards
audit. Overall, the greatest challenge is the politic issues and lack of government support to impel
the cybersecurity.

3.11.4. International Cooperation
Myanmar has cooperation international such as ITU, USA, British, Australia, Germany, Israel,
France and Euro. Most of the cooperation are in form of Myanmar government and foreign
countries business. For instance, Microsoft Myanmar has planned to work together with Myanmar
Book Aid & Preservation Foundation to raise awareness about internet safety and cyber security.
The cooperation is initiated as part of the business dimension. In the dimension of cybersecurity,
the cooperating with international CERT to create National IT image for cyber security and
Cybercrime. Myanmar has cooperation with international CERT like APCERT and a member of
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Tsubame since 2011. The cooperation would obtain the Security Information, Advisories on
technical of cybersecurity. Cooperate with international law enforcement organizations for
exchanging the information on cybersecurity law and regulatory.
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Chapter 4
Overview of European Regulatory
Framework on Cybersecurity
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4. Overview of European Regulatory Framework on
Cybersecurity
4.1. Initiatives
4.1.1. Digital Single Market Strategy
The Digital Single Market is part of the Digital Agenda for Europe 2020 program of the EU, an
initiative of Europe 2020 proposed strategy. To achieve this policy objective, the Digital Single
Market strategy was launched in May 2015. The strategy is a multi-annual scope and focused on
key interdependent actions related to digital single market. These actions are chosen to have
maximum impact, can be delivered during this Commission's mandate, and will be taken forward
in line with Better Regulation principles. The Digital Single Market Strategy will be built on three
pillars, each with its own strategic outcomes12:
1. Better access for consumers and businesses to online goods and services across
Europe: action to break down barriers to cross-border online activity including differences in
contract and copyright law between Member States and reducing VAT related burden.


Cross-border e-commerce rules that consumers and business can trust



Affordable high-quality cross-border parcel delivery



Preventing unjustified geo-blocking

2. Reducing VAT related burdens and obstacles when selling across borders: building
reliable, trustworthy, high-speed, affordable networks and services that safeguard
consumers' fundamental rights to privacy and personal data protection while also
encouraging innovation.


Creating the right conditions for digital networks and services to flourish



Making the telecoms rules fit for purpose



A media framework for the 21st century



A fit for purpose regulatory environment for platforms and intermediaries



Reinforcing trust and security in digital services and in the handling of personal data

3. Maximising the growth potential of our European Digital Economy: measures to ensure
European industries are at the forefront of developing and exploiting ICT, automation,
sustainable manufacturing and processing technologies to serve the markets of the future.

12



Building a data economy



Boosting competitiveness through interoperability and standardisation



An inclusive e-society

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015DC0192&from=EN
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International Dimension
To ensure that the digital single market strategy supported by EU Member States and integrated
to global system, the strategy also put emphases on international dimension. The importance of
the international dimension in the strategy is even more prominent since the completed EU digital
Single Market will help European companies and SMEs grow beyond the EU internal market and
increase competitive advantages for global companies. The strategy will help reduce barriers to
global digital trade that may affect European companies. This is important since EU is the leading
exporter of digital services. To reduce trade barriers, digital trade and investment policy should
be further developed including by means of the EU’s free trade agreements. 13

4.1.2. Cybersecurity Strategy for the European Union
In February 2013, the EC and the European External Action Service (EEAS) launched the
Cybersecurity Strategy for the European Union: An Open, Safe and Secure Cyberspace. The
strategy outlines the principles that will guide the EU action in this cybersecurity domain, including
the importance of access to the internet and of the protection of fundamental rights online. It sets
five priorities14:
1. increasing cyber resilience;
2. drastically reducing cybercrime;
3. developing EU cyber defence policy and capabilities related to the Common Security and
Defence Policy (CSDP);
4. developing the industrial and technological resources for cybersecurity;
5. establishing a coherent international cyberspace policy for the EU and promote core EU
values

4.1.3. European Agenda on Security
In order to underline the importance of cybersecurity in the European security as a whole, the EC
adopted a new European Agenda on Security 2015-2020 in April 2015. Beside terrorism and
organized crime, cybercrime became one of the three core priorities that are emphasized in the
Agenda for immediate action. Cybercrime is considered as a threat to citizens' fundamental rights
and to the economy as well as a major challenge in the development of Digital Single Market. The
Agenda recognize that cybercriminals are able to deploy their crime outside the EU to harm critical
infrastructures and simultaneously target a large number of victims across Member States, with
minimum effort and risk. A comprehensive and coordinated action thus needed to mitigate the
13
14

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015DC0192&from=EN
https://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf
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risks and reduce threats coming from cyber-terrorism and cybercriminal. Hence, the Agenda sets
out the following actions15:


giving renewed emphasis to implementation of existing policies on cybersecurity, attacks
against information systems, and combating child sexual exploitation;



reviewing and possibly extending legislation on combatting fraud and counterfeiting of noncash means of payments to take account of newer forms of crime and counterfeiting in
financial instruments, with proposals in 2016;



reviewing obstacles to criminal investigations on cybercrime, notably on issues of competent
jurisdiction and rules on access to evidence and information;



enhancing cyber capacity building action under external assistance instruments

4.1.4. European Union Agency for Network and Information Security
The European Union Agency for Network and Information Security (ENISA) is a centre of
expertise for cyber security in Europe. Launched in 2004, the agency aims to actively contributing
to a high level of network and information security (NIS) within the Union. ENISA also have the
objective to develop a culture of NIS in society and in order to raise awareness of NIS, thus
contributing to proper functioning of the internal market.16
The Agency works closely together with Members States and private sector to deliver advice and
solutions. This includes, the pan-European Cyber Security Exercises, the development of
National Cyber Security Strategies, CSIRTs cooperation and capacity building, but also studies
on secure Cloud adoption, addressing data protection issues, privacy enhancing technologies
and privacy on emerging technologies, eIDs and trust services, and identifying the cyber threat
landscape, and others. ENISA also supports the development and implementation of the
European Union's policy and law on matters relating to NIS.

4.2. Solutions
4.2.1. CSIRTs Network
As abovementioned, one of the ENISA initiatives is concerning CSIRTs17 cooperation, by helping
communities to build and advance their CSIRT (Computer Security Incident Response Teams)
capabilities.
According to the ENISA platform, the CSIRTs Network helps in the following aspects:

15

http://ec.europa.eu/dgs/home-affairs/e-library/documents/basicdocuments/docs/eu_agenda_on_security_en.pdf
16
17

https://www.enisa.europa.eu/about-enisa
https://www.enisa.europa.eu/topics/csirts-in-europe/capacity-building
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-

Providing a “forum where Member States' National CSIRTs can cooperate, exchange
information, and also build trust”;
Organizing meetings within the Network, where Members can discuss relevant topics;
Providing “expertise and advice both to the European Commission and Member States,
either in the form of guidance or in answer to specific requests.

When it comes to CSIRTs cooperation, the CERT-EU18 (Computer Emergency Response Team)
should be referred. This Team, established on September 2012, is composed by a group of IT
security experts from the main EU Institutions and intends to cooperate closely with other CERTs
in the Member States and beyond, as well as with specialized IT security companies.
CERT-EU follows closely the recent progresses on cybersecurity topics, producing regular White
Papers and Security Advisories.
There is an equivalent to CERT-EU in the Asian region, the APCERT – (Asia Pacific Computer
Emergency Response Team).

4.2.2. European Cybercrime Centre
The EC3 (European Cybercrime Centre) works to facilitate the coordination between relevant
authorities and law enforcement agencies. The EC3 was created by Europol in 2013 in order “to
strengthen law enforcement response to cybercrime in the EU and thus to help protect European
citizens, businesses and governments from online crime.”19
The EC3 divides its work under two major strategic lines:
1. Outreach and support – with the intention of establishing partnerships and to coordinate
prevention and awareness measures;
2. Strategy and development – that aims to elaborate strategic analysis and resulting policy
measures and to develop training.
The Centre follows the direction provided in the EC3 Programme Board, which serves as main
platform to connect and coordinate the activities of the different cybersecurity actors that are
involved in this scenery. Among the members of the Programme Board, we can find organizations
like the European Commission, ENISA, CERT-EU or INTERPOL.
The EC3 Programme Board established the EC3 Advisory Groups to “foster closer cooperation
with its leading non-law enforcement partners”20. There are three Advisory Groups divided by
the following main themes: Internet Security, Financial Services and Communication
Providers.4.2.3. European Cybercrime Training and Education Group

18

https://cert.europa.eu/cert/plainedition/en/cert_about.html
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
20
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3/ec3-programmeboard
19
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ECTEG (European Cybercrime Training and Education Group), which is one of the Board
members in the EC3 Programme Board, was created with the aim of the establishing a working
group to provide “experience and knowledge to further enhance the coordination of cybercrime
training, by identifying opportunities to build the capacity of countries to combat cybercrime
through the development”21.
The group delivers courses’ materials for law enforcement organizations involved within IT
forensics or IT crime training process, and is also prepared to organize training sessions as
requested.
ECTEG is composed by various members, especially from Law Enforcement Organizations (from
13 different EU countries) and Academia (from 7 EU countries).

4.2.3. ENISA Solutions
Among the ENISA network, it should also be highlighted their work in developing a series of
actions under the “Cyber Exercises” topic (ex. “Cyber Europe”, a series of EU-level cyber incident
and crisis management exercises22) and other trainings and studies; their constant study to
support EU Member States in maintaining their National Cyber Security Strategies up to date;
and the Cyber Security Education measures, that include the European Cyber Security Month
(ECSM)23, with the objective of raising awareness on cyber-threats among EU citizens by
promoting education and sharing of good practices about this matter.

21

https://www.ecteg.eu/
https://www.enisa.europa.eu/topics/cyber-exercises/cyber-europe-programme
23
https://www.enisa.europa.eu/topics/cybersecurity-education/european-cyber-security-month
22
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5.

Selected European Countries´
Framework Best Practices

Regulatory

The chapter on best practices from European countries includes the top four ranked countries in
Europe according to the Global Cybersecurity Index 2017 as well as European countries
represented by YAKSHA project partners as shown in Table 1.
Table 1 – Global Cybersecurity Index 2017 of Selected European Countries

Country

Score

Global Rank

Estonia

0.846

5

France

0.819

8

Norway

0.786

11

United Kingdom

0.783

12

Finland

0.741

16

Italy

0.626

31

Spain

0.519

54

Portugal

0.508

56

Source: International Telecommunications Union (ITU)24

5.1. Italy
Below we elaborate a comprehensive status of cybersecurity best practices in selected European
countries - namely Italy, Spain, Finland, Portugal, Estonia, France, Norway and the UK.

5.2. Italy
5.2.1. Main Findings
The best practices in cybersecurity in Italy are National Plan for Cyber Protection and Information
Security under the Government of Italy. This national plan for cyber security represents the
attempt from the governmental to take the lead in this domain and coordinate national efforts and
posture. In general, even if the intent is worthwhile, the development and implementation is likely
to be too slow to make a significant impact. This document represents the second national plan,
implementing a high-level, background National Strategic Framework. The implementation is
declined along eleven "operational axis" or areas. Only some of them were updated since the last
revision of the plan two year ago, mainly due to the introduction of the European Network and
Information System (NIS) legislation.

24

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf
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5.2.2. Immediate impacts towards cybersecurity posture
It is not likely that the national plan by itself will have an immediate impact, it is being slowly
implemented and, while the situation is improving, the lead is mostly taken by big corporations
(some of them state-owned), rather than the government.
In addition, the chronic tardiness of national bureaucracy coupled with a wavering leadership in
the cyber domain leads to a slow pace in organising and implementing. As an example legislation
implementing the EU NIS directive came out only in January 2018. Too many structures are
involved in the implementation and, while on paper cooperation with the private sector is
promoted, in practice this is very unlikely to happen, also considering the lack of a well-developed
ecosystem of cyber security private companies.

5.2.3. Implementation measures
The measures described in the document are overall organisational. At an overall national level
the document implements a new national cyber architecture and organisation, under the
government (executive branch) umbrella. The structures leading the effort are mainly security and
intelligence agencies, in cooperation with several ministries. Other overall indications include a
deeper collaboration between the two main national

CERTs (national/defence and public

administration), the qualification and certification of ICT technology and components, a better
cooperation with the private sector that includes financing of start-ups and implementation of a
national cyber capabilities foundation. The document lists eleven operational areas and suggest
implementation measures, albeit not in much detail and in an overly bureaucratic language. Some
of the most relevant are as follows:

o

improve intelligence, cyber defence capabilities: in this area, better threat analysis in
cooperation with academia, better information gathering and knowledge management,
and better response through standard protocols and skilled personnel are highlighted;

o

improve coordination (on a national level) between public and private actors, in particular
getting participation of civilian/private organisations and people to bilateral and
multilateral international events;

o

awareness actions, through public initiatives (also on the web) promoting cyber culture,
and sharing of training facilities between public and private actors;

o

international cooperation and exercises;

o

compliance with international obligations through the

strengthening of incident

prevention, response, and remediation capabilities, better coordination among CSIRTSs
and better procurement;

o

Standards compliance and security protocols, including adoption of standards (NATO but
also civilian). Stress on certification and evaluation

o

support industrial development;
39

Overview of Cybersecurity Status in ASEAN and the EU

o

strategic and tactical communications;

o

improve cost optimization and control;

o

implementation and adoption of a national cyber risk management system

5.2.4. International cooperation
Italy is fully integrated into the European and Atlantic structures of cooperation, from which some
benefits it could reap. The plan stresses it and two whole areas are dedicates explicitly to bilateral
and multilateral cooperation. To be highlighted the will to participate in EU research and
innovation projects (Horizon 2020 and the future ninth frame program).

5.3. Spain
5.3.1. Main findings
The main best practice in Spain is directed under the Spanish National Cybersecurity Institute Instituto Nacional de Ciberseguridad (INCIBE). With the budget of € 20.7 million, INCIBE’s
activities are founded on three fundamental pillars: service delivery, research, and coordination.
o

Services: INCIBE fosters services in the cybersecurity field which allow the beneficial
use of ICTs and raise the level of digital trust. Specifically, INCIBE works for the user’s
protection and privacy, promoting mechanisms for the prevention of and reaction to data
security incidents, minimising their impact where they occur, and promoting advances in
the culture of data security through training and the raising of awareness.

o

Research: INCIBE disposes of a great ability to address a range of complex projects of
an innovative nature. The dynamic of its operations is oriented towards research, which
permits INCIBE the ability to generate a level of cybersecurity intelligence in its operations
in the field of new technologies, which in turn results in improved services.

o

Coordination: INCIBE participates in partnership networks, which means that its
operations in the field of cybersecurity are immediate, global and effective, as well as
permitting it a perspective based on experience and the exchange of information. For this
reason, the coordination and collaboration with other entities, of both a public and a
private character, national and international, throughout the broader field of cybersecurity,
is an essential element of INCIBE’s activity.

5.3.2. Immediate impacts towards cybersecurity posture
The National Cyber Security Strategy (ENCS) was adopted in December 2013 and is the
fundamental document for cyber security in Spain [8]. The ENCS was adopted by the National
Security Council (CSN) to generate guidelines to ensure the security of cyberspace through the
cooperation of all public administrations in Spain, as well as the private sector and the population.
The document calls for ensuring the safe use of communication networks and information
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systems through capacity building, to prevent, detect and respond to cyber-attacks. To this end,
the text traces the following lines of action:
o

Increase capabilities for the prevention, detection, investigation and response to
cyber threats supported by an efficient and functioning legal framework.

o

Guarantee the security of information systems, communication networks and
communication infrastructures common to all public administrations, reinforcing the
safety of information systems that support critical infrastructures.

o

Improve the safety and resilience of ICT in the private sector by deploying state
capabilities, while pushing actions directed towards strengthening the public-private
partnership and the security of ICT systems employed by the industrial sector.

o

Promote professional training in cyber security and boost the Spanish industry
through a programme for research, development and innovation (RDI).

o

Develop a strong culture of cyber security, raising the awareness of citizens,
professionals and companies of the importance of ICT security and the responsible
use of new services in the knowledge society.

o

Enhance international cooperation for the creation of a safe and reliable cyberspace
in collaboration with international initiatives, while safeguarding national interests at
all times.

5.3.3. Implementation Measures
INCIBE’s initiatives are designed and developed to meet the concrete needs of specific groups,
namely: businesses and professionals who make use of ICTs; expertise in cybersecurity: through
its team of cybersecurity specialists; and the general public. Spain adopted the National Cyber
Security Strategy in 2013. It is a comprehensive document, which sets objectives and targeted
lines of actions. It is compatible with, and references, both the National Security Plan and existing
security laws; and these plans and laws work together as a package.
Spain has established two computer emergency response teams (CERTs), INTECO-CERT and
CCNCERT, and the National Centre for Critical Infrastructure Protection (CNPIC). The latter
appears to be the premier agency for information security and cybersecurity, while the role of the
CERTs is limited to dealing with cybersecurity incidents. CNPIC is responsible for ensuring
coordination and cooperation between the public and private sector. It also runs sectoral working
groups and is working toward the development of sector-specific cybersecurity plans.
Additionally, cooperation with the private sector is formalised through the National Advisory
Council on Cybersecurity, established in 2009, whose members are private sector
representatives. The council is tasked with providing policy advice to the government, although
its current status is somewhat unclear. Private sector associations are also active, with two
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prominent bodies dedicated specifically to cyber- and information security, as opposed to general
IT matters.

5.3.4. Barriers and challenges
The following barriers/challenges are seen in the implementation of the cybersecurity measures
in Spain:

-

There is no legislation or policy in place in Spain that requires the establishment of a
written information security plan.

-

There is no legislation or policy in place in Spain that requires a public report on
cybersecurity capacity for the government.

-

There is no legislation in place in Spain that requires each agency to have a chief
information officer or chief security officer.

-

There is no legislation or policy in place in Spain that requires mandatory reporting of
cybersecurity incidents.

Sector-specific cybersecurity risk assessments have not been released.

5.3.5. International cooperation
INCIBE participates in European projects for the generation of tools, or provision of services
aligned with the strategic lines of activity of the entity, focused of its target audiences. It is also
INCIBE's mission to support and promote the national cybersecurity sector. For this reason
INCIBE supports those cybersecurity projects in European competitive calls led or participated by
Spanish entities.
Examples of EU projects in which INCIBE has been involved are the following:

o

ASACEC http://www.asasec.eu (2011-2014)

o

CloudCERT http://cloudcert.european-project.eu/ (2012-2013)

o

SCADA LAB https://www.certsi.es/en/blog/scadalab-security-ics (2912-2014)

o

Advanced Cyber Defence Centre https://www.certsi.es/en/blog/acdc-in-fighting-againstbotnets (2013-2015)

o

European Network for Cyber Security http://www.necs-project.eu/ (2015-2019)

o

Internet Segura for Kids https://www.is4k.es/ (2016-2019)

INCIBE's European cybersecurity projects participation can take different roles depending on their
involvement:

o

Coordinator or project leader: In those projects highly linked to INCIBE's business lines,
and with a marked strategic interest.
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o

Beneficiary. Acting mainly as a reference actor in cybersecurity, or as an end user mainly
in Work Packages related to the definition of requirements, experimentation of the
technological solution, or in the dissemination of project activities and results.

o

Advisor. Providing expert vision to guide project activities through reviews and
recommendations of the deliverables produced.

o

Institutional support. In those projects considered of interest for the national cybersecurity
sector, the agents responsible for cybersecurity or for society in general.

5.4. Finland
5.4.1. Main findings
There are two cybersecurity best practices in Finland. The first one is the Finland´s Cyber security
Strategy and the Implementation Programme for Finland’s Cyber Security Strategy for 2017–
2020. These best practices is implemented by the Security Committee of the Ministry of Defence.
These best practices has succeed to develop national cyber contingency plans, organise cyber
exercises, establish baseline security requirements, establish incident reporting mechanisms,
citizen's awareness, establish an incident response capability, engage in international
cooperation, provide incentives for the private sector to invest in security measures, balance
security with privacy, establish a public-private partnership, address cybercrime, strengthen
training and educational programmes, foster R&D, Critical Information Infrastructure Protection.

5.4.2. Implementation measures


Definition of Strategic leadership



Establishment and organization of leadership model for state cyber security



Implementation and activation of public administration’s major cyber security incident
management model



Confirmation of the public administration’s strategic information and cyber security
guidelines



Active and effective participation in international cyber security cooperation



Finland’s cyber security forum



Establishment of Instruments for monitoring the progress of the Implementation
Programme



Preconditions for influencing the cyber domain will be secured



Provision of sufficient and relevant information to the state leadership as regards
countering threats to national security will be assured



Assuring the preconditions of fighting cybercrime
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Clarification and amendment of legislation on information security and data protection
(incl. EU directives)



Identification and control of digital services of the public sector and the infrastructure, for
the vital functions of society



Assuring the continuity of functional processes as well as information and cyber security
in the health, social services and regional government reform



The Government will have access to solutions and services for telecommunications,
information management as well as preparedness and readiness management in all
security situations



Assuring the integrity and availability of critical basic registers and information resources
in all security situations



Assuring electricity supply management and power distribution to society’s key targets to
the sufficient level



Cyber security will improve among businesses critical to the security of supply



Studies on data protection and cyber and information security for elections



The preparedness arrangements and disruption management of systems and processes
associated with taxation, budget proposals, the state’s funding and payments will be
improved



A limited national cyber security audit for organizations



Creation of a secure growth environment for digital business



Training and exercises will be planned and carried out

5.4.3. Barriers and challenges
Budgetary issues is one of the biggest challenges in the implementation of these best practices.
There is no specific budget defined for cyber security implementation programme, but instead
each responsible government body and other applicable organisation will complete the tasks from
their own resources and budget. One of the key issues in this approach is that the expenses of
cyber security cannot be calculated and thus estimation for future years is impossible.

5.4.4. International cooperation
According to these best practices. Finland will actively and effectively participate in international
cyber security collaboration. This means in practice that Finland will actively influence the
handling of international cybersecurity issues within the scope of the EU, the UN, the OSCE,
NATO, the OECD, the Council of Europe and other key organisations, as well as bilaterally. The
Ministry for Foreign Affairs has the key role in identifying foreign and security policy aspects in
questions associated with the cyber domain. For its part, the Ministry for Foreign Affairs
coordinates Finland’s positions in international forums on matters involving the cyber domain. The
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Ministry for Foreign Affairs will also help advance the international prospects of Finnish cyber
security companies as part of export promotion and internationalisation.

5.5. Portugal
5.5.1. Main findings
The best practice on cybersecurity in Portugal is the National Cybersecurity Strategy directed
under the National Cybersecurity Centre. The document was adopted in 2015 by the government
of Portugal with the main objectives to promote awareness, free, safe and efficient use of
cyberspace; protect fundamental rights, freedom of expression, personal data and the privacy of
citizens; strengthen and guarantee the security of cyberspace, of critical infrastructures and of
vital national services and affirm cyberspace as a place for economic growth and innovation.
In addition, the document also establishes six strategic objectives as follow 25:
o

Structure of cyberspace security: This strategic objective aims to establish politicostrategic coordination for the security and defence of cyberspace under the responsibility
of central government. The strategy defines plans to consolidate the operational
coordination and national authority role of the National Cybersecurity Centre.

o

Tackling Cybercrime: Aims to implement the Cyber Defence Policy Guidance, approved
by Law no. 13692/2013. It dictates that cyber defence is an area where it is necessary to
promote synergies and encourage the dual use of its capabilities, under the scope of
military operations and national cybersecurity.

o

Protecting cyberspace and national infrastructures: Assess the maturity and ability of the
public and private bodies that administer critical infrastructures and vital information
services to ensure the security of cyberspace.

o

Education, awareness and prevention: To promote information campaigns and alerts for
all citizens and businesses, raise awareness among public and private operators of the
critical nature of computer security as well as promote a culture of cyberspace security
through campaigns and initiatives that are coordinated and developed with a common
and positive approach.

o

Research and development: To promote scientific research and development in various
aspects of cyberspace security. Support national participation in international projects.

o

Co-operation: To develop cooperation initiatives in areas linked to the security of
information systems, cybercrime, cyber defence and cyber terrorism, cyber espionage
and cyber diplomacy. This also includes participation in exercises alongside national and
international actors, particularly in the context of the EU and NATO.

25

https://www.enisa.europa.eu/topics/national-cyber-security-strategies/ncssmap/PortugueseNationalCyberspaceSecurityStrategy_EN.PDF/
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5.5.2. Immediate impacts towards cybersecurity posture
The Portuguese National Cybersecurity Strategy has enable Portugal to be at an important place
with regards to the cybersecurity cooperation framework by leading different initiatives alongside
NATO and the EU. Portugal has been regarded to be very strong in improving cyber defense
education, training and exercises. For example, Portugal will host the NATO Communications
and Information (NCI) Academy and a NATO cyber training center that will provide certified
courses to NATO, allies and partner nations in the field of cybersecurity. Portugal is also the
leader of multinational project such as MNCDE&T 26. This project aims to develop a structured
analytical process to define the needs and the proper curriculum in cybersecurity training and
education. This is in line with the NCI academy that is expected to be operational in October
201827.
Portugal also will assume responsibility for managing the future EU centralized Cyber Defence
Training and Exercises Platform (CDTEXP). This platform is expected to be able to support
national, multinational and EU level and will take a central role in developing future cyber
education and training initiatives. Hence, it can be seen that these impacts are in line with the
strategic objectives, namely (4), (5) and (6) that aim for greater education, research and
international cooperation in the field of cybersecurity.
In addition, through this document, Portugal has able to increase public-private partnership in
enhancing cybersecurity. For example, In March 2018, CISCO concluded a high level meeting
with the Portuguese Prime Minister and commit itself to support and accelerate Portugal’s growing
digital economy and start up environment, including on matters related to cybersecurity 28.

5.5.3. Implementation measures
The National Cybersecurity Strategy is implemented by the National Cybersecurity Centre as the
operational coordinator and the Portuguese national authority specialised in cybersecurity. The
entity is working closely in the ensuring cybersecurity alongside state entities, operators of critical
infrastructures, operators of essential services as well as digital service providers. The National
Cybersecurity Centre ensures that the cyberspace is used as an area of freedom, security and
justice, for the protection of all the sectors of society that materialize national sovereignty and the
Democratic State under the rule of law29.

26

https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2014_10/20141029_141020-8_Nunes.pdf
https://www.ncia.nato.int/NewsRoom/Pages/170523-NCI-Academy_groundbreaking_ceremony.aspx
28
https://blogs.cisco.com/news/accelerating-portugals-digital-transformation
29
https://www.cncs.gov.pt/en/about-us/
27
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To respond to the rapid evolution in cyberspace and increase of threats, vulnerabilities, processes
and infrastructures, as well as an evolution of the economic, social and cultural models, the
strategy will be reviewed every three years. In addition, the strategic objectives and the
implementation measures will be annually verified to adapt the objectives to rapidly changing
circumstances in cybersecurity.

5.5.4. International cooperation
The sixth strategic objective of the National Cybersecurity Strategy clearly defined that
international cooperation and fostering collaboration in the field of cybersecurity is of great
importance. According to the strategy, in order to responding to the challenges of cyberspace
security and defence, the measures below must be adopted:
1.

Develop cooperation initiatives. Develop cooperation initiatives in areas linked to the
security of information systems, cybercrime, cyber defence and cyber terrorism, cyber
espionage and cyber diplomacy, in such a way as to enhance the necessary knowledge
to protect national information systems;

2.

Multilateral cooperation and collaboration. Current national and international multilateral
cooperation mechanisms must be strengthened, particularly within the framework of the
Cybersecurity Strategy of the EU and the NATO cyber defence and cybersecurity
partnership;

3.

Participate in and cooperate with Computer Security Incident Response Team (CSIRT)
forums. CSIRT forums are instruments for sharing information and creating the trust
necessary to respond to cyberspace incidents. Promote participation in CSIRT’s main
forums;

4.

Participate in exercises. Cyberspace security exercises enable the evaluation and
development of doctrinal and operational capabilities. Promote participation in major
cyberspace security and defence exercises, alongside national and international actors,
particularly in the context of the EU and NATO.

5.6. Estonia
5.6.1. Main findings
The main best practice in Estonia is the National Cyber Security Strategy 2014-2017 directed
under the Ministry of Economic Affairs and Communications, Government of Estonia. The 20142017 cybersecurity strategy contains the second cycle of the Republic's four-year posture in this
domain, due to be updated during 2018. This is in general a high-level document, not delving into
the implementation too much. Implementation of national cyber security policies is in any case
complicated because of the very nature of the cyber environment, where a heterogeneous set of
actors with different values, goals, interests and security metrics coexist. It is important to stress
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that, while cyber security is clearly seen as an integral part of national security as a whole, the
national cyber security effort is led by a civilian body, the Ministry of Economic Affairs and
Communications through its agency RIA (the Estonian Information System Authority).Cyber
defence is nevertheless very present in the document, due to the geopolitical position of Estonia,
on the fringe of NATO and the European Union, and the perception of lasting threats from foreign
state actors. Estonia relies a lot on Public-private partnerships in order to ensure adequate levels
of cyber security, recognizing again the fractured and complicated nature of cyberspace. The
creation of the Estonian Defence League's Cyber Unit (EDL CU) epitomizes this choice, with its
blend of public, private and even third sector parties. EDL CU volunteers operate to support both
governmental agencies and private companies.
In addition, the Estonian Information System Authority also play a role in cybersecurity in Estonia
through its Annual Cybersecurity Assessment 2017 of Estonian Information System Authority
(RIA). The annual Cyber Security Assessment is authored by RIA (the Estonian Information
Systems Authority) and is one of the implementation measures of the four-year strategy. The goal
of the annual assessments is the review in some details the cyber security ecosystem and draw
lessons on how to improve the national posture. This the latest available assessment and it refers
to the year 2016. As in the overall strategy, this document puts squarely cyber security in the
national security context. The report is structured along three coordinates: threat or incident
typology, sectors involves, actors and motives.
Along the first axis the report highlights ransomware attacks, phishing, "out of data software"
(unpatched or not updated), mobile devices and "emerging" technologies, denial of service
attacks from foreign countries. Recommendations for countermeasures are given for each. The
second classification tackles the security problem considering the targets: governmental bodies
and public sector, individual citizens, private sector (especially SMEs) and critical infrastructure
operators. The third axis this assessment is conducted considers the threat actors and their
motives: foreign governments for espionage (information acquiring) and political influence (Russia
is explicitly named here); cyber criminals and fraudsters for economic gains, "hacktivists" and
possibly terrorists for political reasons. The report includes quantitative metrics, even broken
down by month, on the number of incidents reported, their nature and source. The most frequency
incidents in 2016 were ransomware attacks, malware, and botnets.
The Estonian national CERT, CERT-EE (a department of RIA) is tasked with collecting
information’s on cyber incidents and monitoring national networks. Cooperation with interested
stakeholders is once again stressed and implemented. Information, alerts on incidents and
updates reach CERT-EE either through notifications by partner organizations and individuals
affected, or through the course of monitoring activities. Detailed recommendations for preventing
and remedying security incidents are included throughout the document and are targeted
specifically to the different categories of stakeholders: users, CIOs, management, etc. As an
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overall observation, several implementation guidelines refer to behavioural indications and cyber
hygiene. Among the implementation measures, it is necessary to mention the national baseline
security system ISKE, an Estonian-developed maturity model that, if implemented, ensures a
sufficient level of information security in organizations, through a complete set of controls
(technical, organisational, physical).

5.6.2. Immediate impacts towards cybersecurity posture
The Estonian cyber security strategies, in their four-year cycles, come from the government, and
in particular a government very much aware of the importance of the cyber domain. Estonia
promotes itself as the e-nation, and in general is among the leaders worldwide for e-government
and technology. It is easy to see than that this is not an empty exercise but is possesses a real
impact on the national posture on cyber and national security as a whole. Efficiency is also helped
by the relative small size of the country and the presence of a very well educated workforce and
military and academic centres of excellence in the cyber field.

5.6.3. Implementation measures
Being a strategic guideline, this document does not delve into details in terms of technical
implementation, however listing the "sub goals" mentioned some considerations can be
developed. The first goal is the protection of the IT systems underlying important services (critical
infrastructures). It is stressed organizational and control measures (putting in place alternative
systems in case of incident, mapping and recognizing the cross-dependency of different services,
a nation-wide monitoring system), as well as international cooperation. The second goal is the
fight against cybercrime and the main measures called for here are new detailed laws for framing
criminal activities and public awareness initiatives.
The third goal deals specifically with national cyber defence. Targeted awareness actions are
prominent here as well, as well as training and involvement of skilled personnel in defence
activities. The fourth goal is a broad call for Estonia to manage evolving cyber security threats. It
is worth to mention here the cooperation with the academic and business community, and in
particular the involvement of the state in research. Smart contracting for cyber security is explicitly
mentioned as an area to target. The fifth and last goal is the development of cross-sectoral
activities. International cooperation is the main implementing tool here, together with the
development of an updated legal framework.
Periodic exercises to keep readiness high are a very important part of implementation, both the
national ones and the "Locked Shields" cyber exercise organises at NATO level annually by the
Cyber Defence Centre of Excellence based in Tallinn.
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5.6.4. Barriers and challenges
Given the good results Estonia is achieving, there are few barriers internally. The main challenge
in cyber security comes in the Estonian context from the natively supranational nature of
cyberspace and the difficult path for widespread international rules and cooperation.

5.6.5. International cooperation
The cooperation dimension is present throughout the strategy document. It is mentioned in most
of the goals listed (in the critical infrastructure protection domain, in fighting cybercrime, in
developing cyber defence, in the final, cross-sectorial goal). Estonia hosts the NATO Cooperative
Cyber Defence Centre of Excellence and is committed to international cooperation in the cyber
domain mainly via the international, multilateral organizations (NATO, the Council of Europe, and
the European Union) rather than bilateral relations.

5.7. France
5.7.1. Main findings
The main best practice in France is directed under the National Cybersecurity Agency - Agence
Nationale de la sécurité des systèmes d'information (ANSSI). With a budget of € 80 million, ANSSI
is the national authority in the area of cyber defence and network and information security (NIS).
To fulfil its missions, ANSSI deploys a broad range of regulatory and operational activities, from
issuing regulations and verifying their application, to monitoring, alert and rapid response –
particularly on government networks. The main findings and activities carried out by ANSSI are
the following:


Reacting to the cyber threat: NSSI provides a monitoring, detection, alert and response
capability through its detection center, entrusted with the constant monitoring of sensitive
networks and the implementation of defense mechanisms tailored to of the various kinds of
attacks.



Supporting product and services development: In order to prevent threats, ANSSI plays a role
in the specification and development of a very high-grade product offer for government use
and trusted products and services for government departments and civil society use.



Providing information and advice: Knowing and anticipating the cyber threat and sharing our
knowledge with national actors, government authorities, industry and citizens; playing a
consulting and support role for government departments and operators of vital importance.



Training: Defining and implementing training policy, providing training to government
personnel (hyperlink to training centre)



Accreditation: Overseeing issuance of, or issuing, on behalf of the Prime Minister, security
accreditation (certification and qualification) for trusted products and service providers.
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5.7.2. Immediate impacts towards cybersecurity posture
The French national digital security strategy is designed to support the digital transition of French
society. It is also an unprecedented impulse that places France as a leader in promoting a road
map for European digital strategic autonomy.
In 2013, years of experience and cooperation with critical operators led ANSSI to propose the
adoption of a regulatory framework the Critical Infrastructure Information protection « CIIP Law »,
promulgated on December 18, 2013. The law was proposed with a view of establishing a common
minimum level of cybersecurity for all critical operators and reinforcing ANSSI to support them in
the event of a cyberattack.
The law is destined to apply to more than 200 public and private operators from 12 sectors already
identified as critical in France. Security requirements will apply only to the operators’ most “critical
information systems” that they are responsible to identify. The law provides with 4 main measures:
Incidents notification, Security rules, Inspection, and Major Crisis
Since 2015, the agency deploys a territorial action mechanism which enables it to take direct
action in the regions and tightly deal with local economic actors and authorities.

5.7.3. Implementation measures
The digitalisation of French society is accelerating, with relentless growth in digital services,
products and jobs. This has become a national issue. The digital transition favours innovation and
growth, yet it simultaneously carries risks for the State, economic stakeholders and citizens.
Cybercrime, espionage, propaganda, sabotage and excessive exploitation of personal data
threaten digital trust and security, thus calling for a collective, coordinated response based on five
strategic objectives:
1. Fundamental interests, defence and security of State information systems and
critical infrastructures, major cybersecurity crisis;
2. Digital trust, privacy, personal data, cyber malevolence;
3. Awareness raising, initial training, continuing education;
4. Environment of digital technology businesses, industrial policy, export and
internationalisation;
5. Europe, digital strategic autonomy, cyberspace stability.
An initial cybersecurity strategy was developed in France in early 2010 and was published in early
2011 shortly after the discovery of a cyberattack, the intention of which was to spy on the
economic and finance ministries. Up until the past few years, France defence and national
security depended on the expertise, behaviour and decisions of men and women with access to
the most sophisticated, protected and secret installations and equipment. But with the emergence
of a society that is massively connected, this responsibility is now partially shared by all French
people.
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5.7.4. Barriers and challenges
Despite a real effort in implementing cybersecurity measures in France, the country is still lagging
far behind the resources and staffing of the information systems security agency, compared to
those available to their counterparts in Germany or the United Kingdom. Although ANSSI has the
status of an inter-ministerial agency and a security and defence authority, in practice the texts do
not recognize the authority necessary to ensure the uniform application within the administrations
of the inherent rules to the security of information systems. Within the administrations themselves,
the opinions issued by those responsible for the security of information systems seem to be taken
into account in a very random manner.
The main challenges that face ANSSI in the cybersecurity domain are the following:
1. The staff and resources of ANSSI remain limited compared to those available to our
main partners. ANSSI does not have the necessary resources to disseminate
awareness-raising, training or advice in a more widely manner, nor to carry out the
audit and inspection activities to a satisfactory scale with the administrations or vital
importance.
2.

The security of information systems is not always considered a priority by the different
ministries

3.

Vital companies and operators are still insufficiently aware of the threats. The synergy
between public and private actors (companies, operators of vital importance) remains
very insufficient, whereas a close partnership would be essential.

5.7.5. International cooperation
ANSSI is highly active internationally as stated in its founding decree, which stipulates that it shall
"participate in international negotiations and liaise with its foreign counterparts". Taking a
multilateral approach, ANSSI works closely with the Ministry for Foreign Affairs and International
Development (Ministère des Affaires étrangères et du Développement international – MAEDI)
and the Ministry of Defence on the definition and promotion of French positions on political
cybersecurity priorities (e.g. application of international law to cyberspace, role of regional
organisations in the area of cybersecurity, etc.). ANSSI participated in the International
Telecommunication Regulations (ITR) negotiations in Dubai in 2012 under the auspices of the
International Telecommunications Union (ITU) and is included in the French delegation to the
Group of Governmental Experts (GGE) of the first UN Commission, on “telecommunications and
information in the context of international security”.
ANSSI has a strong presence at European Union (EU) and NATO level, through its role as a
National Communication Security Authority (NCSA) and National Cyber defence Authority
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(NCDA). ANSSI also represents France on the management board of the European Network and
Information Security Agency (ENISA) and in the National Liaison Officers (NLO) network set up
between ENISA and the Member States. Using its scientific expertise, ANSSI participates in the
work of international research communities. Finally, ANSSI is active within a range of international
communities on issues falling within the scope of its responsibilities: Computer Emergency
Response Teams (CERT); Security products certification (CCRA, SOG-IS, etc.).

5.7.6. Policy recommendation
ANSSI provides policy recommendations for each of the following areas:
o

Cryptography

o

Workstations and servers

o

Wireless and mobile connections

o

Networks

o

Web applications

o

Outsourcing

o

Video protection devices

o

Industrial systems

o

Wireless technologies

o

Management

5.8. Norway
5.8.1. Main findings
There are two cybersecurity best practices in Norway. The first one is the Norway National Cyber
Security Strategy 2012 and White Paper on new plans June 2017. These best practices is
implemented by the Ministry of Government Administration, Reform and Church Affairs, the
Ministry of Defence, the Ministry of Justice and Public Security and the Ministry of Transport and
Communications are responsible instances for creating the strategy. While the Ministry of Justice
and Public Security is primarily responsible for following up the strategy.
Objectives:
1. Better coordination and common situational understanding
2. Robust and secure ICT infrastructure for everyone
3. Good ability to handle adverse ICT events
4. High level of competence and security awareness. This will be achieved by
-

ensuring a more comprehensive and systematic approach to information
security;

-

improving ICT infrastructure;

-

ensuring a common approach to information security in public administration;
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-

safeguarding society’s ability to detect, alert and handle serious ICT incidents;

-

safeguarding society’s ability to prevent, detect and investigate cyber-crime;

-

making continuous efforts to raise awareness and competence and delivering
high quality national research and development in the field of information security

Meanwhile, the June 2017 white paper provides insights into the evolution of the national strategy.

5.8.2. Immediate impacts towards cybersecurity posture

1. Strengthening the co-operation between private and public organisations, civilian and
military organisations, and across borders.
2. Appointing a committee to consider the legal regulation of ICT security.
3. Establishing a national framework for digital incident response.
Furthermore, by establishing a national strategy for ICT security competence, the Government
will facilitate long-term development of such competences. The Government considers the
following areas to be particularly important:
-

Preventive ICT security – the individual organisation's ability to manage security.

-

Attack detection and response.

-

ICT security competences.

-

Critical ICT infrastructure.

5.8.3. Implementation measures
Specific measures in various priority areas should be initiated as part of the work on the ministries’
annual allocation letters to subsidiaries. These letters define goals and priorities for the coming
year. Measures affecting the private sector should be implemented in close collaboration with
private sector bodies. Measures affecting consumers should be implemented in collaboration with
consumer organisations. Prior to implementing new measures, a privacy impact assessment
should be conducted and, if necessary, the Norwegian Data Protection Authority should be
involved in planning and implementation.

5.8.4. International cooperation


Information security research must maintain a high international level, and be quick to
snap up changes in technology, infrastructure, and methods. Allocation of funding should
be based on international cooperation and close collaboration between academia,
infrastructure owners, relevant user groups, and the authorities. ICT security should also
be integrated with other relevant research programmes. Information security should be a
priority field in the Research Council of Norway’s portfolio.



All stakeholders should strive to facilitate productive interaction between both basic and
applied research groups, and leading ICT companies and academic environments across
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sectors. The public and private sectors should facilitate opportunities for students of
information security at the master’s level or higher to work with current relevant security
issues within a sector, or a single business, by proposing topics with concrete applications
for master’s and doctoral theses in information security.


Public authorities should employ R&D groups actively in its role as customer of various
products, development projects and services. Public authorities should facilitate
information sharing with the research community.



Norwegian cyber security researchers and affected businesses in the public and private
sector should be encouraged to participate actively in projects within the various EU
research programmes and other international research programmes of national interest.

5.9. The UK
5.9.1. Main findings
The best practice on cybersecurity in the UK is the UK Cyber Security Strategy - Protecting and
promoting the UK in a digital world that was first published in November 2011 covering the period
of 2011-2015. This programme received government funding of GBP 860 million (EUR 981
million) to deliver the strategy.30 This strategy was reviewed and renewed with the UK’s National
Cyber Security Strategy 2016-2021 directed under the National Cyber Security Centre. The
document was adopted in November 2016 by the government of the UK and aim to support the
UK to be secure and resilient to cyber threats, prosperous and confident in the digital world by
2021.31 In order to fulfil this main objective, the UK has three main pillars as follow:
1. Defend: this pillar aim to protect the UK against evolving cyber threats, respond
effectively to incidents, ensure UK networks, data and systems are protected and
resilient. Citizens, businesses and the public sector have the knowledge and ability
to defend themselves. In order to fulfil the outcome of this pillar, the Defend pillar has
strategic outcomes as follow:


Active Cyber Defence



Building a more secure Internet



Protecting government



Protecting our critical national infrastructure and other priority sectors



Changing public and business behaviours



Managing incidents and understanding the threat

30

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/60
961/uk-cyber-security-strategy-final.pdf
31

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/56
7242/national_cyber_security_strategy_2016.pdf
55

Overview of Cybersecurity Status in ASEAN and the EU

2. Deter: this pillar aim to support and develop UK to become a hard target for all forms
of aggression in cyberspace. Detect, understand, investigate and disrupt hostile
action taken against the nation, pursuing and prosecuting offenders. Have the means
to take offensive action in cyberspace, should the UK decide to do so. In order to fulfil
the outcome of this pillar, the Deter pillar has strategic outcomes as follow:


Cyber’s role in deterrence



Reducing cyber crime



Countering hostile foreign actors



Preventing terrorism



Enhancing sovereign capabilities – offensive cyber



Enhancing sovereign capabilities – cryptography

3. Develop: This pillar aim to create an innovative, growing cyber security industry,
underpinned by world-leading scientific research and development. A self-sustaining
pipeline of talent will provide the skills to meet national needs across the public and
private sectors. Cutting-edge analysis and expertise will enable the UK to meet and
overcome future threats and challenges. In order to fulfil the outcome of this pillar,
the Develop pillar has strategic outcomes as follow:


Strengthening cyber security skills



Stimulating growth in the cyber security sector



Promoting cyber security science and technology



Effective horizon scanning

5.9.2. Immediate impacts towards cybersecurity posture
According to the 2017 annual review of the UK’s National Cyber Security Centre, during the first
year of the implementation of National Cyber Security Strategy 2016-2021, it has managed to
achieve the following32:
o

Launched the Active Cyber Defence, which has prevented thousands of attacks and
reduced the average time a phishing site is online from 27 hours to 1 hour

o

Responded to more than 590 significant incidents, co-ordinating government’s
response and providing reassurance to the public

o

Led the UK response to the global WannaCry incident, which aff ected 47 NHS trusts,
providing vital assistance and reassurance to those impacted

o

Created a website to provide easy-to-understand advice and information to the
public. The site received 100,000 visitors in a single month and we issued 2,000
tweets over the year

o

Hosted 2,300 delegates and 173 speakers at our three-day CyberUK conference in
Liverpool, to share insights and build their understanding of cyber security

32

https://www.ncsc.gov.uk/news/2017-annual-review
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o

Seen a 43% increase in visits (4,000 visitors per month) to the Cyber Security
Information Sharing Partnership (CiSP), which allows the community to share
information about cyber threats

o

Produced 200,000 physical items for 190 customer departments through the UK Key
Production Authority, securing and protecting the vital communications of our Armed
Forces and the national security community

o

Helped nurture the next generation of cyber experts by hosting more than 1,000
young people on CyberFirst courses and inspiring 8,000 young women to enter our
CyberFirst Girls competition

o

Created the pioneering Industry 100 initiative to work with or embed one hundred
industry professionals within the NCSC, to provide challenge and innovation

o

Worked with more than 50 countries across five continents, including signing NATO’s
ground-breaking Memorandum of Understanding

5.9.3. Implementation measures
For the new strategy 2016-2021, the Government is investing a total of GBP 1.9 billion (EUR 2.16
billion) to achieve 20 strategic outcomes. A proportion of the Defence and Cyber Innovation Fund
will be allocated to support innovative procurement in defence and security. The strategy, which
is government-led, includes two new cyber innovation centres as part of the drive towards an
ecosystem through the development of cutting-edge cyber products and new, dynamic cyber
security companies.33 To ensure that the strategy is fully implemented, the National Cyber
Security Centre operates as part of the UK Government Communications Headquarters provides
weekly and annual threat and vulnerability reports.34

5.9.4. International cooperation
The strategy put much emphasise in the investment in partnerships that shape the global
evolution of cyberspace in a way that advances wider economic and security interests. The
international cooperation in cybersecurity aspect aim to deepen existing links with closest
international partners to enhance collective security. In addition, the cooperation intends to
develop relationships with new partners to build their levels of cybersecurity and protect UK
interests overseas, both through bilateral and multi-lateral measures, including through the EU,
NATO and the UN.35

33

https://cyberwiser.eu/united-kingdom-uk

34

https://www.ncsc.gov.uk/index/report

35

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/60961/u
k-cyber-security-strategy-final.pdf
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Chapter 6
ASEAN’s Cybersecurity
Trend and Priorities
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6. ASEAN’s Cybersecurity Trend and Priorities
6.1. ASEAN’s Cybersecurity Opportunities
Cybersecurity has been one of the most discussed topics in ASEAN Member States. For instance,
during the ASEAN-Australia Special Summit in March 2018, leaders of both ASEAN and Australia
agreed to boost cooperation on cybersecurity by signing a Memorandum of Understanding (MoU)
to combat international terrorism and their capability in using ICT to spread their ideology. 36
In addition, ASEAN has also concluded several partnerships with other countries to strengthen
its cybersecurity capability. For instance, The ASEAN-Japan Cybersecurity Capacity Building
Centre will be established in June 2018 and aim to develop the cybersecurity workforce in
ASEAN. This centre will be established in Bangkok, Thailand and will give trainings and
educations particularly towards governmental agencies and Critical Information Infrastructure
operators in ASEAN. The centre aims to train at least 700 cybersecurity personnel coming from
ten ASEAN Member States in four years.37
This commitment on increasing cybersecurity in the region is also complimented by increasing
budget allocated to cybersecurity. Since 2017, Singapore and Malaysia has invested heavily in
the development of cybersecurity that will also affect the region. In 2017, Singapore invested
0.22% of its GDP on cyber security, while Malaysia invested 0.08%. Singapore’s investment in
cybersecurity is the third largest in the world after Israel (0.35% of its GDP) and the United
Kingdom (0.26%). While Malaysia’s investment is the ninth largest in the world. 38 These
development held a great opportunity for ASEAN leaders to increase cybersecurity in the region.
Increasing cybersecurity in ASEAN will also provide further ICT integration in the region as
illustrated in Figure 5.

36

https://www.channelnewsasia.com/news/asia/asean-australia-special-summit-commitmentcybersecurity-trade-10054114
37 https://www.opengovasia.com/articles/asean-japan-cybersecurity-capacity-building-centre-to-belaunched-in-thailand-in-june-2018
38 https://www.businessinsider.sg/singapore-leads-asean-in-its-cyber-security-policies-but-the-regionneeds-to-work-together-report/
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Figure 5 – ASEAN’s Digital Opportunities

Source: Asia News Network39

6.1.1. ASEAN Digital Economy Trend
According to the e-Conomy SEA Spotlight 2017 report published by Temasek and Google, there
are more than 330 million monthly internet users at the end of 2017 in ASEAN. This number
represents a growth of +70% compared to 2015. More than 90% of these users are connected
through smartphones, and they spend about 3.6 hours per day on mobile internet, which is more
time than anywhere else in the world. This large number of internet users is estimated to further
grow Southeast Asia’s internet economy to reach USD 50 Billion (EUR 40.6 billion) in 2017. This
number represents a growth of 27% compared to 2015. This number will account for 2% of
ASEAN's combined GDP. In addition, by the sheer number of internet users in the region, sales
from e-commerce reached USD 10.9 Billion (EUR 8.8 billion) in gross merchandise value. The
acceleration of Southeast Asian e-commerce has been driven by the surge of marketplaces where
Small and Medium Businesses (SMBs) sell to consumers on mobile-first platforms.40
In addition, ICT investments also boosted the region’s digital economy. According to the AT
Kearney-Axiata study, ICT investment in the region has amounted to more than USD 100 billion
(EUR 81 billion) in 2014, which grows at over 15 percent annually.41 The development of ICT in
the region has helped entrepreneurs to gain access to new markets as well as construct new
businesses. Investment in digital technology also further creates new industries such as mobile
financial services, e-commerce, big data analytics, cybersecurity solutions, and transport
39

http://www.nationmultimedia.com/news/aec/asean_plus/30316023
https://aseanup.com/southeast-asia-digital-economy-2017/
41 http://www.southeast-asia.atkearney.com/innovation/asean-innovation/asean-digital-revolution/fullreport/-/asset_publisher/VHe1Q1yQRpCb/content/the-asean-digital-revolution/10192
40
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services. Moreover, according to the study, if ASEAN has successfully transformed itself into a
global digital powerhouse, it could potentially generate an additional USD 1 trillion (EUR 814
billion) in ASEAN’s GDP by 2025.
Realising the potential of e-commerce in Southeast Asia, ASEAN has adopted ASEAN Work
Programme on Electronic Commerce 2017-2025 as part of the ASEAN Economic Community
(AEC). Based on different strategic measures under the AEC Blueprint of 2025, the work
programmes is divided into different segments. As work progresses, the elements or initiatives
may be updated and other sectoral bodies identified. 42
The elements of the Work Programme are:
1. Infrastructure
2. Education and Technology Competency
3. Consumer Protection
4. Modernising the Legal Framework
5. Security of Electronic Transactions
6. Competition
7. Logistics
8. E-Commerce Framework
Specifically for elements no. (5) Security of Electronic Transactions, International Cooperation
amongst Cyber Security Agencies is highlighted. This initiative intend to establish an
international coordination mechanism amongst cyber security agencies to share best practices,
exchange information on policies, strategies and cooperate in response to cyber security
incidents. In addition, under this element the need for Coherent and Comprehensive Framework
for Personal Data /Privacy Protection in ASEAN is also emphasised. Both of these initiatives is
coordinated by TELSOM.

6.1.2. Research and Innovation
Research and innovation programme on cybersecurity in ASEAN is one of the crucial actions that
need to be given more attention. According to deputy chief executive of Cyber Security Agency
of Singapore, Singapore has established a fund of SGD 190 million (EUR 117 million) specifically
allocated for cybersecurity research over the period from 2015 to 2020. This research will allow
Singapore to develop products that are ready to use, intuitive and secure by design. Specific
focus is given to IoT environment that has becoming an important trend in Singapore's ICT
development.43

42

http://asean.org/asean-economic-community/sectoral-bodies-under-the-purview-of-aem/e-commerce/
http://www.southeastasia.atkearney.com/documents/766402/15958324/Cybersecurity+in+ASEAN%E2%80%94An+Urgent+Call
+to+Action.pdf/ffd3e1ef-d44a-ac3a-9729-22afbec39364
43
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6.2. ASEAN’s Cybersecurity Threat
Southeast Asian countries are still highly vulnerable towards cyber-related breaches and crimes.
The increase trade, capital flows and cyber linkages between ASEAN Member States resulted in
greater cyber threat landscape. It is estimated that the top 1000 ASEAN companies could lose
USD 750 billion (EUR 615 billion) in market capitalisation due to existing cybersecurity threats in
the region.44 In addition, cybersecurity issues also threatening the implementation of ASEAN
Digital Economy agenda that has become one of the main priorities within the ASEAN Economy
Community.
In Malaysia, the cyber-security organisations have reported a total of 6,800 cyber-security incident
reports as of July 2015 with fraud, intrusions and cyber harassment topping the list. The other
cyber-security incidents were content-related, denial of service (DDos), intrusion attempt,
malicious codes, spams and vulnerabilities reports. Similarly, in June 2016, it was reported that
over 2,100 servers belonging to government agencies, banks, universities and businesses in
Malaysia have been compromised and their access sold to hackers for as low as RM29 (EUR 6)
up to RM24,600 (EUR 5,200) on an underground cybercrime shopping website. The compromise
of servers has a significant threat to the personal information of users attached to that server that
can be used for identity theft and other form of cybercrime.
Meanwhile in Indonesia, cyber-attacks have infiltrated around 80% of the public domain, including
the top leaders of the country, and Indonesia has become the country with the highest risk in
information technology security. For instance, there is increasing amount of defacement to
Indonesia’s website (domain .id). In January 2013, hackers defaced more than 12 government
websites in Indonesia, including several ministries and national police websites, following the
arrest of an alleged hacker in East Java. Other crimes, such as e-commerce crimes or threats to
critical national infrastructures, are more serious issues that have to be addressed by the
Indonesian government.

6.2.1. Cybercrime
Cybercrime has a high economic cost for ASEAN countries. Between 2007 and 2012, Malaysia
reportedly lost nearly USD 900 million (EUR 733 million) to cybercriminals with an average 30
individuals falling victim to cybercrime every day, while over 70% of all crimes in the country are
considered cybercrimes. Additionally, cybercrime costs Indonesia USD 2.7 billion (EUR 2.1
billion) on an annual basis. In 2013, Singapore had the highest per capita losses to cybercrime in
the world at USD 1,158 (EUR 943).45
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Piracy is also a considerable threat to regional cybersecurity, as pirated software often lacks the
traditional security mechanisms of purchased programs and can further contribute to the spread
of malware. Cambodia has a piracy rate of over 95%, and Vietnam and Indonesia follow with
piracy rates over 80%46. It is currently estimated that regional consumers will spend USD 10.8
million (EUR 8.7 million) dealing with malware issues related to pirated programs.
In Vietnam, according to a report released by PricewaterhouseCoopers’ Technology Consulting,
there were 280,000 cyber-attacks recorded in Ho Chi Minh City in 2014, a record of 300%
increase from 2013. A report by AIG’s Asia Financial Lines also warned that Vietnam was ranked
12th in the list of countries facing the most cyber-attacks. In addition, Vietnam ranked third in the
list of countries with the most virus-infected applications downloaded for the Android operating
system. Vietnam suffers yearly losses of nearly USD 380 million (EUR 313.9 million) from cyberattacks due to inadequate information security protection, according to AIG.
A survey conducted by the Vietnam Information Security Association (VNISA) reports that 55%
of Vietnamese firms and institutions failed to establish procedures on information security. In fact,
45% of them were infected with self-spreading malicious codes. According to another survey by
Ernst &Young, 49% of Vietnam’s firms did not see privacy as a top priority while 40% failed to
research security issues. In July 2016, foreign hacker group successfully pulled-off cyberattacks
against Vietnam’s two largest airports in Hanoi and Ho Chi Minh City and the nation’s flag carrier,
Vietnam Airlines and caused severe disruption.

6.2.2. Cyber Espionage
In April 2015, FireEye threat intelligence published a special report detailing a long-running cyberespionage operation that has targeted multiple entities in Southeast Asian countries, namely in
Thailand, Malaysia and Vietnam. A threat group, called as Advanced Persistent Threat No 30
(APT 30) has been identified as a threat group that has one of the longest cyber espionage
operation histories starting from as far back as 2004. APT 30 takes a special interest in political
developments in South East Asia and India, and particularly active at the time of ASEAN summits,
regional issue, and territorial disputes between China, India and ASEAN countries. APT 30 also
targeted media organizations and journalists who report on topics concerning the region. 47

6.2.3. Cyber Terrorism
Cyberspace has also been use by terrorist groups to launch their attacks and create fear in the
society. For example, several groups of pro ISIS hackers have been active in hacking web hosts
to deface internet sites, spreading religious extremist propaganda and open calls for cyber
warfare on social media, as well as in harming online services and businesses. In Malaysia, A
ISIS-related hacker group, called AnonGhost, hacked the Facebook and Twitter accounts of the
46
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Royal Malaysian Police (RMP) by changing the profile photo and cover image 48. In addition, The
Cyber Caliphate hacking group managed to hack the Malaysia Airlines website in January 2015
causing the website to become inaccessible.49

6.2.4. Cyber Hacking
In April 2017, an anti-cybercrime operation led by Interpol has revealed nearly 9,000 malware
infected servers and hundreds of compromised websites in Southeast Asia. The Interpol Global
Complex for Innovation highlighted threats posed by 8,800 active command and control (C2)
servers in eight ASEAN countries, which include various malware families including those
targeting financial institutions, spreading ransomware, and launching Distributed Denial of
Service (DDoS) attacks and distributing spam. It also showed that nearly 270 websites were
infected with a malware code, including several government websites that may have contained
citizen’s personal data.50

6.3. Cybersecurity Initiatives in ASEAN
A more concrete step in cybersecurity protection in ASEAN is materialised by the development of
ASEAN Cyber Capacity Programme that was launched in April 2017. This 5 year programme
aims to build cyber capacity in ASEAN Member States by enhancing regional ability to respond
to the evolving cyber threat landscape and build a secure and resilient ASEAN cyberspace. 51 With
a budget of SGD 10 million (EUR 6.1 million), the programme will help fund various efforts to
deepen cyber capacities across ASEAN Member States including research and development,
experts training, as well as workshops, seminars and conferences. 52
Specifically, the programme has the objective of developing technical, policy and strategy-building
capabilities of ASEAN Member States various agencies tackling cybersecurity. It focuses on cyber
policy, legislation, strategy development as well as incident response. The programme will be
implemented in collaboration with Singapore's other initiatives including Singapore Cooperation
Programme established by the Ministry of Foreign Affairs as well as the Third Country Training
Programme with the United States. In addition, as part of the programme, Singapore is partnering
with the UN Office of Disarmament Affairs (UNODA) to develop a flagship UN online training
course on the Use of ICTs and International Security that will also address cybersecurity
development in ASEAN.53
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Another initiative in securing cyberspace in ASEAN is ASEAN Computer Emergency Response
Team Incident Drill (ACID). ACID aims to test and enhance incident response as well as broader
cooperation and coordination among ASEAN CERTS as well as some of their key dialogue
partners. In 2016, ACID was focused on several areas including Ransomware and cyber
forensics, in line with ongoing efforts to ensure that CERTS are up to date with current challenges
in the cyber realm.54
The last iteration of ACID was held in September 2017 in Hanoi, Vietnam involving ten ASEAN
Member States as well as five dialogue partners: Australia, China, India, Japan and South Korea.
The focus of this iteration was on the dangers of insufficient authentication and poor access and
included participants from both government agencies as well as from the private sector such as
BKAV, Viettel and VNPT.55
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7. EU-ASEAN Cooperation in Cybersecurity
7.1. Political Cooperation
Within the Cybersecurity Strategy for the European Union: An Open, Safe and Secure
Cyberspace that has been described in previous section, the importance of cooperation with other
countries and organisation is also highlighted. According to this document, to address global
challenges in cyberspace, the EU will seek closer cooperation with organisations that are active
in this field such as the Council of Europe, OECD, UN, OSCE, NATO, AU, ASEAN and OAS. 56
With this strategy, the EU tends to contribute intensifying the on-going international efforts to
strengthen Critical Information Infrastructure Protection (CIIP) cooperation networks involving
governments and the private sector. The EU also tries to promote developing the capacity building
on cyber-security and resilient information infrastructures in third countries. As such,
cybersecurity cooperation between EU and other regional organisation including ASEAN has
gained its momentum through this strategy.

7.1.1. EU-ASEAN Level
Cybersecurity cooperation between EU and ASEAN falls under Political dialogue and security
cooperation framework. In this regard, EU is a founding and active member of the ASEAN
Regional Forum (ARF). ARF aims to foster constructive dialogue and consultation to ensure
peace, prosperity and stability in the region and beyond. As part of this initiative, ARF also have
been working in many non-traditional security areas, including cybersecurity.

57

The importance of ASEAN-EU cooperation on cybersecurity is also reiterated in the February
2018 ASEAN Young Leaders Forum (YLF) held in Brussels, Belgium. Young leaders from both
EU and ASEAN Member States calls for a more comprehensive strategies and closer cooperation
between EU and ASEAN to enhance cybersecurity together as well as ensuring personal data
protection.58

7.1.2. Bilateral Cooperation
Bilateral cooperation between EU and ASEAN Member States is also an important aspect that
will lead to strengthening cybersecurity cooperation between the regions. Singapore has already
signed a number of MoU that aim to strengthen its Cybersecurity capabilities with several
European countries. The first MoU was signed between Cyber Security Agency of Singapore
(CSA) and Agence Nationale de la Sécurité des Systèmes d’Information (ANSSI) of France in
May 2015. This particular MoU aims to strengthen Singapore's cybersecurity capabilities through
56

https://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf
https://eeas.europa.eu/delegations/association-southeast-asian-nations-asean/906/asean-and-eu_en
58 https://eeas.europa.eu/headquarters/headquarters-homepage/40499/eu-and-asean-young-leadersaddress-shared-global-challenges_en
57

67

Overview of Cybersecurity Status in ASEAN and the EU

more regular bilateral exchanges, sharing of best practices and efforts to develop cyber security
expertise.59
The second MoU was signed between CSA and the Cabinet Office of the United Kingdom in July
2015. The MoU aims to establish cooperation in four areas related to cybersecurity, including
cyber security incident response and cyber security talent development. A joint cyber R&D
collaboration between the two countries is also foreseen by this MoU.60
In order to strengthen this MoU, in April 2018, Singapore and the United Kingdom signed a
Memorandum of Cooperation (MoC) on Cybersecurity Capacity Building. The MoC aims to extend
the close cooperation between the two countries. Beginning in September 2018, the MoC will
support cybersecurity capacity building programmes to Commonwealth Member States for a twoyear period beginning September 2018. The MoC also serves to cement the UK active
participation Singapore’s ASEAN Cyber Capacity Programme launched in 2016. 61
Finally, the third MoU was signed between Singapore and the Netherlands in July 2016 between
CSA and the National Cyber Security Centre (NCSC) of The Netherlands. Within this MoU, CSA
and NCSN agrees to have regular bilateral exchanges, sharing of cyber security best practices
and strategies aimed at protecting critical information infrastructures as well as access to training
and workshops. This MoU will last for an initial period of two years. 62
Vietnam also has signed a bilateral collaboration on cybersecurity. In March 2016, a MoU was
signed between Finnish Information Security Cluster (FISC) and Vietnam Cyberspace Security
Technology., JSC (VNCS), Vietnam Information Security Association (VNISA) and CMC Group.
This MoU will serve to enhance cooperation between Vietnam and Finland to promote IT,
especially in cooperation in the field of information security, cyberspace. More specifically, the
MoU will address the fields of business development cooperation, technology transfer, the
construction of projects on information security and network security; consultations, technical
cooperation, education and training exchanges, policy information exchange and management,
workshops, events, testing and surveys.63
Another MoU was also signed between Malaysia Digital Economy Corporation and UK Trade &
Investment in order to strengthen UK-Malaysia partnerships in the ICT sector. The MoU was
signed in June 2016 and will increase cooperation of both countries in promoting Digital Economy
solutions, particularly in areas such as IoT, Cloud, Big Data Analytics (BDA), Cybersecurity, eCommerce and Fintech in addition to artificial intelligence; encouraging academia and industry
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collaboration between Malaysia and the UK 64. It will also facilitate the implementation of joint
projects on research and development, as well as innovations in respect to sustainable smart
cities development and technologies. The signing of this MoU is crucial for both countries since
Malaysia needs to enhance the speed of development and deployment of its domestic digital
economy. The MoU will also provide opportunities for businesses from both nations to collaborate
and enhance talent capabilities.

7.2. Technical Cooperation
The Innovation Cyber Security Ecosystem at Block 71 (ICE71) was launched in March 2018.
ICE71 aims to strengthen Singapore’s growing cyber security ecosystem by attracting and
developing competencies and new technologies. ICE71 is ASEAN's first regional cyber security
hub that will cater the needs of digital start-ups in Singapore and beyond. Singaporean companies
of Singtel and Innov8 together with National University of Singapore. The initiative is also
supported by the Cyber Security Agency of Singapore (CSA) and the Infocommunications Media
Development Authority (IMDA) 65
In order to provide an open learning platforms and support cyber security start-ups, ICE71 is
cooperating with UK-based CyLon. CyLon is Europe's leading cyber security accelerator and
seed investment programme to help entrepreneurs build their cyber security businesses 66.
Through this partnership, ICE71 will support its end-users with three initial programmes – Inspire,
Accelerate and Scale. 67


Inspire: five-day pre-accelerator boot-camp for researchers, students and aspiring
entrepreneurs to test and qualify their cyber security business concepts.



Accelerate: three-month accelerator programme to equip early stage start-ups with financial,
business structure and go-to-market strategies.



Scale: landing pad designed to provide market access to help growing global and local startups to scale their businesses into the Asia Pacific region.

Hence, the partnership between ICE71 and CyLon will contribute directly to cybersecurity
ecosystem in ASEAN through helping cybersecurity start-ups grow and contribute in
strengthening ASEAN's cybersecurity.
Another technical cooperation between ASEAN and EU Member States is the development of
cyber training academy in the Asia Pacific University that was launched in February 2018.
Malaysia Digital Economy Corporation has partnered with The UK-based Protection Group
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International (PGI) to build the academy that aims to protect and enhance Malaysia’s digital
economy and build cyber security training capability across the Asia-Pacific region. PGI's
contribution to the academy is by installing some of its Cyber Training infrastructure at the APU,
delivering SOC Incident Responder training to 72 Malaysian delegates, and training two
Malaysian trainers so that the new facility will be self-sufficient68. PGI has also committed to
sharing knowledge and best practice and provide ongoing support and advice to MDEC’s efforts
to build Malaysia’s cyber security industry.
The output of this cooperation is twofold69:
1. Increasing the numbers of Malaysian cyber security professionals through training and
certification
2. Building Malaysian cyber security training capability as well as a regional training centre,
reskilling people and supporting programmes across the Asia-Pacific region.

7.3. Research and Innovation Cooperation in FP7 and H2020
The current Horizon 2020 (H2020) funding programme provides a good avenue to enhance
cooperation between EU and ASEAN on cybersecurity topics.
One of the specifically related project to ICT and cybersecurity cooperation between EU and
ASEAN is the CONNECT2SEA project. CONNECT2SEA aimed to contribute to the creation of
strategic synergies in the Information and Communication Technologies (ICT) research,
development and innovation between the EU and SEA and also between SEA countries.
CONNECT2SEA’s activities include the transfer of experiences and cross-fertilisation in order to
leverage synergies between the countries involved and lay the foundations for strategic
partnerships with sustainable impacts.70 The project ran from December 2013 until May 2016 and
was funded under the EC's 7th Framework Programme.71 As part of the project deliverables,
CONNECT2SEA calls for expanding cybersecurity cooperation between EU and ASEAN. This
recommendation could be implemented through 72:


Create ASEAN Cyber Security Technical Committee and link bodies responsible for
legislative and policy issues (such as TELSOM) with bodies responsible with R&D issues
(such as COST).



Encourage and initiate ASEAN Joint projects on Cyber Security Standardization and
Architecture Framework
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Assessment of the maturity of activities in Cyber Security in AEAN



Create a special EU-SEA cooperation program, which is similar with one with China,
Japan, Mexico and Brazil

YAKSHA is the most recent Horizon 2020 projects specifically addressing cybersecurity
cooperation between EU and ASEAN. YAKSHA is funded under the ICT-39-2016-2017:
International partnership building in low and middle income countries call. The other projects
funded under this call are targeting Africa73. YAKSHA aims at reinforcing cooperation and building
EU-ASEAN partnerships by developing a cybersecurity solution tailored to specific national needs
leveraging EU Know-How and local knowledge. The project will enhance cybersecurity readiness
levels for its end users, help better prevent cyber-attacks, reduce cyber risks and better govern
the whole cybersecurity process. YAKSHA is ideally positioned to help secure the global
manufacturing supply chains, given its focus on IoT Security.
YAKSHA aims to provide an automated framework for deploying honeypots and correlating the
collected information. The goal is to enable end-users, whether they are governments,
organisations or companies, to easily set up customised honeypots, which will allow them to
understand how their systems are being attacked on the wild, in an autonomous way.
YAKSHA will take into consideration particular needs of ASEAN countries in order to customize
the software platform and co-create the ideal ecosystem and business model; and, secondly,
promote field activities of engagement and business exploitation, which will allow its sustainability.
In addition, YAKSHA will enhance cybersecurity readiness levels for its end-users, provide
mechanisms to prevent cyber-attacks, reduce cyber risks and better govern the whole
cybersecurity process. The YAKSHA software solution will be validated in real-world pilot projects
in both Europe and Southeast Asia regions, initially focusing on Vietnam, Malaysia and Greece.
Lastly, YAKSHA will also create YAKSHA Label of Excellence which is a European certification
of technology excellence and will serve as a sustainable recognition of the product’s qualities after
the project is finished. YAKSHA Label of Excellence will support ASEAN users to certify the
quality, security and functionality of labelled product and services. In the long run, there will be
more end-users who prefer SMEs and large businesses who have YAKSHA’s label of excellence
due to their increased safety and overall better cybersecurity management.
As part of effort in increasing EU-ASEAN people-to-people cooperation on cybersecurity,
YAKSHA will be supported by the network of 100+ YAKSHA Ambassadors. These are
representatives of YAKSHA who are active in the field of cybersecurity, software and/or more
largely internet security and defence.
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8. Cybersecurity Architecture Framework
8.1. Framework Proposed in CONNECT2SEA
The CONNECT2SEA project aggregated in-depth knowledge and insights on the EU-ASEAN ICT
ecosystems, spotted mutual synergies and eventually paved way for potential collaboration
incentives for the regional stakeholders through policy based assistance. In addition to engaging
influential target groups during the project lifetime, it established a sustainable model to extend
future uptake of results and developments. It created a Cyber Security community of practice to
bring European and South-east Asian stakeholders aboard and thus foster extended cooperation,
knowledge exchange and technical capacity transfer. It stood on the pillars of providing technical
assistance to the ASEAN countries which were at the nascent stages of developing the ideal
infrastructural competencies and architectural frameworks to start with. Targeted assistance
provided in terms of enabling successful R&D activities thus proved to be significantly effective in
promoting inter and intra-regional cooperation.
The Cyber Security Architecture Framework in general, is a blueprint that serves as a roadmap
to further develop and enhance the core ideation for improved implementation. The overall
construction of the infrastructure of Cyber Security, the legal setup and R&D organization is still
kept interoperable. The Cyber Security Architecture Framework of CONNECT2SEA is reliant on
the Enterprise Architecture Framework (EAF) as the EAF is well developed in the European
countries. It enables provision of a systematised methodology to better understand and plan the
ICT infrastructures. Furthermore, it is economical and guarantees the interoperability.
The Information Technology Institute, Vietnam National University (ITI-VNU), Vietnam, one of the
partners of the CONNECT2SEA project, pioneered the development of Cyber Security
Architecture Framework for the developing countries of ASEAN. It was coined as ITI-GAF
architecture framework.
ITI-GAF is composed of the following essential elements:


A generic Enterprise Model;



An Evaluation Model of the enterprise maturity;



The standards of the Enterprise Development and a roadmap to implement those



Recommendations of actions and key projects;



Governance Model; and



Financial mechanism.

The Cyber Security Architecture Model considers two schemes depending on the size of the
organisations:
1. The simple model - recommended for small enterprises; and
2. The intermediate model - recommended for larger enterprises
73

Overview of Cybersecurity Status in ASEAN and the EU

ITI-GAF banks on a simplistic approach and methodology that suits the awareness, capability and
improvement readiness of the developing countries. The resulting feedback from its application
in countries as Vietnam, Lao, Myanmar complements the value and potential of ITI-GAF.
A case study

74was

implemented in the context of Laos. The project research team got the

opportunity to present and discuss the framework with the Ministry of Science and Technology
(DIT). The framework was updated to address country specific challenges, leading to further
recommendations and assessments on cyber security issues in Laos to realign cooperation and
resolve governance and finance issues.
Cyber Security Architecture Framework supports in connecting the policy with R&D and CIO, The
standardisation and reference models from the EU were used in CONNECT2SEA to bridge gaps
and develop the same. The workshops and Cyber Security forums organised within the framework
of the project provided further knowledge to enrich the conceptualisation. The ASEAN Cyber
Security dashboard developed by the project mapped different ASEAN countries and the R&D
activities in place to tackle the ICT deficiencies in the region. This also included the Cyber Security
Architecture Framework, Standards and Guidelines for Enterprise and Government Office Cybersecurity Policy.

8.2. Adaptation of the Framework to Increase Cybersecurity Standard
in ASEAN
As far as the application perspective is concerned, ITI-GAF has been implemented in by the
architecture team of ITI in their projects on E-Parliament. In addition, the 3-level E-Agency Model
of Hanoi City and ICT system for the National Pharmaceutical and Cosmetics Administration have
also provided platforms to successfully showcase the application potential of the framework.
YAKSHA will act as a large scale platform of successful demonstration and implementation of the
Cyber Security Architecture Framework, thus responding to a variety of challenges and needs
across the ASEAN. The security levels of organisations will be further strengthened. The success
the Cyber Security Architecture Framework has had with regional application is a clear indication
of the market replication potential it possesses. The framework will be tailored to the regional and
national requirements. In addition to rightly exposing the cyber threats faced by the organisations,
the project will indirectly enhance the technical efficiency of these organisations which in turn
would be a major leap in contributing to the productivity of the ASEAN region.

8.2.1. EU
The EU exhibits sound Cyber Security infrastructures as models for the ASEAN region to
inculcate practices that overcome technical limitations and political hindrances. It promotes
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working in conjunction with the ever evolving global cybersecurity ecosystem supported by a
pragmatic approach.
The EU has been very vigilant of the global cyber threats. In October 2017 75, the European
Council reiterated the adoption of a standardised approach common to all European countries to
EU Cyber Security following the reform package proposed by the European Commission in
September. As a result, the follow-up reforms will build on the existing measures laid out by the
directive on security of network and information systems - the NIS directive.
One of the major developments in this regard has been the introduction of an EU-wide Cyber
Security certification framework. As mentioned in a Covington and Burling report 76, the
Framework will establish itself around the existing Union and international technical standards
and be voluntary, but replace all existing national cybersecurity certification schemes or
procedures for ICT products and services. It will hence also regulate the operations of the
European Union Agency for Network and Information Security (ENISA). Within the European
territory, currently the prominent European Standards organisations namely CEN, CENELEC,
and ETSI have been operational in minimising duplication of standards. ENISA supports these
organisations in maintaining a sustainable framework for cybersecurity standards in Europe.
ENISA has been working since 2014 to bridge the gap between the Member States and the
industrial actors. It also outlines the privacy standards for the European businesses in order to
support them in successful combat of all sorts of cyber threats. Therefore, in context of the new
Framework, ENISA will adapt itself to the new legislations and thus a realigned solution will be
implemented. Such developments coincide well with the timeline of YAKSHA and hence the
project team will be able to adapt the delivery of results with the state of the art of Cyber Security
in Europe.

8.2.2. ISO
In order to assess and understand the cyber security maturity level of an organisation, any number
of standards may be brought into practice. The core architecture of the discussed framework i.e.
ITI-GAF, developed with the Enterprise Architecture approach is based on the ISO 27001 and
ISO 27002. In practice, however, it is not simplistic for the technical actors, users and managers
to fill all the details related to around 170 standards.
The ISO family of standards provides a safe shelter for the information assets of an organisation.
The International Organisation of Standards is responsible for developing and revising these
standards. Particularly, ISO 27001 is internationally recognised and accepted and is the bestknown standard in the family addressing requirements for an Information Security Management

75
76

http://www.consilium.europa.eu/en/policies/cyber-security/
https://www.cov.com/-/media/files/corporate/publications/2017/09/the_eu_gets_serious_about_cyber.pdf

75

Overview of Cybersecurity Status in ASEAN and the EU

System (ISMS). It is not an obligation for an organisation to have ISO 27001 but it is a practice
by large organisations to reassure the customers and maintain a sense of trust with them.

8.2.3. NIST
The National Institute of Standards and Technology (NIST) Framework also aims to elevate the
Cyber Security infrastructure. The Framework intends to make use of business drivers for guiding
Cyber Security activities as part of an organisation’s risk management structure and processes.
It consists of the following three parts:
1. The Framework Core;
2. The Framework Profile, and
3. The Framework Implementation Tiers.
As given in an NIST report77, the Framework provides a common language to communicate
requirements among inter-dependent stakeholders responsible for the delivery of necessary
critical infrastructure services. The Information Technology Institute, Vietnam National University
(ITI-VNU), Vietnam has further exploited the ITI-GAF to explore and exploit the functionality
potential of the Cyber Security Architecture Framework. It implemented an assessment model for
a Vietnamese organisation78 with the Enterprise Architecture approach based on the ISO 2700x
and NIST SP 800-53 Rev.4. The NIST approach is considered to be expensive, complex as
compare to ISO 27001 and not directly integrated to the architecture of the enterprise. Therefore
it has been observed that it is not suitable for application in developing countries.
As one of the outlining conclusions, in developed countries, there is adequate investment in
infrastructure, the architectural competencies are sound and synchronised; citizens are
accustomed to high tech services, have consciousness of the risks associated with Cyber
Security. Therefore the Cyber Security Frameworks can directly respond to these objectives.
However, in the developing countries, Cyber Security the architecture framework is still under
developed, the organisational infrastructure lacks investment and the people are not very familiar
with the cyber risks. This clearly implies that only a simple framework of Cyber Security would be
able to possibly cater the demands of the ASEAN region at efficient costs. Hence the ITI-GAF
framework rightly complements the regional attributes and needs, and is well positioned to serve
as a key building block for YAKSHA to provide front-runner solutions.
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9. Preconditions for Building a Resilient Cybersecurity
Ecosystem in ASEAN
ASEAN countries are progressively adapting to digital innovations and technical advancements,
which in turn has led to an increased vulnerability of the technological ecosystem to cyber-attacks.
ASEAN has already surpassed other regions to collectively emerge as one of the top digital
economies of the world. Huge growth possibilities and market opportunities have called for an
increased influx of multinational companies that aim to establish themselves in these countries
for the long run. However, susceptible digital infrastructures have brought ASEAN on the target
list of cyber criminals. This could well be responsible for hindering further foreign investment in
the region as the trust and confidentiality of the firms and associations is potentially at stake.
At the individual level as well, trends and priorities suggest that there is a definite lack of
awareness that accounts for millions affected from different types of cyber-attacks. Digitisation
and more specifically mobile internet has strongly contributed to high risk scenarios in some of
which the users are persuaded to share their personal information including the bank account
details. In order to realign the ASEAN Cyber Security strategy, political, cultural and technical
opportunities and challenges have been discussed in detail below.

9.1. Political Opportunity and Challenges
The initiation of counter-measures has to start at the very grass-root level. This calls for immediate
political attention and therefore, the governance models have numerous challenges ahead in this
respect. In addition to specific policy definition and revision at the regional and national levels,
adequate amount of funds need to be assigned and allocated for optimising the manner in which
the problems are addressed. The same has been discussed below.

9.1.1. Policy Definition
The ASEAN region lags behind in terms of policy and governance. Lack of enforceable policies
to serve as guidelines is consistently paving way for cyber intrusion and breaches. A report
published by the International Policy Institute in April 2016 clearly highlights the deficiency of
compliance mechanisms and intra-bloc divergences in security priorities as factors responsible
for ineffectiveness of the current combat measures. The report also discusses the need to
transcend discussion forums and conferences. The political, legal, economic and cultural aspects
need to unify in order to develop and maintain a sustainable policy framework specifically at the
regional level.
Another obstacle that hinders the overall defence is that the governance capacities differ across
the ASEAN bloc. Developed countries like Singapore and Malaysia have a comparatively
effective stance. Whereas, when it comes to digital economy, developing countries like Cambodia
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and Laos have different priorities set out. Adequate adaptation with the other ASEAN states and
with the global scenarios can reflect positive results in the coming future.
The nature of Cyber Security policies is also different in the region. Active policies in the ASEAN
member states are either to aid the digital growth or to limit the crimes. The combat measures
given the increase in cyber-attacks over the past years, have to be more strategic and aggressive.
Replication of existing policy models in countries that shield Cyber Security effectively could be
one of the solutions.

9.1.2. Investment in Cybersecurity
The emphasis laid on the evolving digital economy in ASEAN needs to go hand in hand with the
attention paid to ensuring a secure and sustainable cyber environment. An ATKearney report 79
suggests that the region must spend an equivalent of USD 171 billion (EUR 141 billion)
collectively between 2017 and 2025 on achieving the required immunity against Cyber Security.
The report also mentions that ignorance to the current state of Cyber Security could be
responsible for depriving the top 1000 companies of the region of USD 750 billion (EUR 619
billion) in market capitalisation. These numbers are a direct indication of the fragility of the
situation and the funds spent on Cyber Security need to gradually accelerate in order to tackle
the challenges that the digital growth and innovation faces and foresees. In 2017, the ASEAN
countries spent around 0.13 percent of their GDP on Cyber Security. However, the average
estimated amount that these countries need to spend has to be more than 0.35 percent of their
respective national GDPs. A report80 published by NIKKI Asian Review in February 2018
highlights Singapore as the leading country in terms of the investment it made into addressing
Cyber Security concerns. According to the report, Singapore spent 0.22 percent of the national
GDP.

9.2. Cultural Opportunity and Challenges
South-east Asian cultures have a significant influence on the future of Cyber Security. A sense of
social integration among the Member States complements the political dialogue and is a seen as
a positive aspect to rightly cater the needs in context of Cyber Security. However, the social unity
is also indirectly a cause for the widespread of internet. Key aspects have been discussed in the
sub-sections to follow.

9.2.1. Internet Piracy
Global trends of increased internet piracy have been visibly reflected by the increased digital
piracy in Southeast Asia. A JSIS Washington study81 stresses on the fact that in developing
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ASEAN member nations like Vietnam and Cambodia, piracy is one of the most frequent sources
of cyber-attacks at the individual level of internet usage and the countries incur losses of around
USD 10.8 million (EUR 8.9 million) annually. The Global Piracy statistics 82 for the year 2017, as
released by MUSO revealed that Indonesia is ranked 8 th in the list of visiting piracy websites with
the number of visits equal to 10.4 billion (EUR 8.59 billion) on an annual basis. Most of the piracy
involves internet users accessing unlicensed streaming platforms that provide free of cost access
to limitless content in the form of multimedia, audio files and other content such as duplicated
versions of software and applications.

9.2.2. Digital Networking Trends
Over the years, South-east Asia has seen an exponential growth in the number of mobile users.
With the advent of new players in the mobile market, the citizens now have a wide variety of
economical and competent alternatives to choose from. This has undoubtedly helped the
affordability element of digitisation but the adverse effects in this respect have been enormous.
Although to a limited extent, there is attention paid to secure the computer devices by installation
of anti-virus applications and extensions. This enables security to a moderate extent while
accessing the internet. However, as it became common to use low-cost internet which is now
hugely complemented by affordable smartphones, the Cyber Security aspect got side-lined as
little heed is paid to ensure that the internet sessions are secure and the private information on
the devices remains protected. A Business Insider article83 shows that on an average, a Southeast
Asia user spends 3.6 hours per day on the mobile internet. As a result of these trends, the internet
penetration in ASEAN has led to an increase in cyber-terrorism and other forms of cyber-attacks.

9.2.3. Cybersecurity Awareness
Cybersecurity is a less known concept not only in South-east Asia but on an average, at the global
level as well. ASEAN as it exposes a large surface highly prone to cyber-attacks, the awareness
level is alarmingly low both at the individual and organisational standpoints.
The Norton Cybersecurity Statistics Report84 of 2017 disclosed the number of adults who became
victims of cybercrime. As a matter of fact, Indonesia and Singapore were ranked 9 th and 15th with
59.45 million and 1.26 million adults falling prey to cybercrime respectively. Low level of
awareness is the sole reason for such statistics and the aftermath of the consequences of
cybercrime is unavoidable at the victim’s end.
In terms of confidential or private information sharing, a significant portion of the cybercrime
victims agree to share their bank account information on insecure platforms. Another factor that
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turns out to be a driving factor in facilitating cybercrime is use of low strength passwords for user
accounts. A notable trend indicates that most of the people use the same password for different
accounts.

9.3. Technical Opportunity and Challenges
Malaysia and Singapore are known to possess one of the best national cybersecurity agencies in
the world in terms of efficiency and combat measures and standards. Lack of provisions to fund
Computer Emergency Response Teams (CERT) and to equip trained additional national security
forces is a major hindrance for other ASEAN countries to effectively respond to threats.
At the organisational level, appropriate risk identification, planning and mitigation coupled with
adequate infrastructural capacity is the major technical challenge as far as Cyber Security combat
is concerned. Special Cyber Security frameworks need to be devised adapted to the firm structure
and operational trends. Furthermore, personalised trainings could be developed and provided to
IT professionals. Main elements of the technical opportunities are discussed below.

9.3.1. Threats
Terrorist groups primarily attack critical infrastructure sites which lead to humongous economic
losses and disruption of normal daily life. Firms under the risk of cyber-attacks tend to have a less
durable infrastructure to shield any intrusion. In addition to attacks and threats to firms, cyber
criminals have been targeting governmental and military websites in the Member States. Key
military documents, internal communication and other discreet information subject to such attacks
could result in everlasting detrimental consequences.
As discussed in an A.T. Kearney report85 from January 2018, an ecosystem needs to be
developed in the ASEAN bloc to enable frequent sharing of threat intelligence, extending cyber
resilience across the entire supply chain. In addition development of regional public–private
partnerships (PPPs) and industry alliances would be a major leap in response to cyber-attacks.

9.3.2. Attack Patterns
The combat mechanisms developed these days specifically take the attacker’s perspective into
consideration. Prediction models are thus incorporated into the tools and techniques to counter
measure the attacks. Specifically, organisations need firewalls, endpoint protection, intrusion
detection, web filtering and all sorts of other necessary layers of security to effectively ensure that
the firm is not exposed to any threat by any means. At the employee level, the confidential
information is at times extracted from the employees. Targeted attacks on an employee’s device
lead the cyber attackers to such information.
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At the individual user level, redirection to untrusted websites is a common algorithm that the cyber
criminals apply for targeting the browsing user. The user is prompted to install untrustworthy
extensions and plug-ins which provide the attacker with the very first success. Unessential
updates as requested from the user can guide the attacker to access the information he is looking
for.

9.3.3. Malware
Commercial and government entities across ASEAN Member States namely Singapore,
Malaysia, Thailand, Vietnam, Philippines, Indonesia, and Brunei have been very prone to
malware and high risk reports have been retrieved in the past years. A report 86 published by
FireFly and Singtel indicates that more than half of the targeted malware detected in Southeast
Asia come from government and telecommunications sites. Therefore the e-governance model
needs to be reassessed and the platforms that host confidential information need to be made
more secure.
According to an article published by Deloitte, the most common approach taken by the attackers
to spread the malware among the common users is generally online media. It is advisable to use
specific anti-virus to treat specific malware. The user is at times made susceptible to install
unnecessary updates which eventually open the doors for the attacker to jump into the system.
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10. Conclusion and Recommendations
ASEAN Member States have great potential of benefitting from the Digital Economy development
in the region. Digital Economy has a potential of generating EUR 814 billion towards ASEAN’s
GDP by 2025. A good momentum for strengthening cybersecurity in ASEAN has also already
created with several cybersecurity-related meetings and official documents between ASEAN
leaders, including the Master Plan on ASEAN Connectivity. The implementation of several
programmes, including the ASEAN Cyber Capacity Programme is also providing an opportunity
for ASEAN Member States to strengthen its cybersecurity capacity. In addition, several
agreements specifically on cybersecurity between ASEAN and third countries, including with
Japan, South Korea, and Australia is being implemented. In particular, Singapore and Malaysia
are the two countries that already developed bilateral cooperation with European countries as
well as other countries.
In terms of cybersecurity regulatory framework, both ASEAN as an institution and its Member
States, with the exception of Singapore and Malaysia, are still in a nascent stage. Despite several
threats and weaknesses, there is still a lack of regulatory frameworks that specifically addresses
cybersecurity issues in Southeast Asia. Several countries, such as Singapore, Malaysia Thailand,
and recently Indonesia have developed a specific government agency to manage cybersecurity
issues in their respective countries. Thus, following the European example of the NIS Directive,
it would be very beneficial if the ASEAN Members came together to build a set of regulatory
measures to coordinate efforts on regional and national levels. It would be important to establish
concrete regulations that each country should follow and general ones for the whole region, in
which each member should give its own contribution; this potential directive would also indicate
how each individual country should work on its capabilities, by defining networks and programs
to help forge the foundations, on a national level, for a safer cyber environment. In order to help
cement this potential regulatory directive, also using Europe as reference, from our point of view,
ASEAN could have an agency (like ENISA) to put into practice the measures and guidelines
previously outlined.
To further EU-ASEAN coordination on cybersecurity, regular high-level meeting between EU and
ASEAN representatives is recommended. This meeting will act as a strategic forum for the
discussion between high level representatives of EU and ASEAN on cybersecurity to discuss and
provide suggestions on mechanisms of how to address problems and obstacles of the
collaboration between EU and ASEAN, as well as to seek for solutions for enhancing the
cybersecurity collaboration between two regions in both the RDI and policies / master plan. The
meeting will also help to synchronize cybersecurity regulatory framework of both regions. The
participants of this meeting could include the EU Ambassador to ASEAN, ASEAN Secretariat
Officers for COST, ASEAN Secretariat Officers for TELSOM, Delegations of the EU to Indonesia
and Brunei Darussalam, national agencies responsible for cybersecurity, as well as researchers
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and academician. These high-level dialogue were conducted within the scope of CONNECT2SEA
Project and has proven to be useful in understanding the challenges and opportunities for EU and
ASEAN cooperation in ICT.
However, at the regional level the current initiatives are still limited to targeting technological
mitigation and responses only. More coordinated efforts at the regional level reinforced with good
governance and clear policies at the national level are still very much needed to deter
cybersecurity issues in the region. To create a regional cybercrime force would be a major step
in order to decrease the amount of attacks that affect the region. This “cyber police” would be
able to act on cybercrimes and potential threats, as well as to help law enforcement on a regional
basis and also on a national one by working in cooperation with the authorities responsible to fight
these types of crimes in each member country. In addition, despite the persistent cybersecurity
threats coming from malware attacks, cyber hacking and other type of cybercrimes in Southeast
Asia, there is still a lack of awareness form all relevant stakeholders. As already mentioned, the
ECTEG (European Cybercrime Training and Education Group) was identified as a relevant
solution in Europe and we believe this is a good model to be recreated with the aim of raising
attention and disseminate more information on the cybersecurity topic. A more broad audience
could be targeted with education programmes and events developed by the group in close
partnership with national law enforcement authorities that would reach a more targeted audience.
The EU is also seen as a capable institution that could strengthen ASEAN cybersecurity posture
by leveraging EU Know-How and expertise. EU-ASEAN Cybersecurity Cooperation initiative is
also encouraged. The need for a more comprehensive EU-ASEAN cybersecurity cooperation has
already been expressed by several initiatives, including CONNECT2SEA project. Within this
project, information and experience exchanges, funding mechanisms to support the EU-ASEAN
research and innovation on ICT were recommended. In addition, the project also recommended
for establishing a centre for ICT cooperation between EU and ASEAN. In order to strengthen
these recommendations, a centre for cybersecurity cooperation between EU and ASEAN is also
needed since both regions are facing a similar cyber threats, a closer coordination will enable
both regions to increase the expertise as well as improve efficiency in responding to cyber
incidents.
In addition, the European Cybersecurity Competence Network and Centre proposed in
September 2018 could also be used in order to strengthen EU-ASEAN cooperation in
cybersecurity since it is aimed to create an inter-connected, Europe-wide cybersecurity industrial
and research ecosystem as well as encourage better cooperation between relevant stakeholders.
Besides improving European cyber resilience, The European Cybersecurity Competence
Network and Centre could work with ASEAN cybersecurity instruments such as ASEAN
COST/SCMIT and TELSOM to become a networking or platform of collaboration for exchange
and sharing knowledge and experiences of the EU to ASEAN.

85

Overview of Cybersecurity Status in ASEAN and the EU

This deliverable also supports the creation of Cyber Security Architecture Framework suggested
in the CONNECT2SEA project. The framework supports the connecting cybersecurity policy with
R&D and CIO, The standardisation and reference models from the EU were used in
CONNECT2SEA to bridge gaps and develop the same. In order to implement the framework in
ASEAN context, the ITI-GAF framework rightly complements the regional attributes and needs,
and is well positioned to serve as a key building block for YAKSHA to provide front-runner
solutions.
Finally, in order to build a resilient cybersecurity ecosystem in ASEAN, the political, cultural and
technical opportunities and challenges need to be considered carefully. In terms of political
precondition, a more coordinated policy framework both at ASEAN and Member States level
needs to be established. Investment in cybersecurity initiative is also a crucial aspect. In terms of
cultural precondition, combatting internet piracy, and increasing cybersecurity awareness are
crucial. Finally, the cases of attack patterns and malware constitute the technical threats of
building a resilient cybersecurity ecosystem in ASEAN.
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